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Abstract

In the world of social networks, the diffusion of innovation, ideas and technologies, is
studied under Cascade Models, which captures the way in which individuals adopt
these new behaviours by observing the actions of their peers in their social circle.
In network theory, the term information cascade describes a process, in which the
spread of information is modelled as a new behaviour entering a network. This
behaviour is adopted by the network nodes based on the number of nodes already
following the new behaviour.

Meanwhile, information dissemination in traditional dynamic routing protocols
is accomplished using flooding algorithms, which guarantees that the knowledge
regarding changes in the topology is received by all nodes participating in the rout-
ing process. However, the overhead produced by blindly flooding the network with
messages contributes to the storm problem, and many variations to classic rout-
ing propose more resource-conservative techniques for the dissemination of routing
updates.

The main idea of this Thesis focuses on incorporating a variation of a cascade
model, namely the Linear Threshold Model, in a dynamic routing algorithm, in
order to minimise overhead. The Linear Threshold Model captures the influence
node’s link differently, and also assigns a different adoption threshold to each node.
Thus, these metrics can represent the importance of the links and the nodes to
the routing process, when derived based on traffic and structure related properties,
respectively. Consequently, link loads are used to derive the weights of the model,
while degree centrality is used to define individual adoption thresholds. Link load
indicates the frequency of communication with the node on the end of that link and
the degree to which the node participates in the routing process through that link.
Degree centrality is used based on the idea that central nodes need to be informed

about the network, due to them participating in the routing of network traffic with
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high probability.

This cascade-based approach is experimentally evaluated in a simulation envi-
ronment across random geometric graphs of varying sizes and densities. Its perfor-
mance is evaluated with respect to its ability to accurately route traffic after a link
in the network fails, and is compared to the performance achieved by informing all
(through flooding) and none of the network’s nodes, which correspond to the best
and worst-case scenarios, respectively. Two different traffic distributions are gen-
erated prior to testing the cascade model, uniform traffic distribution and Poisson
traffic distribution. Additionally, two different link weight assignment methods are
considered under these traffic approaches, with one of them taking into account only
load from incoming traffic, and the second one both incoming and outgoing traf-
fic. Ideally, the desired model would maximise routing accuracy, while minimising
overhead in the dissemination of routing updates.

Through experimentation, it is shown that the cascade-based model is highly
capable of spreading routing updates to few, but important nodes. In particular,
it achieves close to 100% routing accuracy, delivering almost all of the traffic as
effectively as flooding and significantly outperforming the worst-case scenario. In
contrast, this close-to-optimal routing accuracy is achieved by covering a fairly small
fraction of the network’s nodes, which is inversely proportional to the network’s
size. The results are consistent with both uniform and Poisson traffic patterns in
the network. However, the two link weight assignment methods do not differ much
in their performance across the experiments.

Based on the acquired results, it is concluded that the proposed approach incor-
porating cascading behaviours to spread routing updates accomplishes its intended
goal of minimising overhead without sacrificing routing accuracy, under the consid-
ered scenarios. Nonetheless, more thorough experimentation needs to take place
under more diverse scenarios, before these results can be generalised. In particular,
more extreme traffic distributions could highlight differences between the two link
weight assignment methods, or indicate that more sophisticated adoption thresholds
need to be considered. Last but not least, the structural properties that different
topologies would present could likely affect performance, which is not investigated
here.
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H 8188001 TV %avoTopLoy, MY Xo TEYVOMXOY TAoEWwY EYel ueAetnUel oTny emi-
CTAUN TWV XOWOVIXOY OXTOWY, YENOOTOIWVTAS To. AeYoueva povteha cascade. H
AOYIXY) TOUG €YEL VO XAVEL UE TNV ETULEEOT| TIOU AOXOLY OL BLAPOEOL XOWVWVIXOL dEGUOL
TWY OTOUWY OTIC ETAOYES TOUG GYETIXY UE Lol VEX GUUTIERLPOEE TTou eCanAmveTtal. Ta
uovtéla cascade umopolyv eniong Vo EQUEUOGTOOV GTN UEAETH TWV OIXTUWY UTOAOYL-
otwv. OuctaoTixd, Wi véa TAnpogopior Tou elépyeton 0To 6{xTUO, UovTehoToLelTon
0G CUUTERLPORA 1) omtolar uto¥eTelton amd Toug xouBoug, Bdoel evog xatwpiod. To xo-
TOPAL AUTO TEOXVUTTEL AmO TOV ELIUS TWV YELTOVKY TOu x0UBoU oL axoloutoly TNy
AVOVEYLAL GUUTEQLPORY.

H diddoon tng minpogopiag ota dixtua yewixdtepa, elvor par Booixr| dadixaota,
n omola yenowonoieiton and TARYOC TEWTOXOMWY o ahyopliuwy. XTor SuvaUxd
TEWTOXOMAAL DPOUOAGYNOTNG, 1) OLEDOCT) TN TANEOPORIUC TOU APOEd 0TI UAAXYES TNG
Tonohoylag, mpaypatonoteiton pe ™ Pordela Tou odyopliuou flooding. O ahyderduog
QUTOG, OV XAl ATOBOTIXOS (G TEOS TOV GXOTO TOU, ‘TATUMUEIlEl” To BixTuo Ue ueydho
aprdud uNVURdT®Y, YEYOVOS Tou ogetheton 6To OTL 0 X x6uPog Tou dixthou, amo-
oTéMeL avtiypagpa Tou unvouatog oe Ghoug Toug Yeltovég Tou. [o Tov Adyo auto,
%0Té xoupoNg €youv TEOTaVEL EVAARIXTIXES Yol TN OLEOOCT) TATPOPOELHY TTOU APOEOLY
OANXYEC OTNV TOTONOYIA UE ATODOTIXOTEPOUS TROTOUG.

H napotoo dimhwpoatixy mpoteivel tnv alonoinon wag topaihayfc Tou Linear Th-
reshold Model twv cascades, xou TV eopuoyn Tng oTn BLdyUoT TWV AAAAYOY TNG
Tonoloylag yioo TV eCUTNEETNOT TEWTOXOA®Y BPOUOAOYNOTNG, UE OXOTO TNV EAY\-
OTOTONOY TWV TEQLTTOV UNVUUATOVY Tou TapdyovTow Aoyw tou flooding. "Eva and ta
YAPUXTNELO TIXE TOU UOVTEROUL Elvar 1) BUVITOTNTE TOU VoL BLapopoToLAceL Tor 3dpn Tev
Cel€ewv evog xoufou, olUQwVa UE TNV ETEEOT TOU aoX0UV Ol YEITOVEG TOU GTNV O-
TOQACT) TOU, AAAGL XL Vo OPIOEL BLUPOPETING XATWPAL ATOOOY NG TNG CUUTEQLPORAS Yial

xdde xopPBo. Autd ta Bdpn tov (e0lewv xal To XUTOPAA TEOcUpUOlovTaL, WOTE Vo
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VoLV AVTITPOCWTELTIXS. Y1 TIC AVAYXES TNG OPOUOAOYNOTS, UE BAoT To UnvOpaTo Ko
™ Sour| Tou dxtdou. 'Etot, 1o goptio Tng (ebéng ypnotuonoleiton Yo TOV UTOAOYLOHO
Tou [Bdpoug, apol xOUBoL Tou AVTIAAECGOUY LY VOTERO UNVOPUTH UETAEY TOUG Elvor Ti-
YovdTERO VoL GUPPETACYOUY GTNV dLadixacior TN BpouordyNe evog Tou dalou. ‘Ocov
APOREE TA XUTWPALYL Yol TNV ATODOY T} TNG CUUTEQLPORAS, 1) METEIXT| TTOU Y ENOLIOTOLE oL
mpoxUTTEL Bdoel Tou degree centrality, mou dniwvel To Podud cLVBECYHTNTUC TOU XOU-
Bou, xou Baocileton otV W6€a OTL OL XEVTEWOL XOUBOL GUUUETEYOUY GTNY BPOUONGYTIOT
o€ PeYahUTERO Porduo.

H a€lohdynon 1ou povtéhou TeayUaTOTOELTAL TEQUUATIXG OE TERUBEANOV TPOGOUO-
fwong STiWY, Yo SLdPOoEOUS TOTOUS TUYAUWY YEWUETEIXWY YEAPWY, dAAGloVTaS TO
uéyedog Tou Bthou xou TNV oxTiva cLUVBECIOTNTAS Tou. H alloAdynorn emxevtpve-
Tow G BLYATOTATAL TOU BXTOOL Vo avodupel Emetta and youévee (eVielc, 1 omola
UTIOONAWVETAL OO TO TOCOGTO UNVURATOY TOU YEVOVTAL, AOY® TNG U1 ATodOYNHS TNG
AvVOVEYLAG CUUTERLPORGS amd xdmoloug xopfous. To mocootd autd cuyxplvetal e
™V BLddoaT Twv ooy dy e Tortoloylag yenoyonowwvtag to flooding (xakitepn me-
elntwan), oAAd xou T un-0tddoon ahhary®y pe xavévay Teémo (yelpdtepn epintwor).
Ao xatavopéc Bdoel Twv omolwy mapdyovTon Tar unvouato oto dixtuo efetdlovton
OTo TELRAUATA, OUOLOYEVAC xaTorvour| xou xotavopur Poisson. T tov mpoodioploud
v Bapdv hopPdvovtar utody 800 pedddot: (o) YENOYOTOLOVTOS TO QYopTio TV €l
OEPYOUEVWY UNVUUAT®Y U6vVOo, (B) YENOHIOTOLOVTOS Tol EIGEPYOUEVA OE GUVOUIOUO UE
o e€epyopeva. O oxonde e mpocéyyiong eivan 1 Yeyiotomolnom tng axpeifBeiag Tou
TEWTOXOMOU BEOUOAOYNONG ol TOEGAANAY, 1) EAAYLO TOTOINGT] TWV TUQXAYOUEVWY UN-
VURATOV.

To melpdyato delyvouy TWE TO HOVTENO TEMNXE XAUTUPEQVEL VL DLOYUCEL TNV UTOLTO-
Ouevn TAnpogoplo o xéuBoug enapxelc yia TNy etiteuln oyedov BEATIO TN BROUONOY T
one. Luyxexpéva, emtuyydver ayedov 100% oxpifeta, 6oo dnhadh xo to flooding,
xa oA xoADTEQN TNG YEWoTEENS TEpinTtwone. To mo onuavtind duwe etvor, Twg
QUTO TO ETUTUYYAVEL UE TNV XEAUPT OYETIXE Uixpol TOGOGTOU TKV XOUBwY, To onolo
OUWS CUUPIAAEL onuavTixd oTn dLadixactior TG SPOUOAGYTONG XaL ETULTAEOY, elvon ovTL-
O0TEOPOC avdAoYo Tou Yeyédoug Tou dixtvou. To amoteréoyata oybouv xou YL T
000 €l xoTavoung UNVURAT®Y Xt BeAloTa, aveldoTtnta amd T uédodo mou emAéyeTon
Y10l TOV TPOGBLOPLoPO TKV Baptdy TeV (EOEEWY YLl T CUYXEXPWIEVOL TELOHUATOL.

Bdoer twv e€ayouevwy anoTteheoudtwy, cuunepalvetal OTL 1) ¥e1oT TOU UOVTENOU

Twv cascades elvor xatdAANAN Yo TNV €EATAWOT TV AAAAY OV TNG TOTOAOY{0C OF TEw-



TOXOMAAL BPOUOAOYNONG, Xou TETUYaiveL LPNAY axp{Beta ye mapdhhnha younAd xéoToC.
Hopd Todta, undpyouv teprmpeta Bedtinong xa ypedleton var doxipac el o TARYOC o-
%OUA BIXTOOVY %o LOTIBWY otV TOAoy |G UNVURATLY UETAED TwV xXOUPmV, Yo VoL UTORECEL
xavelc va Bydel €va o ofyoupo cupnépaoya. o mapdderyua, UTo dhheg cuvifxee, ol
OLapOPETIXOL TPOTOL UTOAOYLOPOU TwV Boapmy Twv (eVEEmY unopel va dlagoporotnioly
TOEUTAVG (G TTEOG TNV AMOTEAEOUATXOTNTE Toug. Télog, 1 doun TwV YEdPwY uto-
eel var SadpopatiCel onuovTnd poho GTNY amddocT), TedyUa To omolo dev AuuBdveTon

Loy oTNV ToPoUCA ERYACLAL.
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Chapter A
Introduction

HERE are numerous examples of real life situations in which individuals in-
fluence and are influenced by others. Such examples include consumer
behaviour, the formation of political views, people’s ideology, cultural val-

ues and many others. It is far more likely for an individual to adopt a new idea or
a new behaviour, despite their own personal beliefs, if they observe a large number
of people in their social circle also adopting it. This can be explained by people in-
ferring additional information from other’s people individual choices, and therefore
public opinion may shift their beliefs in favour of the most prominent behaviour and

vice versa.

These concepts of human behaviour are studied by social psychology and soci-
ology, and the socials ties that link people together are referred to, in these fields,
as social networks. Social networks are used to formally describe and differentiate
between the relationships that govern people’s behaviour and decision-making, and

study the dynamics of these structures as a whole.

An important aspect that is prominent in collective behaviour studies, is that
the spreading of new ideas or behaviours often emerges from just a few individuals
and as more and more people begin to adopt them, influenced by their peers, the
ideas may eventually spread to the population contagiously, taking the dimensions
of an epidemic [1]. This spread of ideas is a form of information diffusion. The initial
research on this topic started out as early as in the middle of the 20th century, and
eventually developed into concrete mathematical models that describe how ideas

and behaviours diffuse through a population [2, 3]. The fundamental understanding
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2 Chapter A. Introduction

of how the success or failure of a new idea can be predicted based on some prior
information can, for example, among others, be used to increase the potential success
of new products, when entering a market. A widespread approach to modelling
information diffusion is proposed under game-theoretic considerations, where each
individual has a certain number of friends, and the payoff they receive, increases or
decreases from coinciding their behaviour with the behaviours of their friends.

It can be argued that the mechanisms of information diffusion in social net-
works, can motivate applications in other areas. For instance, routing, congestion
control, and resource sharing in computer networks have been modelled under game-
theoretic perspectives [4], where agents must decide their best move, from a group
of actions, taking into account the possible moves that other agents can also make,
in an attempt to maximise their payoff. In cases where the agents have common
interests, they play a cooperative game, whereas when their interactions are of
conflicting interest, the game is called non-cooperative. An interesting concept in
non-cooperative games is the Nash equilibrium, which is used to define their solu-
tion. In a Nash equilibrium, every player of the game is playing their best move,

and no player has anything to gain by changing their action.

A.1 Information Cascades

There are two main approaches when it comes to modelling diffusion: probabilistic
and decision-based. Probabilistic models suggest the information spreading takes
place based on some predefined probability; the nodes are passive and probabilisti-
cally pass the information to their neighbours. Because of the randomness that is
involved in these models, such approaches are suited for modelling epidemic spread-
ing. On the other hand, in decision-based models, each node comes to face a decision
as to whether to activate based on its neighbours’ current states. This approach sug-
gests that the nodes are active players of a network game and the outcome of the
game, assuming the initial conditions are known, is a deterministic process.

The work of Banerjee [5], was one of the firsts to describe the concept of individ-
uals imitating the choice of others by inferring that other decision makers may have
important information that is unknown to the former. It uses the term herding,
although other work that develops around that time [6, 7] refers to the concept as

information cascade.
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In network theory, the term information cascade describes a process, in which
the spread of information is modelled as a new behaviour entering a network. This
behaviour is adopted by the network nodes based on some factors that influence
their decision. Modelling the spread of information is a valuable tool in a wide
range of real networks. Apart from social sciences and economics where it is used to
determine the spreading mechanisms of new ideas in populations and the adoption
of new technologies, simulating cascading behaviour in computer networks may shed

light to traditional information dissemination approaches.

A.2 Information Dissemination & Routing

Information dissemination in its pure form, is needed for propagating knowledge in
a variety of computer networks’ distributed algorithms and techniques. An example
of this, is routing, which refers to the process of finding optimum paths for delivering
traffic across the network. In small networks with static topologies, pre-computing
these paths and assigning the knowledge to each node, can be easily accomplished
manually. Large networks with unstable topologies on the other hand, require dy-
namic routing protocols, which propagate real-time information about changes in
the network topology, in order to ensure the accurate construction of the paths by
the nodes in a distributed way. This is extremely challenging to achieve correctly,
as distributed systems need to operate in sync, and all nodes must have the latest
copy of the information.

The most prominent dynamic routing protocols utilise some form of a flood-
ing algorithm, in order to distribute copies of topology information to all nodes.
Flooding is an extremely costly approach to information dissemination. Although it
guarantees the propagation to every node in the network, depending on the require-
ments of each system, cost may sometimes be more important than the accurate
distribution of information. In a large-scale network, correctly updating the routing
tables in a subset of the nodes, may result in an overall accurate flow of traffic,
without flooding the network with a plethora of topology-related messages. That is
due to fact that because of the topology, certain nodes may play little to no role in
the routing processes of other nodes, so the propagation of the routing information
is not required to reach them. It could also be the case, that due to the needs of

certain applications, traffic in a subset of the network may be prioritised, so ensuring
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accurate distribution of information to just this subset would be sufficient.

A.3 Past Related Work

In terms of its application in computer networks, game theory has been used as
a theoretical decision making framework for routing, congestion control, and re-
source sharing [4]. Network routing games have been discussed in [8, 9, 10]. Non-
cooperative network games have been applied in order to derive paths in routing [4],
where both the source and destination aim to maximise the benefit for themselves,
and also compete with other source, destination pairs in the network. Conditions
for the existence of Nash equilibrium in non-cooperative routing games, have been
derived for wired networks [11, 12, 13], and in [14], non-cooperative routing games
are studied in wireless network environments.

Routing schemes that are adaptive to traffic patterns have been proposed in the
past to accommodate the need for optimal traffic flow in the network, and also min-
imising bandwidth usage by routing updates. Mobile ad hoc networks (MANETS)
are the most prominent example of a decentralised networks where nodes do not
rely on any existing infrastructure. Changes in topology happen rapidly, and it is
up to the nodes to determine the best routes to forwarding data, based on dynamic
routing algorithms. A very prominent problem in ad hoc networks, in general, is the
broadcast storm problem described in [15], which is caused by flooding, and its main
three issues are: redundant rebroadcasts, contention, and collisions. Multiple solu-
tions have been proposed in [16] for suppressing the storm caused by the traditional
flooding algorithm. In [17], a neighbour coverage-based probabilistic rebroadcast is
proposed for reducing routing overhead in MANET. [18] proposes distance and loca-
tion based techniques for reducing redundant routing packages in vehicular ad hoc
networks. In [19], a heuristic, neighbour knowledge-based approach is proposed to
select multiple nodes for flooding broadcast messages in MANET environments.

Other proposed approaches for routing in MANETS exploit the nature of wireless
communication, by broadcasting routing information to nodes in range, without
relying on pre-existing routing paths [20]. Other variations include back-off based
broadcast [21, 22|, in which certain nodes, that are selected by others to forward the
routing packets, use a back-off time depending on the distance in hop count from

the destination.
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A.4 Contribution

Routing protocols are used to construct the forwarding paths of the routers in net-
works, and coordinate their communication in events of topology changes, in order
to keep these paths up to date. The dissemination of topology changing information,
or routing packets, traditionally takes place using some kind of flooding algorithm.
The most important disadvantage of flooding algorithms, also pointed out in the lit-
erature [15], is the high overhead due to the extremely large amount of messages it
produced. Messages are produced by all nodes of the network causing the generation

of multiple duplicates.

This thesis proposes an alternative approach to disseminating topology updates
in routing protocols, motivated by the Linear Threshold Model used to describe the
cascading behaviour in social networks. This model is used for studying the diffusion
of innovations, knowledge, and ideas among populations in which individuals are
influenced by the choices of their peers. The new idea is seen as a behaviour, that
gets adopted by the individuals of the network based on the number of their peers
who have also adopted it. Depending on the adoption thresholds, used to describe
the susceptibility of each individual to adoption, the initial number of adopters, the
structure of the social network, and the degree of influence the peers exerts to one
another, the cascading behaviour might get adopted by most or all the individuals

in the network, or might stop with only a small number of converted individuals.

In the case of routing, the knowledge of a lost link is considered a behaviour
emerging from a node in the network. The weights the nodes assign to their links is
derived taking under consideration the traffic flow on that link. This is due to the
fact that nodes communicating more frequently with each other, are more likely to
participate in the routing process of each other’s packages. The adoption threshold
of each node is based on its degree centrality, as more central nodes are more likely
to route more packets. Nodes receive a message containing the lost link information,
and make the decision to adopt the new behaviour if their adoption condition holds
true. The goal is to minimise the number of transmitted messages during a topology
update, whilst also achieving a good coverage of the nodes that are more interested

in the lost link information, and by extension maintaining accurate routing paths.

The evaluation of the proposed approach takes place in random geometric graphs

and the algorithms are developed in the OMNeT++ simulation environment for dif-
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ferent sizes and densities. The initial routing tables are established and a traffic
matrix is constructed for each run. Two different methods are used for the con-
struction of the traffic matrix: uniform traffic distribution and Poisson traffic dis-
tribution. The matrix is used for establishing the weights of the links needed for
the model. Two different ways of calculating the weights based on traffic are used.
After a link goes down, the spreading of the new behaviour is started by the nodes
of the affected link. In the end of the cascade, traffic based on the existing traffic
matrix is exchanged one more time, in order to evaluate the coverage achieved. The
evaluation metrics compare the number of messages successfully delivered based on
the proposed model, to the best and worst case scenarios (flooding and no dissemi-

nation).

A.5 Thesis Structure

The rest of this thesis is structured as follows. Chapter B covers the theoretical
background of this thesis. Section B.1.1 familiarises the reader with the basic,
game-theoretic concepts, through a brief definition of game theory and network
coordination games. A basic information diffusion game is then modelled in a graph,
and its game related properties, such as the adoption threshold, conversion, and
contagion threshold are discussed. In B.1.2, a more general approach to cascading
behaviour is presented, in which the influences between the nodes are captured in
the form of weights. Additionally, in B.2, routing protocols are briefly introduced,
and two of the main classes of routing protocols are presented using descriptive
examples: distance-vector routing and link-state routing.

The thesis proceeds with Chapter C, in which the proposed approach to incor-
porate decision-based information diffusion in traditional routing protocols is pre-
sented. The main idea is that by disseminating network topology changes, based on
a cascading behaviour model, routing can still recover from link failures and some
of the overhead of flooding can be avoided. The model uses a modified version
of a Linear Threshold Model, which is presented in C.3, along with the weights
and adoption thresholds that are derived based on link load and degree centrality,
respectively. The intuition behind the selection of these metrics is also discussed.

In Chapter D, the setup of the experiments, the implementation details, and the

evaluation metrics of the thesis’ approach are presented, and the results obtained are



A.5. Thesis Structure 7

presented and discussed. Two different approaches to calculating the weight links
of the model are considered. It is shown that under the presented conditions, the
proposed approach is highly capable of disseminating routing updates to the nodes
of the network, in regards to the traffic that can be maintained after the recovery of
the network by flooding (best-case scenario), and not updating the network at all
(worst-case scenario).

Finally, Chapter E outlines the summary of the achieved results of the thesis,
and also draws conclusions. Potential future directions are briefly discussed in the

end.



Chapter A. Introduction



Chapter B
Theoretic Background

HIS chapter lays the theoretic foundation for later describing the proposed
approach of this thesis. Section B.1 introduces the terminology and the
basic concepts regarding game-theoretic cascade modelling in a computer

network. Information diffusion is studied as a game, with nodes being the players
that make decisions based on the choices of other nodes in the network. Section B.2
proceeds with describing routing in networks, by using two of the most prominent

classes of routing protocols as examples: distance vector and link state.

B.1 Cascades

Cascading behaviour processes are network models that capture the diffusion of in-
formation in a population. This information can be interpreted as the spread of new
ideas or technological innovations and their applications include viral marketing [23],

online blogs [24] and contagion models [25].

B.1.1 Network Coordination Games

When individuals that are connected via a network interact, their behaviour is
influenced by the neighbours around them. From a game-theoretic point of view,
these interactions can be modelled as payoffs that the individuals receive, depending
on how their own choices coincide with those of their neighbours.

Game theory is a mathematical field in which social situations are modelled

among decision-making players that can have mutual or conflicting interests. It has
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most notably been used in economics, with the most prominent example being that
of the competition between companies in trying to enter a new market. In this case,
companies are players in a game, and each company is trying to decide its best
strategy, taking into account that its competitors could make similar or different
moves.

Due to the ever-growing need for efficient communication techniques that could
help to resolve the challenges of modern networking, game theory has been used as
a tool, in order to incorporate complex decision-making techniques into the com-
munication systems [26]. The various types of network games can be classified into
two main classes, depending on whether the payoff of a selected player’s action is
increasing or decreasing, with respect to the number of neighbours who take the
same action. Network games in which a player will increase their payoff, when they
select the same action as another player are of strategic complements (as opposed
to strategic substitutes), and the most canonical example of this class is that of
coordination games [27).

The basic game-theoretic model for studying information diffusion in a network is
a simple coordination game. Each node v has certain neighbours, and the payoff of v
for adopting the new behaviour that enters the network increases, as more and more
of these neighbours adopt it. The key intuition behind the game-theoretic model is
that a node will gain more payoff if its neighbours adopt the same behaviour. The

following description of this model is based on [1].

Information diffusion game

Consider, for the case of social diffusion, a graph G = (V, E') in which nodes are the
individuals in a population, and there exists an edge (v, w) if v and w are neighbours,
that is, they interact and their decisions affect each other. This kind of graph is
could be considered a social network, and its edges could represent the social ties of
the entities within it.

At a certain time instant a new behaviour emerges in the network, and each
node has a choice between keeping the existing “old” behaviour, or switching to the
“new” one. The “old” behaviour is labelled A, and the “new” behaviour B. There
is and incentive for v and w (on each edge (v, w)) to have their behaviours match,

that is modelled by a real number ¢, with 0 < ¢ < 1.
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Table B.1: The payoff matriz of the game. If players v and w both choose A, they
receive a payoff of q. If they both choose B, they receive a payoff of ¢ — 1. If they
follow opposite behaviours, they each receive a payoff of 0.

w
A B

Algqg 0

B0 1—¢q

(Y

Table B.1 numerically demonstrates the mechanics of the game between each pair
of nodes v and w that takes place during a decision making step. Now, assuming
each node is playing this simple game with each of its neighbours in G, its total
payoff is simply the sum of the payoffs from all of those individual games.

To be able to capture the dynamics of these interactions on a more comprehensive
scale for node v, its degree needs to be considered. Let d, denote the degree of node
v, that is, the number of neighbours of node v. Now, those neighbours of v that
follow behaviour A can be denoted as d and neighbours that follow behaviour B as
dB. Based on the rules of the described game, the total payoff node v would receive
from choosing behaviour A is P4 = qd?! +0-d?, and the total payoff from choosing
behaviour B is PZ = 0-d? + (1 — ¢)d?. When faced with the decision of switching,
the node will always choose the behaviour that results it with the biggest payoftf.

Let us now assume that PZ > P4, In that case:

(1-q)d} > qd;

(1= q)d; > q(d, —d)

d; —qd; > qd, - qd;
d? > qd,.

Similarly, P4 > P? would have yielded d® < ¢d,. It is now clear that v should
adopt a certain behaviour if at least a ¢ fraction of its neighbours have adopted it.
Therefore, q is the adoption threshold for behaviour B. The smaller the value of ¢,
the more likely it is for a node to adopt the new behaviour, and thus, it can spread
through the network much easier.

As time advances, the new behaviour spreads through the network in a cascading

fashion. That is, when a node switches from behaviour A to B, it consequently
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Figure B.1: An illustration of the decision making step for node v, based on the

number of neighbours following behaviour A and B.

causes more of its neighbours to also switch, and so forth. Note that up until
now, the described model did not consider whether a node could switch back to
behaviour A, after it has already switched to behaviour B. To this end, there
exist two main categories in the literature [28] that capture this particular aspect:
progressive models and non-progressive models. According to the progressive models,
nodes converted by the new behaviour will maintain that behaviour in all future
time-steps, while in non-progressive models nodes can, under certain conditions,
convert back to the old behaviour. To contextualise this, progressive models can be
associated with monopolistic settings of services or technologies diffused over social
networks, meanwhile non-progressive models allow for multiple providers competing
against each other to tip users to switch back and forth among their services [29].
Studying these two variations of diffusion models, is not only beneficial for capturing
particular settings of propagation, but also helps to better understand the process
itself, as the contagion thresholds of the two models are highly related [30]. In this

thesis, progressive models will be of the main focus.

Let us now assume that the model described earlier is of progressive nature, and

nodes cannot switch back to A after adopting B. The cascade which originates as
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nodes gradually switch to B has two obvious outcomes. Either all nodes eventually
adopt behaviour B, or the spread of B stops, with some parts of the network covered
by the new behaviour and others remaining with the old behaviour A. One can easily
observe that the progress of the described game depends, apart from the adoption
threshold, on the initial parameters of the process, such as the structure of the
network itself, and also on the number of the initial adopters. A number of research
works [| focus on finding the appropriate initial conditions of spreading behaviours
that would be able to cover entire populations, while keeping the resources used for

such processes at minimum levels.

Node conversion

In a graph G, with countably infinite set of nodes, and where each node has a finite
number of neighbours, a node w is converted by a set S of initial adopters, if for
some time-step ¢ this node adopts the new behaviour with respect to the threshold
q. If every node of the graph is eventually converted by S, then this set is called
contagious with respect to the threshold g. For small values of ¢, it is easier for a set
S to be contagious. Following the above, one can define the contagion threshold of G
to be the maximum ¢, for which there exists a finite contagious set. This definition
of the contagion threshold implies its relation to the topology of G; the bigger the
contagion threshold of a network, the easier it is for behaviour to reach the full
population. It has in fact been proven [30], that there doesn’t exist a graph with
a contagion threshold bigger than 1/2, whether a progressive or a non-progressive
process is considered. This essentially means that if the strict majority of a node’s
neighbours is required to switch, before the node also switches to the new behaviour,

it is impossible for this behaviour to spread.

B.1.2 Linear Threshold Model

In a real world scenario, different friends or colleagues may exert greater or lesser
influence upon certain individuals, based on their relationship, their social status
or even their mutual share of beliefs. Due to this, it would be desirable to capture
those relationships when modelling diffusion for certain network applications that

exhibit a more complex nature of relationships between the nodes.
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The Linear Threshold Model is a more general cascade model, in which relation-
ships and rates of influence between members of a population are captured in the
form of weights related to each node’s neighbour. In addition, each node has its own
threshold for adopting the new behaviour.

More specifically, the weight on each edge (w,v) is denoted as a non-negative
weight b,,, and indicates the influence of w upon v, with Zwe N () byw < 1, where
N (v) is the set of nodes with edges to v. Each node v is assigned with a threshold 6,
uniformly at random from [0, 1], and this associated weight is the neighbour fraction
of node v that is required to follow the behaviour in order for v to also do so.

The cascading behaviour process starts, as it did in the previous model, from a
set of initial adopters S, and as time progresses in discrete time-steps t = 1,2, 3...,

a node adopts the new behaviour B if at any given time-step:

Y b 26
)

weNB (v

The Linear Threshold Model is an approach that allows nodes to weight the
influences of their neighbours differently, and thus, formulate more advanced rules
for adoption. It is, however, still strict, in the sense that neighbour’s influences are
additive. There are, in fact, more inclusive approaches, like the General Threshold
Model, that take into account relationships between nodes that are neighbouring

more than 1-hop away.

B.2 Routing Protocols

Network routing is essentially the process by which the appropriate paths for network
packets are selected in a network. This process is based on the routing tables,
which comprise records of the routes to various network destinations. In the case of
small static networks, routing tables may be manually configured. Bigger and more
complex networks however, require automated solutions to computing the routes, as
topology can change rapidly, making the computation of such information by hand
impossible. A solution to this problem is dynamic routing, where the routing tables
are constructed autonomously based on routing protocols.

In general, there is a technical distinction between a routing table and a forward-

ing table. The routing table contains the complete information about every route in
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the network in the form of network addresses and the corresponding next hop’s ad-
dress. They are the result of routing protocols and it is from them that a forwarding
table is then constructed. Routing tables are periodically reconstructed based on
topology changes within the network. Forwarding tables on the other hand, exist
within the router and contain all the information to outgoing destinations of the

network and the specifics of how to reach them.

®
@

Figure B.2: A simple graph network.

Routing is primarily a problem of graph theory. Consider the graph B.2, which
is an example based on [31], where each node represents a router in the network
and each edge is a network link with an assigned cost. In this example, the edges
are undirected and have a single cost, that is, if a link from A to B exists, then
a link form B to A also exist and has the same cost (this is not always the case
when dealing with real networks scenarios). The cost from a node of the network
to any other is the sum of the costs of all the links that connects them. A routing
algorithm tackles the problem of finding the lowest-cost path between all the nodes
of the network in a distributed and dynamic manner. This chapter examines the

two main classes of routing protocols: distance vector and link state.

B.2.1 Distance-Vector Routing

In the distance-vector routing algorithm each router constructs a vector with the
costs to all other nodes of the network and shares this information at regular intervals

with his 1-hop neighbours. Various widely used routing protocols are built on the
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distance-vector algorithm. The most notable example is the Routing Information
Protocol (RIP) used in IP networks. Distance-vector requires prior knowledge of the
network topology which is usually distributed in a centralised manner at the start
of the algorithm. The process is asynchronous, in the sense that the nodes do not
operate in synchronised steps with each other. The costs assigned to each neighbour
may contain special values depending on the circumstances. For example, when a
link to a node in the network doesn’t exist, the cost is set to a high enough integer
and is interpreted as infinite.

The distance from a node z to a node y is calculated based on the Bellman-
Ford equation which is used to determine single source shortest paths in a graph
with negative edge weights (but no negative cycles). After a node computes its
distance vector, that is, the distance from its neighbours, it transmits it to all of its
immediate neighbours in the form of a routing packet. Nodes then, receive these
routing packets and save the most recently received distance vector from each of
its neighbours. In this manner the system stays updated, as nodes recalculate their
distance vectors when they receive different information, or discover that a link is
down.

Figure B.3 depicts an example of distance-vector routing. The costs of the links
between the nodes are denoted and the leat-cost paths can be easily observed. The
table of the figure is essentially a distance matrix, and it shows the information
initially available to the nodes about the network. Each row of the table is an array
that corresponds to one node. The values of the array represent the distance of
the shortest-path to each other node in the network. A node’s distance to itself is
denoted as 0, and distance to nodes that are not immediate neighbours is initially
unknown and is denoted as infinite.

Based on the distance matrix which depicts the knowledge that the nodes possess
at each time-step, Table B.2 depicts an initial routing table that node A would have
stored. Each row contains the destination identifier, the cost needed to reach said
destination, and the next hop in order to reach it. Given that at the initial part
of the process the nodes have inadequate knowledge to reach destinations beyond
their immediate neighbours, nodes F and E in the routing table of A are assigned
an unlimited cost; ergo, these destinations are unreachable.

After the construction of the initial routing tables, the algorithm calls for com-

municating each node’s knowledge with the rest of the network. In the first step of
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Figure B.3: Distance-vector routing: A graph example along with a matrix that

shows the initial distances available to each node in the graph.

this process, nodes send a message with the list of their distances to their immediate
neighbours. As nodes get new information about the network from their neighbours,
they can add up the learned cost of reaching a certain destination with their own,

and afterwards decide if the newly obtained route is more cost-efficient than their
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Destination | Cost | Next Hop
B 1 B
C 1 C
D 5 D
F 00 —
E 00 —

Table B.2: Initial routing table of node A.

current one. After a finite number of exchanged messages, each nodes finally ends
up with complete, consistent information about the whole network in a distributed

manner, as shown in Figure B.4.
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Figure B.4: Distance-vector routing: Final distances available to each node in the

graph.

Consequently, Table B.3 depicts the final routing table of node A. Certain routes
already contained in the initial table are discarded, as more cost-efficient ones are
obtained, and destinations that were previously considered unreachable are now

formed through their neighbouring nodes.
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Destination | Cost | Next Hop
B 1 B
C 1 C
D 3 B
F 6 B
E 4 B

Table B.3: Final routing table of node A.

As it was already discussed, the distance-vector algorithm requires an exchange of
messages between the nodes, to ensure that information about the whole network is
acknowledged by all the nodes. This exchange also happens in regular time intervals,
such that even when nothing has changed, other nodes in the network continue to
get this node’s information in case they need to change their routes, and also ensure
the link is still active. There is, additionally, another kind of a message update, the
triggered update. Triggered updates take place whenever a node discovers that a
link is down, or receives a triggered update about a link failure from its neighbours.
If this update compels the node to change its own routes, it also notifies its own

neighbours about the change, and so on.

B.2.2 Link-State Routing

Link-state routing protocols are of the main focus of this thesis, as the described ap-
proach in Chapter C considers a modification of Open Shortest Path First (OSPF),
a link-state based routing protocol. They are in many ways similar to distance-
vector routing protocols, as each node still learns about the network through its
neighbours.

The basic difference lies in the fact that link-state routing relies on disseminating
every node’s information about the costs of reaching their immediate neighbours to
every other node in the network. For this purpose, link state utilises a flooding al-
gorithm, where a node send its link-state information to its immediate neighbours,
and the neighbours then forward a copy of the information to their immediate neigh-
bours, so that eventually the information propagates through the entire network in
this manner (see Figure B.5).

The updates that nodes exchange are called Link-State Packets (LSP) and con-
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‘ Flooding
Message

SourceNode

Figure B.5: An example of flooding in a graph: Source node initiates the trans-

mission of flooding messages, and every node that receives it retransmits a copy.

tain the subsequent information: the ID of the node the packet originates from,
an array of immediate links to the node and their corresponding costs, a sequence

number, and the packet’s time-to-live (T'TL).

It is crucial the information is reliably transmitted to all nodes. For this purpose
the nodes use the packet’s sequence number and TTL. This ensures that even when
multiple, conflicting LSPs arrive from the same source, the recipient is still able to
correctly sort them out. The transmitted packets also make use of acknowledgements

and corresponding retransmissions to avoid packet loss.

Once an LSP copy of every node in the network is collected, a given node con-
structs a graphical representation of the network. This includes the links existing in
the graph, and the cost associated with each link. The goal is to derive the shortest-

path to each destination. For this purpose, Dijkstra algorithm is used in link-state
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routing protocol. Dijkstra’s algorithm is an iterative process of finding the shortest

path from one specific starting node to all other nodes of a graph.

Flooding in Link-State Routing

Flooding is the process by which the source node, essentially, floods the network
with some information, as every node that receives the flood message, retransmits a
copy to every other one of its neighbours. Aside from that, to ensure the reliability of
this process, nodes wait for respective acknowledgements after sending LSP packets,
and if none is received from a neighbour, they proceed to packet retransmission.

The sequence numbers that are present in the LSP packets help with distributing
the latest copy of the information. Consider, for example that a node receives an
LSP packet from some other node in the network. If no copy of this information
is yet stored, the node accepts the copy and stores it in its database. If, however,
there is a copy already present from the same source, the node compares between
the two sequence numbers, and keeps the newer version. In case the node replaces
its copy, the next step is to retransmit the new version to the rest of its neighbours.
Other nodes follow the same procedure, and eventually all nodes end up with the
same copy of information.

Additionally, the TTLs that LSP packets carry, are used to put an end to the
old information that is stored in the network. In every discrete time-step, the TTL
value of the copies travelling across nodes, or copies already existing in the database
of the nodes is decreased. Once TTL reaches zero, nodes initiate a flooding process
to notify the network that the obsolete LSP copy must be removed.

It is important to mention that, even though precautions such as TTL counters
and dropping of duplicates are taken, to prevent endless circulation of flooding mes-
sages in the network, flooding is still one of the costliest algorithms for information
dissemination in terms of bandwidth. The main reason for that is the large number
of potentially unnecessary retransmissions caused by the algorithm.

An example of unnecessary retransmissions in flooding can be seen in Figure B.5,
due to the loop formed between the nodes X, Y, and Z. Node X sends a flooding
message to nodes Y and Z. Both nodes X and Z do not resend back to node X,
they do, however, send a flooding message to each other, as they have no knowledge

that the same message was already received by both of them. Furthermore, by
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the nature of the algorithm, they each would additionally need to retransmit the
message back to node X, as a message must be sent to every other node except the
source node. To prevent this superfluous circulation in these topologies, nodes are
prevented from sending flooding messages to nodes they have already received from.

Messages generated by flooding must be sent to every other node in the network,
even when the information has one potential destination. Imagine in a large, dense
network, a link between node X and its only neighbour Y is lost, as shown in
Figure B.6. It could be that X is an important end node, and shares traffic with a
big portion of the network, in which case it would be useful to notify the network
of the lost connection. In the case, however, where little to no traffic is shared
between the node X and the rest of the network, notifying the network about the
lost connection may not be even worth it at all. Due to the density of the network, a
large number of flooding messages would be spawned, with little to no use to routing
traffic in the network. Later in Chapter C, a more resource-conservative approach

to dissemination in link state is discussed, in an attempt to tackle this issue.

Figure B.6: An example of a link failure in large-scale network.



Chapter C
Proposed Approach

HE approach proposed in this thesis incorporates the cascading behaviour
in traditional routing protocols, in order to minimise the dissemination of
unnecessary information in events of topology changes, which are used to

maintain the node’s forwarding tables up to date.

C.1 Overview

The cascade model is used in this approach in order to disseminate a link failure event
across the network in an efficient manner. The general idea is that the cascading
behaviour of dissemination produces less overhead than the traditional flooding, as
the originated cascade terminates in certain points of the network, based on certain
parameters such as the source of the cascade, which is hopefully sufficient to yield a
reliable routing table. This approach, however, results in a compromise between the
reliability of routing based on node coverage, and the saving of resources, that in this
case is translated in the number of produced information dissemination messages.

The knowledge of the link failure is modelled as a behaviour in a linear threshold
cascade model; a node that discovers a link failure is adopting the new behaviour,
and other nodes in the network are deciding to whether or not, also adopt this new
behaviour, and consequently update their routing tables, based on their adoption
thresholds, and the weights of the links they hold to their neighbours.

The decision for adoption is partially based upon statistical information that

nodes derive about the network as time progresses. Thus, the initial construction

23
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of the routing tables, still calls for a flooding dissemination. It is only after a finite
period of time, that nodes collect sufficient information, in order for the cascading

algorithm to take effect.

The intuition behind the weights assignment is to take into account the frequency
of communication, or traffic, between the nodes. Therefore, a metric needs to be
derived, which would indicate the probability of a node x communicating with a
node y. This communication could be either direct; x decides to send a message
to y, or vice versa, or indirect, that is  needs to route its message to y, in order
to reach a third node z. This metric is particularly useful when examining if the

behaviour cascading from a given neighbouring node is to be accepted.

Another important aspect of the model, is that each node maintains its own
adoption threshold. This individual adoption threshold is static, and is based solely
on the node’s degree centrality. Therefore, the more popular the node, the more likely

the node may need to update its routing information, due to its high connectivity.

® Deleted Link

Q New Behaviour

Figure C.1: Ezample of cascading behaviour in a graph.
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Figure C.1 depicts the general idea of the cascading model proposed for the
routing information update. At some point in time ¢ = 0 node u tries to commu-
nicate with v and finds out that the link is lost. Node u then starts cascading this
information about the lost link to his neighbours. Nodes update their behaviour if
the portion of neighbours with the new behaviour is greater than some threshold.
The weight of the nodes are shown in the figure. Note, also, that these weights are
directed, and the weight u assigns to the link with v does not necessarily equal the
weight v assigns to the same link. Based on the weights depicted in the figure, in
t = 1, nodes =z and y adopt the behaviour and update their routing tables, as u is
their only neighbour. In the same time-step node w doesn’t adopt the behaviour,
thus, causing the cascade to stop. After this partial update of routing tables in the
network, nodes z, y, and u are still able to communicate with v, by re-routing their
packages through w. Therefore, the accuracy of the routing is not affected, despite
w not being informed about the lost link between u and v.

The depicted process is a general example of how the cascades can be used for
modelling routing updates. The rest of this Chapter is concerned with introducing
the necessary notations and explicitly stating assumptions about the system, before

eventually laying out the proposed approach in full detail.

C.2 System Model and Assumptions

The exploration of the model takes place in a network topology, which is modelled
by an undirected graph G(N, L), with N and L being the sets of nodes and links
(or edges), respectively. Furthermore, A is an |N| x |N| adjacency matrix of G,
with element A, , being one, if nodes v and v are adjacent, and zero otherwise. The
number of nodes adjacent to u € N is denoted by d(u) = >, -y Auo-

Assume all nodes have a forwarding table accurately constructed by some routing
algorithm. Through this algorithm the nodes acquire information in order to derive
their routing tables. For the purposes of routing, each link has a cost of 1, so that
the total cost between two nodes is simply the number of hops separating them.
Then d,, denotes the distance in hops between node v and v, and p,, the path
between u and v, such as {u,i,j,...,v}.

The nodes of the network exchange information, therefore it is useful to quanti-

tatively capture the traffic of the network. The traffic patterns between the network
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nodes are assumed to be known and static. As such, a traffic matrix 7 is formed,
such that the number of packets originating from node u to v is denoted as 7,,.
The load of the link (u,v) is denoted as [, ,, which indicates the number of packets
traversing this link. Note that, [, , does not necessarily equal [, ,. The load is also
partially determined by the routes produced by the routing algorithm, as well as
the traffic patterns of the network.

Figure C.2 illustrates the traffic low in an example graph. The link costs are
equal and traffic is unevenly distributed across the nodes. The packets from node u
to w are routed through node v, therefore loads [,, , and [, ,, increase accordingly. The

respective distance, traffic, and load matrices are additionally shown in Tables C.1

and C.2.

Figure C.2: FExample of traffic flow in a graph. The dotted lines represent the

number of messages sent from one node to another.
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Table C.1: Distance matriz.
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Table C.2: From left to right: traffic matriz and load matriz.

C.3 Cascade Model

The cascade process is modelled after the Linear Threshold Model, as presented in
Chapter B. The goal is to assign context-specific weights to the links of the network,
and to also derive an appropriate adoption threshold for each node, in order to
appropriately disseminate topology changes and accommodate routing protocols.

Links are assigned weights based on the traffic they carry. That is, an edge of
the graph between the nodes v and w bears a non-negative weight denoted as b,
with >, c v bow = 1, where N(v) is the set of nodes with edges to v. This weight is
directly related to the traffic that flows between the nodes of the link. The general
idea is that the greater the traffic, the more inclined a neighbouring node is to the
new routing information, as the node may frequently need to utilise the failed link
for its traffic. In general, the inability to cover nodes that frequently communicate
via the lost link would result in a more dramatic loss of routing accuracy.

Behaviours are used to spread a change in the topology. In this way, multiple
behaviours will eventually co-exist in the network. Behaviours are independent of
each other, in the sense that a node may adopt multiple behaviours, regardless of
previous adoptions, so that the adoption of a behaviour does not necessarily strip
them of their already obtained knowledge.

To make this concrete, assume that at a certain point in time, a change in the
topology of G emerges, that is a link has gone down between two nodes. Events take
place in discrete time-steps, and in ¢t = 0, those two nodes find out that the link is
down (by exchanging periodic HELLO messages), convert to behaviour B and start
spreading this behaviour to their neighbours in the form of a message. This message
could be viewed as an LSP packet of a link-state protocol, and contains information
about the affected link. Consequently, in time-step ¢t = 1, each of their neighbouring

nodes (u) receives this message, and updates its behaviour if the following holds
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true:

D> buw > (C.1)

vESB (u)

C.3.1 Progressive

In special cases, such as in a chain topology, non-progressive cascades can stumble
upon patterns of endlessly switching behaviours. To make this clearer, consider the
graph depicted in Figure C.3. In time step ¢ = 0, the initiator node 0 starts a new
behaviour B with adoption threshold ¢ = 1/2. Then in time step ¢ = 1, nodes
-1 and 1 will adopt B, whereas node 0, whose neighbours are still following A in
time step 0, will switch to A. Then in ¢t = 2, nodes 1 and -1 will adopt A, while
nodes 0, 2, and -2 will adopt B. In this manner, as the behaviour spreads through
both directions of the graph, nodes that are even-numbered and odd-numbered will

always follow opposite behaviours and the system will never become stable.

OnCaOnOn0

Figure C.3: Chain topology: node 0 initiates the cascading of a new behaviour.

In order to avoid this kind of patterns, and to also take full advantage of the
information that is being disseminated, the model considered for this approach is
progressive. That means that, no matter the circumstances, once a node adopts the
behaviour that is being cascaded, it will not switch back to the old behaviour in
some future time step. This property is similar to how link-vector routing manages

the LSP packets using sequence numbers in order to avoid loops.

Additionally, as the cascading messages also contain the new routing information,
nodes that reject the new behaviour, can still utilise this information. After all,
disregarding information that is being directly transmitted to a node, would be
wasteful. The challenge is to achieve the termination of the cascade process in parts

of network where the routing information is not required.
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C.3.2 Weights

The weights assigned to each node’s link indicate how important the neighbour at
the end of that link is. Importance can be determined in a number of ways and
depends greatly on the needs of the application. In the case of routing, nodes that
communicate more frequently with each other are much more likely to participate
in the routing of each other packages.

One approach to calculating the weight of a link is to take into account the
number of incoming packets of that link and dividing it with the total number of
packets of all the nodes’ links. The weight node u assigns to its link with v is denoted

by by, and is derived by:

l
b = =, (C.2)
ZwEN(u) luw

where [,, the directed load of the link from v to u, which is divided by the sum of
the loads of all links that u holds. In this way, it is ensured that

Y bw <1,
vEN (u)

as is required by the Linear Threshold Model.
Another approach to weight calculation would be to take into account the out-

going, as well as the incoming, packets of the link. This would transform C.2 into:

lvw + lwv
ZUEN(’U) (l’UU + luv) ’

where apart from [,,, [, is also considered.

(C.3)

bvw =

C.3.3 Threshold

The adoption threshold is a metric that indicates how prone a node is to adopting
the new behaviour. Large adoption thresholds require a larger portion of the nodes’
neighbours to adopt the behaviour, in order for the node to also do so. In the context
of routing, this threshold would need to reflect the node’s predisposition to stay up
to date with the changes to the network’s topology.

According to the model, nodes follow separate adoption thresholds, so instead of
arbitrarily assigning adoption thresholds to the nodes, the degree centrality of the
nodes is taken into account. The idea is that the more central the node, the more
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inclined it is to adopting any new information concerning the network, as it is more
likely for it to participate in the routing processes of other nodes. So the adoption
threshold needs to be inversely proportional to its degree centrality.

The degree centrality of a node indicates the importance, or the popularity, of

the node to the network, based on the number of links it holds, and is

d(u)

D, = =,
V]

where 0(u) the number of links of node u, and | N| the total number of nodes in the

network.



Chapter D

Evaluation

HIS Chapter is concerned with experimentally evaluating the proposed ap-
proach under diverse conditions and comparing the two different alterna-
tives for link weight assignment. To quantify its effectiveness in informing

nodes about topology changes, various metrics are introduced, while the simulation
environment used during experimentation is thoroughly described. To better con-
textualise its performance, two baselines are considered, where on one extreme all
nodes are informed about routing updates through flooding, whereas on the other

no nodes are informed.

D.1  Setup

The evaluation of the proposed cascade model for the dissemination of routing up-
dates, takes place over Random Geographic Graphs (RGGs). The algorithms captur-
ing the model and its assumptions, as they were previously discussed in Chapter C,
are developed and evaluated in the OMNeT++ simulation environment. Various
RGGs with different number of nodes and connectivity radii (r.) are considered, in
order to take into account topological effects of the described model. The experi-
ments are conducted for graphs of 10, 20, and 30 nodes. The different r. values are
derived based on the number of nodes in the network, and are r. = ¢, x 7., calculated

for each ¢, € {1.2,1.3,1.4}, where 7. corresponds to connectivity threshold [32]:

. [fman
(& 7T|N‘ )

31
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in order to ensure the connectivity of the graphs with high probability.

Initially, the routes of the network are computed with the help of the Dijkstra
algorithm. The traffic matrix 7 is constructed by each node generating a random
number of messages to all nodes (including itself). In one scenario, the number of

messages sent by node ¢ to node j is generated according to a uniform distribution
1202
N2
the same, regardless of |N|. Another scenario is considered, where the number of

in the range [1, 55|, such that the total volume of traffic generated remains mostly

messages sent by node ¢ to node j is generated according to a Poisson distribution
1202

with mean SN accumulating to a total similar to the previous scenario. These
packets are routed from their sources to their destinations, and the link weights of
the model are assigned according to the generated loads of the links. Two approaches
for link weight assignments are compared: (i) the link’s incoming packets are taken
into account, as shown in Equation (C.2), (ii) both incoming and outgoing packets
are taken into account, as shown in Equation(C.3). The adoption thresholds for
each node is ¢ =1 — (1/2 % D,,).

At a certain point in time, a connection gets lost in the network, and one of
the two nodes holding that link converts to behaviour B, sending a message to the
rest of its neighbours. In this manner, the cascading process starts. The message
contains the ID of the nodes associated with the link. Nodes receiving this mes-
sage, immediately update their routing tables, and then adopt the new behaviour
if Equation (C.1) holds true. At some future point in time, once the cascade has
ended, nodes proceed to send the traffic one more time, according to 7, in order to
evaluate the cascading model dissemination and its effect on the routing paths.

For the sake of comparison, the maximum number of packets that can be de-
livered in the new topology, denoted by M, is calculated. Similarly, the maximum
number of packets that can be delivered if no nodes update their routing tables,
denoted by m, is calculated. Additionally, two packet delivery ratios are derived:
The actual packet delivery ratio, calculated as the actual number of packets a deliv-
ered with routing updates propagation under cascade over the maximum that can

be delivered, assuming all nodes have been updated, derived as

a

7
The worst-case delivery ratio between the maximum number of packets that can

be sent, assuming no nodes have been updated, over the maximum that can be
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delivered, calculated as:
m

U
Moreover, the fraction of covered nodes is used as a metric to measure how effective
the cascade is at covering the network, derived as %, where NZ is the number of
nodes that adopt behaviour B.

Last but not least, the expected ratio is considered, which measures the total
number of packets that the network’s nodes expected E to successfully deliver com-
pared to the actual number of packets that could be delivered, assuming all nodes

were updated, which is derived as
E

>
This metric is clearly inversely correlated with the coverage ratio, as the more in-
formed the nodes are, the more likely they are to not overestimate the number of
packets that can be delivered. However, it also indicates how effective the cascade
is at covering more important nodes, which is correlated with the actual delivery

ratio. Thus, the expected ratio is an interesting metric that is hard to intuit.

D.2 Results

In this Section, the acquired results are presented across the different values of
|IN| and c¢,, showcasing the effectiveness of the proposed approach according to
the described metrics and comparing the differences between the two different link
weight assignment methods. It should be noted that all depicted values correspond
to the mean of the values acquired from 10 repetitions for each set of parameter

values.

D.2.1 Uniform Traffic

In Fig. D.1, the delivery ratios acquired from the experiments are depicted, across
different values of ¢, and for different network sizes, comparing the different link
weight assignment methods considered. The dashed lines indicate the worst-case
scenario performance, achieved by updating none of the network’s nodes. It is ob-
served that the proposed approach, based on cascades, is capable of achieving close

to 100% actual delivery ratio, significantly outperforming the worst-case scenario.
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Figure D.1: The actual delivery ratio of traffic generated according to the uniform
distribution for different network sizes and densities when using incoming link load

for weight computation (left), and both incoming and outgoing load (right). The

dashed line indicates the worst-case performance achieved by not updating any nodes.

This seems to be the case, regardless of the network’s size or density. Furthermore,
the different link assignment methods do not seem to affect the cascade’s perfor-

mance much, with respect to the actual delivery ratio.
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Figure D.2: Fraction of nodes covered by the model for traffic generated according
to the uniform distribution using incoming load for weight computation (left), and

both incoming and outgoing load (right).

On the other hand, in Fig. D.2, the fraction of the covered nodes is displayed
across different values of |N| and ¢,. Evidently, there is a small increase in the
coverage ratio as ¢, increases, which indicates that as the network gets more dense,
the more nodes adopt the cascading behaviour. However, it is noteworthy that as

the network gets larger, the fraction of nodes adopting the behaviour is significantly
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reduced. At the same time, though, for larger networks, the actual delivery ratio
is the highest, indicating that the approach is effective at spreading updates to few
but relevant nodes, which was the intended goal. Once again, the different link
weight assignments do not differ much, perhaps due to the uniform traffic patterns

considered.
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Figure D.3: FExpected ratio achieved by the model for traffic generated according to
the uniform distribution using incoming load for weight computation (left), and both

incoming and outgoing load (right).

Finally, the expected ratio is shown in Fig. D.3. This metric is once again largely
similar for both link weight assignment methods. Additionally, it seems to be mostly
affected by the network’s density, rather than its size, with higher densities leading
to a lower expected ratio. It is also worth noting that the expected ratio is not
purely correlated with coverage ratio, as it can be seen that despite coverage ratios
being mostly dependent on ||, this is not the case here. Nonetheless, the expected
ratio almost reaches 1.0 for higher densities, which is the optimal value achievable

by flooding.

D.2.2 Poisson Traffic

In the sequel, the traffic is generated according to the Poisson distribution, which
actually results in less variance in the number of messages exchanged between nodes,
due to the high mean of the Poisson Distribution, compared to the high variance in
the uniform distribution brought about by the large range of possible values.

In Fig. D.4, the actual delivery ratio is depicted again. Interestingly enough, no

significant differences are observed across the two link weight assignment methods,
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with the proposed approach achieving close to optimal routing accuracy In fact, the
fraction of covered nodes, depicted in Fig. D.5, is largely similar to the one observed
in the uniform traffic scenario, being inversely proportional to the network’s size,
with a slight increase observed as the network gets more dense. As such, the highest
delivery ratio is achieved for |N| = 30, where the coverage fraction is also the lowest,

indicating the approach’s effectiveness.
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Figure D.4: The actual delivery ratio of traffic generated according to the Poisson
distribution for different network sizes and densities when using incoming link load
for weight computation (left), and both incoming and outgoing load (right). The

dashed line indicates the worst-case performance achieved by not updating any nodes.
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Figure D.5: Fraction of nodes covered by the model for traffic generated according
to Poisson distribution using incoming load for weight computation (left), and both

incoming and outgoing load (right).

The expected ratio acquired for the scenario with Poisson-generated traffic is

shown in Fig. D.6. The two link weight assignment methods seem to perform the
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same for the most part, as was also the case in the uniform traffic scenario. In
particular, it is observed that the nodes’ expectations become more realistic as the
network gets more dense, although it is not affected much by the network’s size.
Thus, it seems that the traffic’s variance may not significantly impact the proposed
approach’s effectiveness, unless more extreme traffic distributions are taken into

account.

— |N|=10 — IN|=10
IN] =20 1.6 — IN|=20

= =
[ o

Expected Ratio
[ g
S
Expected Ratio

[
W

=
)

—

H
-
A

1.2‘00 1.2‘25 1.250 1.2‘75 l.éDO 1.3‘25 1.§50 1.3‘75 1.4‘00 1.2‘00 1.2‘25 1.250 1.i7S 1.3‘00 1.3‘25 1.§50 1.3‘75 1.4‘00
cr cr
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achieved by the model using incoming load for weight computation (left), and both
incoming and outgoing load (right).
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Chapter E
Conclusions

HIS Thesis proposed an approach for disseminating updates that occur to
the network topology, which may be utilised by routing protocols to provide
consistent routing tables for the network’s nodes. This approach is moti-

vated by interactions observed in social contexts, such as social networks, viewed
under a game-theoretic lens. In particular, the approach extends the Linear Thresh-
old Model, which capture the phenomenon of cascading behaviours, caused in part
by peer pressure and herd behaviour, by assigning weights to nodes, based on their
susceptibility, and to the connections established between them, according to the

influence one node exerts to another.

Primarily, the Linear Threshold Model was extended by devising appropriate
mechanisms to assign weights to nodes and links, taking into account the intricacies
of routing. More specifically, weights were assigned to nodes according to their
expected degree of participation in the routing process. To capture this, degree
centrality was adopted, assigning lower values to nodes that are more interconnected.
On the other hand, links were assigned weights in proportion to their utilisation,
with two alternatives being considered, differing in whether only incoming, or both

incoming and outgoing traffic is incorporated.

This cascade-based approach to disseminating messages containing information
about topology changes for routing was experimentally evaluated, so as to assess
its ability of minimising overhead, while maintaining routing tables up to date.
It turned out that under both uniform and Poisson traffic patterns, the proposed

approach was capable of almost perfectly routing packets, despite updating only a

39
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small fraction of the network’s nodes. Thus, the approach was able to target few but
relevant nodes, promising to be vastly more scalable than the traditional approach
of flooding the entire network with updates.

Fundamentally, the proposed approach forms the basis for a state synchronisa-
tion methodology, which is more generally applicable than routing, as the need for
providing a consistent view among distributed systems arises in various networking
(among other) domains, including Software-Defined Networking, cloud computing,
and so on. Given the promising results acquired from the conducted experimenta-
tion, it may be worth further looking into and investigating under different contexts.

However, before such effort is undertaken, there is still much work to be done
in the presented setting. To start with, different topologies may provide distinct
challenges for the presented model to generalise, without introducing more sophis-
ticated methods for assigning the required weights or requiring further parameters.
For instance, a parameter could be used to alter the value of the adoption threshold
depending on the topology, much like the value of 1/2, which turned out to be effec-
tive in practice for the considered RGGs. To this end, perhaps different centrality
metrics could be utilised for the adoption threshold, such as betweenness centrality,
which captures a node’s relevance in routing more directly than degree centrality,
at the expense of being more costly to compute in a distributed setting. Last but
not least, more diverse traffic patterns could motivate the investigation of different

link weight assignments.
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Appendix
Glossary

Distributed

system

Information

diffusion

Information

dissemination

Game theory

Routing
update packet

Network

cascade

Adoption
threhold

A system with multiple components located on different ma-
chines that communicate and coordinate actions in order to

appear as a single coherent system to the end-user.

The process by which information is spread from one node to

another through interactions.

The process by which information is broadcasted to the nodes

without necessarily awaiting direct feedback.

The study of interactive decision-making, where the outcome

for each participant or “player” depends on the actions of all.

A packet sent to neighbour routers that provides updates con-
cerning all nodes connected to that particular network. Rout-

ing update packets are supported by routing protocols like
RIP and OSPF.

A model through which individuals are connected in networks
to each other then they can influence each other’s behaviour

and decisions.

The portion of adjecent nodes that is required to adopt a

certain behaviour, for given node to also adopt it.
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Link weight

Converted

node

Routing

protocols

Distance

vector

Link state

Appendix I. Glossary

The weight a given node assigns to its link with another node
represents the importance of this link to the node. This im-
portance can be determined by different metrics, depending

on the needs of the model.

A node that has accepted the new behaviour diffused by a

network cascade model.

Routing protocols are mechansims by which routing informa-
tion is exchanged between routers so that routing decisions

can be made.

Routing algorithm that relies on transmitting the routing

nodes’ entire routing table’ to directly connected neighbors

Routing algorithm that relies on transmitting the routing
nodes’ information about directly connected links to all the

routers in the network.



Appendix II

Notations
G Graph representing the network
V Vertices, or nodes of the graph
E Edges, or links of the graph
S Contagious set in a cascade model
q Adoption threshold for a cascade model behaviour
Ou Number of nodes adjacent to node u € N
buw Weight of the link between nodes v and v
Ay Distance between nodes u and v
DPuv Routing path between nodes u and v
T Traffic matrix
Luw Load of the link between nodes u and v
D, Dedgree centrality of node u
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Appendix III

Abbreviations
MANET Mobile Ad Hoc Network
RIP Routing Information Protocol
1P Internet Protocol
OSPF Open Shortest Path First
TTL Time to Live
LSP Link-State Packet
RGG Random Geometric Network
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