IONIO MNMANENIZTHMIO

TMHMA MNMAHPO®OPIKHX

Mruxiakni Epyacia

Avarrtugn evog euéAikTou, cloudless dIaxeIpIoTr) KWAIKWV
XPNOIhOTIOIWVTAG TEXVOAOYiEg web

AvaoTdolog MatraAupag Tlakpng
EmBAETTWV: MixanA Zre@aviddkng

10 ZemrreuPBpiou 2023



EmBAETTWYV

MixanA Zrepaviddkng, AvarrAnpwtig KadnyntAg,
I6vio MavetoTAIo

TpigeAAG ETiTpoTTNA
MixanA Zrepaviddkng, AvatrAnpwtrg KabnynTng,
I6vio MavemmoTAuIo

O@eb6dwpog Avdpovikog, AvattAnpwtrc Kabnyntng,
I6vio MavemmoTAuIo

EppavounA Maykog, Kabnyntig,
I6vio MNavetoTruIo



AuTr n TTPooTTIdbEIa aPIEPWVETAI GTOUG POITNTES Tou TuRpaTog MNMAnpo@opikhg Tou loviou
MavemmoTnuiou.



NMpdAoyog kai EuxapioTieg

O1 epapuoyég dlaxeipions kwdikwv (Password Managers) atmmoreAolv €va avattéoTTacTo
KOUMATI TNG NAEKTPOVIKAG TTAPOUCIOG MIAG ONPAVTIKAG HEPIdag xpnotwv [1], giag kai
EMTPETTOUV TNV ATTOBAKEUON Kal avAKTNON KWOIKWY VIO I0TOCEAIDEG Kal EQAPUOYES EUKOAQ
Kal he ao@aAn TpoTro. MNa did@opoug Adyoug, TaIpiEG TTOU KATACOKEUALOUV TETOIEG EQAPHOYEG
ouvhBwg diatnpoulv Tov TTNyaio KWAIKa atréppnTo, TOOO OTIG UTTNPETIEG TTOU TTPOCYPEPOUV
OTO UTTOAOYIOTIKO OUVVEQO, 00 Kal OTI EPAPUOYEG TTOU €yKaBIOTA O KABE XprioTng OTOV
TTPOCWTTIKO TOU UTTOAOYIOTH] KalI TIG KIVNTEG CUOKEUEG TOU.

H trapouca TITUXIOKA epyacia €ixe wg oTOXo Tn dnuioupyia evog avoixtol Kwdika (open
source) dlaXeIpIoTH KWOIKWVY TTPOCRacng 0 OTToiog, Xwpig va €xel TTpoofacn ota dedouéva
Tou XpNoTn Ka®' autd, emMTPETTEI TOV OIOUOIPACHO TwV KWOIKWY PE AAAOUG XPAOTEG HE
aoQaAA TPOTTO, TTAPAPEVOVTAG OUWG EUKOAOG OTN Xpron.

MNa Ttnv uAotroinon Tou dIaxelpioTr) xpnoidotroienkav  TexvoAoyieg diladiktuou (Go,
TypeScript), emTpéTTOVTOG TNV TAXEIA dNUIOUPYIA TTPOTUTTWY KAl OUYYPa@r] Tou Kwdika. MNa
TNV €miTEUEN TNG TTpooTaciag Twv OeSOPEVWVY TWV XPNOTWYV XPNOIKMOTIOINONKAY TEXVIKEG
OUMHETPIKAG  KPUTTTOYyPA®NOoNG Kal  KpuTtrtoypdenong oOonuoociou  KAEBIoU, KaBwg Kal
QPXITEKTOVIKI UNOEVIKAG yvwong (zero knowledge).

Auté 1O épyo Oev Ba NTav duvard Xwpig TN PorBeia Tou emMPBAETTOVTOG KABNYNTA K.
ZTEQaVIOAKN, KAl TOV EUXOPIOTW BepUd yia TNV UTTOOTAPIEN Kal KaBodrynar) Tou.



Preface

Password managers are integral to the digital presence of a significant number of users [1],
as they enable easy and secure storage and retrieval of passwords for websites and
applications. For various reasons, companies that develop such password management
applications typically keep their source code private, including both the services they provide
in the cloud and the client applications that users install on their personal computers or
mobile devices.

The goal of this thesis was to create an open-source password manager that could facilitate
the synchronization of password collections between different users without being able to
access their data, while also maintaining user-friendliness.

The implementation of the password manager involved the utilization of web technologies
like Go and TypeScript, enabling rapid prototyping and fast development. To ensure the
confidentiality of user data, various techniques, including symmetric encryption, public-key
cryptography, and zero-knowledge architecture principles, were employed.

This work would not have been possible without the help of my supervisor, Professor
Michael Stefanidakis, and | am grateful for his support and guidance.
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1. FevikA MNepirypaen

1.1. Z16X0I

To AoyIoMIKO TToU avamTUXOnke oTa TTAQICIa TNG CUYKEKPIUEVNG EpyaTiag gival hia eQappoyn
dlaxeipiong Kwolkwv e TO Ovopa Myst. 3xedidotnke va ecival éva ao@aAéc pEoo
ammobnkeuong Kwdlkwy TPoécBacng yia 10TooeAideg, emTPETTOVIAGE TIAPAAANAG  Tov
olapoIpacud KwAIKWY Pe AANoug XpAoTeG, OAa péow evdg eUKOAOU OTN Xprnon ypagikou
mePIBAAAOVTOG.

H epapuoyry oxedidotnke yupw atrd tnv 10éa TTwWG 0 TEAIKOG XPAOTNG TTPETTE va gival n
MovadIkr] ovTOTNTA N OTToIa £XEI KUPIOTNTA OTA TTPOCWTTIKA TOU OedOUEVA, OTTWG KWOIKOUG
TPOcRACNG, ONUEIWOEIG | TO 1I0TOPIKG TTAonynong [2]. Ta dedopéva autd TTPETTEl va
aTToBNKEUOVTAI UE TETOIO TPOTTO £TC1I WOTE VA PNV PTTOPEI KATTOI0G GAAOG va Ta diaBdaacel
TPOTTOTTOINCEI Kal, AV YiVEl KATTOIO KOKOBOUAN TPOTTOTTOINON, AUTA TTPETTEl VA AVIXVEUETOI KAl
va TpogidoTrolgital o XproTtng [3].

MapdAAnAa Ouwg, 10 Aoyiopikd Ba TTPETTEl va PTTOPEI va UTTOOTNPIEEI TNV ETTEKTACH TWV
AEITOUPYIWV TOU, E OCO TO dUVATOV UIKPOTEPN ETTITITWON OTNV KUPIOTNTA TwV dEDOUEVWY TOU
xpnotn [4]. ATTWTEPOG OTOXOG €ival O EUTTAOUTIONOG TwV SUVATOTATWY TOU AOYIOUIKOU JE
A€IToupyieg TTOU TO KAVOUV TTIO XPAOCIYO TIPOG TOV XPNOTN, OTIWG YId TrapAdelyua
OIOAEITOUPYIKOTNTA E TO UTTOAOYIOTIKO VEQOG 1] AAAEG CUOKEUEG [5].

1.2. KaBop1op6g araiTRoewy

APXIKA AoITTOV, WG KUPIEG ATTAITACEIS TOU AOYIOUIKOU opioTnkav n duvatdtnta dlaxeipiong 1ng
OUANOYAG TWV KWOIKWY TOU XPHOTh, KABWG Kal N ohadoTroinon Twv OTOIXEIWV 0€ QAKEAOUG
(keystores), xwpic Tn ouvdeon oTo diadikTuo. Ta keystores Tou dlaxeIpIOTr £XOUV £va Ovoua
TTOoU OpideTal atTd Tov XPAOTN Kal atroTeAoUvTal aTTd £va TTANBOG oToIXEiwy, To KaBéva aTrd Ta
otroia TrepIAapBavel dedopéva TpdoBacng yia évav I0TOTOTTo. EvEpyeleg OTTwg n dnuioupyia,
avAKTNON Kal ETTEEEPYaTia Twy OTOIXEIWV auTwy Ba TTPETTEl va ITTOPoUV va yivouv TOTTIKA 0Tn
OUYKEKPIYEVN OUOKEUN XWPIG va yiveTal attooToAr dedopévwy oTo d1adikTuo [6].



EmtAéov, o€ TrepiTITwon TOU dia TETOlO OUvOeon eival edpaiwpévn, Ba TTPETTEl va
TTEPIOPICETAI N ETTIKOIVWViA PE TTOPOUG TTOU BpickovTal EKTOG TOU TOTTIKOU SIKTUOU, KAl av auTh
n €TMIKOIVWVia gival avaykaia, va unv eKBETEN T TTPOCWTTIKG dedOUEVA TOU XPHOTN UE KAVEVAV
TPOTIO, | va UTTOPEI va yivel 6tav 0 xproTng 1o €mMAEEE! (Via TTapddelyua Katd Tn dnuioupyia
TNG CUAAOYAG TV KWAIKWV) [7].

EmmpdoBera, Ba mrpétrel va divetal n €MAOYR OTOV XProTn va ouvdeBei oTov €€uTTNPETNTH
TNG €PAPHOYNAG, ME OKOTIO TNV evepyoTroinon duvatotATwy OTTwG Tov diapoipacud Tng
OUANOYAG KWOIKWY TOU PE AAAOUG XPrOTEG | CUOKEUEG. AUTOG O dlaPoIpacudg BEDOUEVWIV
BéBaia Trpétel va Aaupavel xwpa PECW £vOG ao@aAoUg KavaAiou, £T01 (WOTE OTTOIOCONTIOTE
dlapecoAapn™ig va Pnv €xel TV IkavotnTa va diapdoel Ta dedopéva Tou xprHotn. O
QATTOOTOAEAG KAl O TTAPAAATITNG TNG TTANPOPOPIAG TTPETTEI VA €ival Ol JOVODIKEG OVTOTNTEG E
TNV IKAVOTNTA VO TO OTTOKPUTITOYPOQPAOOUV, KAl N TaUuTOTNTA TOug TIPETTEl va  €XEl
empBeBaiwdei TpIv va EekivAaoel n diadikacia diapoIpacpoU Twv KwAIKWYV [8].

1.3. NMoia poBARpaTa AUvel;

210 TTAPEABOV €xouv onuelwBei TTOAAG TTepIoTaTIKG oTa oTToia hackers atréktnoav TTpocRaacn
oTIg Bdoeig dedoOUEVWY ETAIPEIWY TTOU BIOTNPOUV TA APXEIQ JE TOUG KWAIKOUG TWV XPNOTWY
[9]. AutA n diappor) dedopévwy Ba eixe atmopeuxBei dv o1 ev Adyw eTaipeieg dev gixav €€
apxNng TpocPacn ot TéTola Oedouéva. H Acitoupyieg Tou diaxeipioTr) Kwdikwv Myst dev
eEdyouv Kapia TTAnpogopia oTo cloud XwpPIic TTPONYOUNEVWG VA YivEl KPUTTTOYPA®NOH TG
XPnoIJoTToIVTag Tov master password Tou XpAoTn. H e@appoyn UIOBETEI hIa apXITEKTOVIK
“Undevikng yvwong” (zero-knowledge architecture) yia va emiteuxBei autr n atraitnon [10].

EmmmpooBeta, moANoi xprioTeg dev yvwpilouv TTwg Ta HECA POVIKNG aTToBAKeUoNS ouvhBwg
oev dlaypd@ouv To TTEPIEXOUEVO TOUg 6TaV dlaypd@EeTal Eva apXeio A yiveTal OAIKR eTTavagopd
ToU Péoou. MeTadedouéva, KOPUATIa TTANpo@opiag f Kal OAGKANEN n TTANPO®oOpIa UTTOPE va
TTAPAUEVEI ATTOBNKEUPEVN OTO HECO, PE ATTOTEAETUA KATTOIOG EUTTEIPOG XPHOTNG TTOU £TUXE VO
Bpel | va ayopdoel PETAXEIPIOPYEVO TO ATTOBNKEUTIKO PECO, VA ETTIXEIPACEI KOl KOTAQEPEI
avakTnon MEPoUg 1 oAOKANPNG TNG GUAAOYAG Kwdikwyv Tou xpnoTtn [11]. Mia Adon eival n
KpuTrToypdenon Tou idlou Tou okAnpou O&iokou (disk-level encryption), aAAd uttdpxel n
TEPITITWAN TO setup Tou XProTn va unv uttooTnpilel TN Asiroupyia r va gival TTPoBANUATIKN
[12]. O diaxeipioTAg Myst kpuTTTOoypa@Ei Kal UTTOYpA@Eel OAa Ta dedouéva Tou XPAOTN TIPIV
ypa@ToUV oToV diOKO, JE ATTOTEAECUA VA gival TTPAKTIKA adlvarn n avakTnon ) TPoTToTToiNoH
TOUG aTTO KAKOBOUAOUG XPrOTEG.



2. EpyaAsia kal pe@odoAoyieg

21. Go

H Go (aAAiwg yvwoTh wg Golang) [13] gival pia yAwooa TTpoypappaTionoU YEVIKOU OKOTTOU
mTou dnuioupyndnke 10 2009 amd pia opdda TTPOYPANPATIOTWY OTnv eTalpeia Google kai
XPNOIYOTTOIEITAI KUPIWG YIO €QAPHOYEG TTOU EKTEAOUVTAI OTO UTTOAOYIOTIKO VEQOG [14]. Eival
Mia TTITOKTIKA YAWOGQ TTPOYPAPMATIONOU, JE TO CUVTAKTIKO TNG va Joldlel ye Tn yAwooa C,
Xwpic wotéco va eivar 6o TOAUTTAOKN €ival 0 C (o1 mTpodiaypadég TG YAWooaAg
atroteAoUVTal aTTO PEPIKES DEKADEG O0eAideG [15]). H Go, av kai gival pia yAwooa Tng oTroiag o
METAYAWTTIOTAG Onuioupyei TTpoypdupaTa 0 YAWOOO PNXavhg, €xel autéuaro ouoTnua
atreAeuBépwong PVAUNG, XPNOIWOTIoIWVTAG évav garbage collector.

ATO TNV apxf TNG uAlottoinong TG €ixe wg Pacikd otdxo TG va KAvEl €UKOAO TOV
TAUTOXPOVIOHO DIAQOPETIKWY TUNUATWY €VOG TTOAUTTAOKOU TTPOYPOUUATIOTIKOU CUGCTHHOTOG
[16]. AuTA n atraitnon emTUYXAvETal XPNOIKMOTTOIWVTAS Ta Agydueva “goroutines”, Ta oTroia
gival €IKOVIKA UTTOAOYIOTIKA VvAuaTa TToU PTropolv va dnuioupynBouv atmd 1o TrepIBAAAOV
EKTEAEONG TTOAU ypryopa, Xwpig dueon eEAPTNON TTPOG VIAHATA TOU AEITOUPYIKOU GUCTANATOG.
H Go emiong xpnoipotroiei dopég TautoxpovioPoUu OTTwg Ta channels (kavdAia), Ta oTroia
EMTPETTOUV €UKOAA KaTavonTr avtaAAayr dedopévwy avapeoa o€ goroutines.

‘Eva apeotd XopaktnpIioTikO Tng yAwooag Go eivar n amAdtntd Tng. Aixwg va Exel
TTEPITTAOKOUG OUVTOKTIKOUG KAVOVEG, TTOAAG TTpoBAruaTa AUvovTtal pe TTapOuoIo TPOTTO At
OIAQOPETIKOUG TTPOYPAMMATIOTEG Kal o€ BAB0G xpovou, KAvovTag £T01 EUKOAN TN ouyypaQn
KAl avayvwaon Tou Kwolka. AkOun, ol Baoikég BIBAIOBAKES TNG YAWOOOG €ival £TTAPKWG
TEKUNPIWPEVEG KOl TTPOCQPEPOUV  TTOAAEG avéOElS Kal CwOoTA OOUNUEVES APAIPETEIG,
KPUBOVTOG £TOI QPKETEG AETTTOPEPEIEG UAOTTOINONG, XWPIG OUWG va eival TTEPITTAOKEG va
kartavonBouv [17].

EmmpoaBera, n Go cival yia oAU KaArf iAoy yia Tn dnuioupyia epapuoywy dIadIKTUouU.
MepidauBavel cav Baaoik BIBAIOBAKN €évav TTOAU 1Ioxupd diakopioTh HTTP, o otroiog ptropei
va eTekTadel atrd TANBwpa BIBAIOONKWY Kal pegoAoyiopikwy (middleware).

levikd, n Go eival pia eEQIPETIKA ETTIAOYA YIA TN CUYYPAPH EQAPUOYWY ICTOU TTOU ATTAITOUV
UWNAEG €OOOEIG, ETTEKTACIUNATATA, TAUTOXPOVIONO Kal EUKOAia ouvTtrpnong. H eoTtiaoh Tng
otnv ammAdTNTA Kal TNV avayvwoluornta, padi ye Tnv ekTetapévn BIBAIOBAKN Tng Tnv
KaB1oToUV éva 1I0XUPO €pYaAEio yia Tn oUyxpovn avaTiTuén epappoywy d1adikTuou.



2.2. Gin Web Framework

To Gin eivar uia BiBAoBAKN ypapuévn OTn YAWOOQ TrpoypauuaTicpol Go  TTou
XPNOIYOTIOIEITAI  OTN Ouyypa®ny  €SUTTNPETNTWY  yia  €@apuoyég  Oladiktuou  [18].
Anpioupyndnke yia va Kavel o atmmAf Kal 1o euxdpiotn Tn dladikacia TTPoypauUaTICHoU
TETOIWV EQAPUOYWV KAl CUYKEKPIPEVA TN dnuioupyia HTTP APIls, kaBioTwvTtag 1o dia TTOAU
ONUOYIAR AUan yia T dnuioupyia evog RESTful API.

To Gin KaTd KUpIO AOYO TTPOCPEPEI OTOUG TTPOYPAPMATIOTEG €vav EUKOAO TPOTTO va Opicouv
TIG di1d@opeg diadpouég HTTP (HTTP routes) Tou e€uttnpetei 0 SI0KOUIOTHG TOUG, KABWG Kal
TN dladikacia TTou ekTeAEiTal KABE Popd TTou €vag XPRoTNnG KaAei To ekdoToTe route. Ta routes
opifovrar ye HTTP pAuata (GET, POST, PUT, DELETE, «.o.k.) ka1 éva URL portiBo, Kkai
TTapdAANAa pTTopOoUV va pubuioToUuv Kal uecoAoyiouikd yia To KABe route 1} yia pia oudda
atré routes.

‘Eva 1IB1aiTepo XapakTnpIoTIKO Tou Gin gival N utrooThpIgn HECoAOYIOUIKWY (middleware) kai n
TANBWpPa EToIWY PETOAOYIOHIKWY WS BIBAIOBAKES [19]. Ta peCcOAOYICUIKA XpNOIUOoTToIoUVTal
yIO0 va TTPOCBE00UV AEITOUPYIKOTNTA KAl CUYKEKPIPEVO pre- Kal post-processing oTa didgopa
HTTP handlers 1Tou opiCel o xpnotng. ‘Etol, dladikacieg 6TTwe n kartaypagr cupBaviwy, n
auBevTikoTToinon Kal n dlaxeipion c@AAPATWY, YTTOPOUV va OpIoTOUV WG HECOAOYIOUIKG yia
TTOANATTAG HTTP routes.

To Gin emmpdéoBeTa TTepIAaBAvel diagopa epyaleia TTou fonBouv TNV avaAuon Kal Epunveia
Twv dedopévwy TTou oTéAvovTal ota airfpara HTTP (HTTP request parsing), kaBwg Kai Tnv
€EUTINPETNON MEPMOVWHEVWYV OTATIKWY apXEiwy ) cuoTnudtwy apxeiwv [20].

To Gin ev KaTOKAEidI €ival éva €UKOAO OTn XPRON, €UENIKTO Kal uwnAwv emddoewv web
framework, kdvovTtag 10 £101 pia TTOAU KaAA €mmAoyn yia mn dnuioupyia HTTP RESTful APls
yia Go €QapuoyEG.

2.3. JavaScript / TypeScript

H JavaScript cival pia digpunveuduevn yAwooa TTPOYPAUUATIONOU TTOU ETTITPETTEI OTOUG
TTPOYPAMMATIOTEG va  dnUIoOUPYOUV OUVAMIKEG, OIOOPACTIKEG 10TOOEAIOEG KOl EUEAIKTEG
dlerapéc xpAoTtn. H JavaScript xpnoigotrolgital Katd kKOpov eTTeIdf €ival cupBarh pe Ta
TEPIOTOTEPA TTPOYPAMMATA TTEPIYNONG 10TOU, KAl GUVNBWS ouvodeUETAl ATTO TEXVOAOYIES
oTTwg TNV HTML kai 1n CSS.

H JavaScript eivar eupéwg diadedouévn eCaitiag Tou peyaAou apiBuou amd epyaAeia kai
BIBAIOBAKEG avoixTou KWAIKA Tou oxedIAOTNKAV YIO VO  €VIOXUOOUV TNV KATOOKEUN
EQAPUOYWY ME Kalvoupyieg duvatotnTes [21]. BiBAoBAkeg 6Tmwg n React, n Angular kai n
VuedS, kai epyaAcia 6mmwg 10 Webpack [22] kai 1o Vite [23], fonBouv Toug TTpoYyPaUUATIOTES
va dNUIoUPYNOOUV TTPOODEUTIKEG DIETTAPES XPHOTN ME MIA OXETIKA EUKOAIQ.
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H TypeScript [24], wg éva uttepolvolo Tng JavaScript, cival yia yA\wooa TTpoypauuaTticyou n
oTToia evioXU€l TO OUVTAKTIKO Tng JavaScript pe €va ouotnua tommwyv (type system) kai
ouvaTtoTNTa PETAYAWTTIONG Kal TTPOANWNS AaBwv. MepihauBdvel epyalcia TTou dIEUKOAUVOUV
TNV KATAOKEUN TTOAUTTAOKWYV €QAPUOYWYV I0TOU, TTAPEXOVTAG WIA A0QOAR EPTTEIPIA AVATITUENG
oTnv oTroia Ta TTEPICOOTEPA AABN evrotTidovTal KATd TN METAYAWTTION Kal Ol KATA Tnv
EKTEAEDT TOU KWOIKA.

‘Eva amd 1a peyaAutepa TTAcovekTAMaTa TNG TypeScript oe oxéon pe tnv JavaScript €ivai
TTWG TTPOCPEPEI €va OUOTNUA ETTICNUEIWONG KAl ETTIRERAIWONG TWV TUTTWV TwV PETABANTWV
Katé Tn diadikacia TG METAyAWTTIONG, BonbwvTag €101 TOUG TTPOYPAPMATIOTEG va YPAPOoUV
KWOIKa PE MeyaAUTEPN auToTTeTToiBNON. MNMpoopépel TTANBWPO ETTITTPOCOETWY £pyaAEiwy Kal
OUVTAKTIKOU, OTTwg yia Ttrapddeiyua Oiemagés (interfaces) kair decorators, Ta otroia
EMTPETTOUV OTOUG TTPOYPOUMATIOTEG VA YPAPOUV TTI0 apBpwTO Kal ETTAVAXPNCIKNOTTOINCIUO
KWwoIka [25]. AkOun, TTpoo@épel Asitoupyieg OTTWG Ta generics (parametric polymorphism)
[26], TTOU emTpPETTOUV O€ €pyoAcia PETAYAWTTIONG va TIPOCPEPOUV HE Tn OeIpd TOUg
TEPIOOOTEPEG  PondNTIKEG  AciToupyieg, yia TOopddeiyua PEOwW €vOG  OAOKANPWHEVOU
mepIBAAAovTOC avatrTugng epapuoywy (IDE) [27].

2.4, Svelte & HTML/CSS

To Svelte eival éva JavaScript framework 1Tou dnuioupyrnénke amoé Tov Rich Harris 10 2016
[28]. XpnoiyoTroigital oTn dnpioupyia eQapuoywy 1I0ToU UWPnAwY TTIOOCEWV Kal HEYAANG
TToAUTTAOKATNTAG. Z€ avTiBeon e Ta Mo yvwoTd JavaScript frameworks 61Twg €ival n React,
n Vue.dS kai n Angular, 1o Svelte &ev repiAaufdvel k&toio TepIBAANOV ekTEAEONG, OAAG gival
€VOG TTPO-ETTECEPYAOTNG (pre-processor) Tou JETAPPALEl TOV KWAIKA TTOU YPAPEI O XProTNG
o¢ JavaScript (padi pe HTML kai CSS), n otroia aAANAeTTIOpaG dpeca pe 1o MoviéAo
AvTikelpévwy Eyypdowv (Document Object Model 4 DOM) [29].

AI0BETEI €va EUENIKTO GUVTAKTIKO, TO OTTOIO ETTITPETTEI TN GUYYPAPH EQOPUOYWYV TTOIKIAWY
OUVOTOTATWY, XWPIG va £XEl ATTWAEIEG ATTOSOONG ATTO TNV TPOTTOTTOINGN £vOG €IKovikou DOM
(virtual DOM). ETriong mrepiAaufaver built-in epyaAcia Ta otroia dicukoAUvouv Tn dlaxeipion
TNG KATAOTAONG TNG EQAPUOYAG, XWPIG TNV eloaywyn TTITTAé0V BIBAIOONKWYV. Av Kal oav
framework gival OXeTIKA VEO, TTOAAOI TTPOYPANUATIOTEG TO TTPOTIMOUVY yia TNV ATTAGTNTA TOU Kal
TNV TTOAU €UKOAN Kai ypryopn cuyypa®r e@apuoywyv diadiktuou [30].

2€ ouvduaouo ue 1o Svelte, xpnoiyotroinBnkav ol texvoloyieg¢ HTML/CSS waoTe va
mepypdyouv 1n doun Twv didgopwy frontend components, kal Tov TPATTO TTOU auTd
epavidovtal oTnv 084vn. Zuykekpipéva, yia 1o element styling xpnoigotroi®nke SCSS [31],
Kal Ta TTEPICOOTEPA components uAotroijenkav e component-scoped SCSS kavéveg [32].
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2.5. MongoDB

H Mongo cival pia NoSQL Baon dedopévwy, n otroia €yive source-available 1o 2009 até tnv
eTaipeia 10gen 1ToU apydTEPa peTovoudaTnke o€ MongoDB Inc [33]. H Mongo aTtroteAcital atrd
éva document store 10 otoio TepIAapPBavel built-in duvartdtnTeg indexing Kai €MITPETTEI TN
onuioupyia eyypdewyv o€ poper Trapouola e JSON, Ta otroia dev £xouv aTTOPAITNTA KATTOIO
OUVYKEKPIYEVO schema, emITPETTOVTOG €UEAICia KOTA TNV avaTrTugn eapuoywyv [34]. EmAEXOnke
yla va atmoBnkelel JokpoTTpOBeoua Ta OedOUEVA TWV XPNOTWV TNG EQapuoyng oTo cloud, €10l
WOoTe va €ival €UKOAN N OUuyypa®r TwV QVTIOTOIXWV OUVOPTACEWV TIOU OTToBnKeUouv Kal
EVNUEPWVOUV TIG BIAPOPES OVTOTNTEG.

2.6. Design Patterns

KaB’' 6An Tnv €kTaon NG €Qapupoyng, xpnoiyotroindnkav didgopa design patterns €101 woTe
va emTeUxBei n uhoTTOiNCH TNG.

Katapxag, £yive xprion Twv SOLID principles g€ 6An Tnv €KTaon Tou KWOIKA TNG EPAPHOYNAG,
€101 WOTE O KWOIKAG va unv eival “rigid”, dnAad va ptmopolv va agaipeBolv A
TpoTrotroinBouv components €UKOAA, Xwpig va eTnPedleTal n UAOTTOINGN TwV UTTOAOITTWY
components. Zuykekpiyéva, €yive n TTPooTTddela XprRong Twy apxwyv Single-Responsibility
kal Dependency Inversion 61Tou auto ftav duvaro [35].

EmmpooBeta, yive xprion Tou Hexagonal/Clean Architecture, dnAadr Tou diaxwpiopoU Twv
d1dpopwyv components TNgG epapuoyng o€ “oTpwaoelg” (rings), ye Truprva T1a didgopa domain
entities ka1 10 business logic Tng epapuoyng. KaBe layer éxel CUYKEKPIPEVEG UTTOXPEWOEIG,
KAvVoVTag TTO €UKOAO Tov OUAAoyIopd yia Tnv Asitoupyia TG €QOPUOYHG, KAl KAVOVTOG
“pluggable” Ta didpopa implementations [36], yia Tapddeiyua autd Twv entity repositories.

Emiong, oe «kdmoio Pabud, akoAoubnBbnkav ol apxéc Domain Driven Design, kai
OUYKEKPIPEVA XpnoldoTroienkav patterns 6mmwg Ta domain repositories, kai n diaxeipion Twv
d1dpopwyv ovrotTwy wg Value Objects 1 Aggregates [37]. AkOun, éyive n TTpooTdBeia va
yivel diaxwpliopdg Tou domain atd TIG AETTTOUEPEIEG UAOTTOINONG TNG £QApPoyng, dnAadn Ta
domain services va pnv eéaptwvtal ota didgopa adapters, kai va yivetal dependency
injection, é1ToUu AUTO €ival duvarto.

TéNog, xpnoigotroimnBnkav patterns émwe 1o Facade [38], yia mapddeiyua yia Tov opiouo Kal
ulotroinon Tou interface TnNg epappoyng, €101 waoTe va eivar o €UkoAn n diaxeipion g
epapuoyns wg éva collection amd service methods amd 6Aa 1a didgopa ports NG

EPaAPUOYNG.
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3. YAotroinon

H dnuioupyia Tou OlaxeIpIoT KWOIKWY ATTOTEAEITAI ATTO TNV UAOTTOINON dUO JIAQOPETIKWYV
TTPOYPAMPATWY, €vOG Trpoypduuatog TeAdtn (Myst client) kai evog TTpoypAaupaTog
eCuttnpetn™y (Myst server). H ouyypa@r] kai Twv &U0 TTPOYPAPMATWY EYIVE PE XPHoNn
TEXVOAOYIWV OIOBIKTUOU. ZUYKEKPIUEVA, VIO TNV €@ApPoyf TTEAATN xpnoiuoTrololvTal ol
yAwooeg TTpoypapuatiopgol Go kai TypeScript kabwg kal epyaAcia émmwg HTML, SCSS kai n
BiBAI0BAKN Svelte, kal yia Tov €EUTINEETNTA YiveTal xprion TN yAwooag Go.

H ouyypaen Tou TTupfiva Kai Twv dU0 TTpoypappaTwy £yive otn YAwooa Go. H emAoynA Tng
Go £yive apyIka eTTeIdN €ival pia IKAvr], WPIKN YAWood, e XaunAou TTITTEOOU AEITOUPYIKOTNTA
Kal €EAIPETIKEG ETTIOOOEIG EKTEAEONG OTA PETAYAWTTIONEVA TTPOYPANUATA, KABWG KAl £TTEION
MTTOpEl va Onuioupynoel €PapUOyEC Ol oTroieg Oev efapTwvTal oe KATOIO TTEPIBAAAOV
EKTEAEONG TTOU TTPETTEI VA eyKaTOOTOBEl TTAOPAAANAa pe TnNv e@apuoyn. 'ETol £yive €UKoAN n
uttoaThpPIEn OAwV  Twv ONUOQPIAWY  AEITOUPYIKWY CUCTNUATWY KAl OPXITEKTOVIKWY
eeCEPYaoTn.

Ooov agopd oTnv e@appoyn TTEAATN, xpnoigotroinénke n yhAwooa Go e ouvOuaouod JeE T
yAMwooa TypeScript kai 1o Svelte framework. H TypeScript eméTpewe TN cuyypa@ KWOIKA e
MIO OXETIKA aOQAAEIa, €EQITIOG TOU OUCTAPATOG TUTTWV KOl TOV €AEyXO €yKUpOTNTAG TOU
KwoIka TTou TrepIAauBavel. To Svelte padi pe 11 yAwooeg HTML kar SCSS Borbnoe otnv
TTOAU ypriyopn uAotroinon tou epIBAAAOVTOG XPHoNG TNG EQApPOYAG TTEAGTN, KOBWG Kal TV
ETTTEVEN MIAG PIAIKAG DIETTAQPNG XPNOTN.

Ta dUo dlaQopeTIKA TTPOoYyPAPUATA €ixav TO KaBEva TIG BIKEG TOU OTTAITACEIG EKTEAEONG,
mePIBAANOVTOG eyKATAOTAONG KAl TPOTTOU XPAONG, Kal €101 N TTEpaITéEPw avdaAuon Toug Ba
yivel EexwploTd.

3.1. E@appoyn MNMeAdrtn

H e@apuoyn meAATn ammaptifeTal amd dU0 OIaQOPETIKA OOMPIKA OTOIXEId, TNV €QApUOYA
Tapaoknviou (backend) kai To TepIBAANOv Xpriong (user interface). Autd Ta dUo oToIXEia
olaouvdéovtal péow piag RESTful HTTP dieragng. Kdpia eubuvn Tng e@apuoyng eival va
EMTPETTEI TN BIAXEIPION TWV AKOAOUBWY OVTOTATWV:

e TWV CUANOYWV BIOTTIOTEUTNPIWV 1I0TOOEAIBWY Tou XproTn (keystores),
e TOU Aoyaplacguou Tou xproTn (user, credentials), kai
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® TWV TTPOOKANCEWY AVAPECO OTOV TOTTIKO XPNOTN KAl o€ AAAOUG XproTeG (invitations).
H epapuoyn, emmAéov, civar umretBuvn yia Sladikaoieg OTTWG n KPUTTTOypdenon Twv

TTapatmmavw Oedouévwy OToV TOTTIKO OIOKO XPNOIMOTTOIWVTAG €vav “KUpio” Kwdiké (master
password), Kal TOv ouyXpoVvIoHO eTTIAEYHEVWY aTTO TOV XPHOTN OTOIXEIWV PE AAAOUG XPrOTEG.

User Interface| . [HTTP ———> Backehd‘

Algypappa 3.1. Aopn epappoyng TTeAdTn

Ma tnv apxitektovikl Tou backend Tng e@apuoyng xpnoigotroindnke n ueBodoloyia
Clean/Hexagonal Architecture oe¢ ouvduaopd pe 1816TnTEG Domain-Driven  Design.
AkoAouBwvTag TN CUYKEKPIYEVN HEBOdOAOYIa, N eQpapuoyr ATTOTEAEITAI aTTd Tov TTUprva, O
OTTOI0G TTEPIEXEI OPICHOUG ATTO OAEG TIG OVTOTNTEG YIA TIG OTTOIEG N EQAPMOYR €XEI KUPIOTNTA
(domain entities) ka1 cuvaptAoeig (functions) pe TIg oTToiEG AUTEG 01 OVTOTATEG AAANAETTIOPOUV
METAEU Toug. lpokelpévou va emTpaTrei N aAANAeTTidOpacn TG €QAPUOYAS ME Tov “€Cw
KOOWO”, OpifovTal OUYKEKPIPEVEG UTTODOXEG (ports), OTIG OTTOiEG TTPOCKOAAWVTAI JE Th XProNn
éyxuong  eCaptmioewv  (dependency  injection)  Tpoocapuoyeic  (adapters). H
ulotroinon/avaTTuén Twyv TTpocappoyéwy Oev eTnpedlel TN Asimoupyia TNG €QAPUOYAG,
epbéoov 10 cuuBoAaio (contract) TrTapauével oTaBePo.

AauBdvovTtag Ta TTapaTtdvw Ut OWiv, akoAouBei éva oxedidypaupa he Tn BAcIKr dour Tou
backend tng epapuoyng TeAdTn (Aidypauua 3.2)

lnkerlaces Pevsistence

HTTP Server Enclave

\/

Domain

Keystoves
Credentials
lnvitations

Cronjob

Aigypappa 3.2. Backend spappoyng TeAdTn
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2Tn ouvéxela Ba PeAeTAoOUPE ekTEVWDG TN dopr Tou backend, &ekivwvtag atmmd Tov TTuprva
NG EQAPPOYAS Kal TTPOXWPWVTAG TTPOG TA EEWTEPIKA layers.

3.1.1. Domain

H Baoikn AsitoupyikdTnTa TNG €QAPPOYAG TTEAATN agopd aTn diaxeipion Tou KUKAou {wNG TNG
ovtotnTag Keystore. ‘Eva keystore cival pia cuAhoyr) atrd Kataxwpoelig dIATTIOTEUTNPIWY
IoTooeAidwyV  (entries), n oToia TEPIEXEl  emMTIPOCOeTa  peTadedopéva  (metadata),
EMTPETTOVTAG TOV SIOUOIPACTHO TNG OOUAG AUTAG PE AAAoug XproTes. H dopr evdg keystore
TTapouaiadeTal oTo didypauua 3.3 TTaPAKATW:

type Keystore struct {

Id string
RemoteId string
Name string

ReadOnly bool

Version int

Entries map[stringlentry.Entry
Key [Ibyte

CreatedAt time.Time

UpdatedAt time.Time

Aigypaupa 3.3. Keystore struct

‘Eva keystore utropei va avayvwpioTtei ye duo TpodTTouG: e To Id, TO oTToio opileTal TOTTIKG
katé Tn dnuioupyia Tou keystore, /| e 10 Remoteld, 10 otroio TTpoépxeTal atrd Tov server,
EQPOOOV 0 XPNoTng €TMAEEEl va ouyxpovioel 1o keystore autd pe 1o cloud. EmirAéov, éva
keystore diaBétel éva dvoua (Name), pia ékdoan (Version), n otroia aAAael kGBs @opd TTou
yiveTal Tpotrotroinon tou keystore, Kal KATaxwpnoeig Je Kwdikoug yia 10TooeAideg (Entries).
Akoun, opifovtal Ta Tedia CreatedAt kai UpdatedAt, ta otroia eivar o1 nuepounvieg
onuioupyiag Kai TeAeuTaiag evnuépwaong Tou keystore avtioToixwg. TéAog, uttdpyouv Ta TTedia
ReadOnly kai Key, Ta otroia gival ammapaitnTa yia AEITOUPYIEG OXETIKEG WE TNV OTTOBAKEUO
TOTKA OAAG kal Tov ouyxpoviouo Tou keystore. To ReadOnly utrodeikviel edv 0 XpAoTNG
MTTOpEl va Tpotrotroifoel To keystore (o€ TrepiTITwon Tou €ival 0 1BI0KTATNG) 1 OxI (O€
TEPITITWON TTOU KATTOI0G AAAOG XprioTnG Tou Trapéxel TpooBacn avayvwong). To Key
XPNOIYOTTOIEITAI YIa TNV KpuTrToypdgnon Tou keystore katd Tnv amoBrkKeuon oTov TOTTIKO
0ioKo 1} KaTd Tov ouyXpPoVvIouo aTo cloud.

Mia akéun onuavTikr} Asiroupyia TG €@apuoyAg TTeAdTn cival n duvaTtdtnta ouvdeong HE

évav aTTouoKpuopévo server. IMNa Tnv eTmiTeugn authg TNG AsiToupyiag €xouv opIoTEi oI SOMEG
Credentials ka1 User (Aidypaupa 3.4).
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type Credentials struct {
Address string
Username string
Password string
PublicKey []byte
PrivateKey []byte

type User struct {
Id string
Username string
PublicKey []byte
I

Aidypappua 3.4. Credentials & User structs

210 credentials amroBnkevovTal TTANPOYOPIES yia TN oUVOECN KAl TAUTOTTOINGN TOU TOTTIKOU
XPAOTN WE Evav aTTOPaKpPUOUEVO server. To medio Address uttodeikviel Tnv URL &1elBuvon
TOU server, Kal Ta TTedia Username kai Password xpnoigotroiouvTal yia Tnv emaAfBeuon 1ng
TautotTnNTag Tou XpPnoTn. MapdAAnAa, ta media PublicKey kai PrivateKey eival ta kA&idid
QOUPHETPNG KPUTTTOYPAPNONG TOU XPROTN, Ta OTroid dnUIoUPYoUVTal TOTTIKA KOTA Tnv
apPXIKOTTOINON TNG €QAPUOYNAG, KAl XPNOIPoTTolouvTal yia Tnv €dpaiwon Tng dladikaaoiag
dlapoIpacou Twv keystores pe GAAOUG XPrOTEG.

MapdAAnAa, n Sourl User xpnoldoTroigital yia TNV TTEPIypaA® Twyv dIa@opwy XPNOTWV.
Eptrepiéxel éva Id, 1o omroio eival évag PovadikOg KwdIKOG TaUToTToinoNng evog XprnoTn o€
oxéan Je Tov server, kaBwg kal To Username kai 1o dSNuoaio KAEISi evog xprRoTn.

Mpokelyévou va TTPayhaToTTOINGEl O OUYXPOVIONOG Twv keystores pe évav aoc@alf TpoTTO,

XPNOoIPoTToIEiTal £va oUCTNUA TTPOOKAACEWV AVANETO OTOUG XPAOTEG, TO OTTOIO ETTITUYXAVETAI
péow TNG doung Invitation. H dopun Invitation rapoucidletal oto Aidypauua 3.5.

type Invitation struct {

Id string
RemoteKeystoreld string
KeystoreName string
Inviter user.User
Invitee user.User
EncryptedKeystorekKey []byte
Status Status
CreatedAt time.Time
UpdatedAt time.Time
DeletedAt time.Time
DeclinedAt time.Time
AcceptedAt time.Time
CancelledAt time.Time
FinalizedAt time.Time

Aidypappua 3.5. Invitation struct
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H dopn Invitation avayvwpiletal povadikd péow Tou Trediou Id, kal agopd otnv TTPOOKANCN
ammdé Tov XpAoTn Inviter Tpog Tov XpAHoTn Invitee, TTpokeiuévou o Invitee va QTTOKTACEI
read-only Tpéofaon oe éva Keystore. 'Eva invitation xapaktnpi¢etar atmd 1o medio Status, 1o
oTroio uttodelkvUel €av To invitation éxel ammodexBei 1 dx1 atrd Tov GAAO XPROTN, Kal EAEYXEI TI
EVEPYEIEG PITTOPOUV va ekTEAEOTOUV. Edv 0 invitee ammodexBei To invitation, o inviter autépata
ohokAnpwvel Tn diadikacia opifoviag 1o EncryptedKeystoreKey, 1o otroio eival 10 Key Tou
Keystore kputrtoypagnuévo pe 1o dnuéoio KAedi Tou invitee. TéAog, opiovtal Ta TTEdia
CreatedAt, UpdatedAt, AcceptedAt, DeclinedAt, kai DeletedAt, Ta oTroia gival o1 nuepounvieg
KOTA TIG OTT0iEG OAOKANPWONKE KATTOIO AVTIOTOIXN EVEPYEIQ OXETIKN WE TO invitation.

3.1.2. Application

‘Exoviag utr Owiv 10 domain, uAotroiBnkav ol OIAQopeg UTTNPECieG (services) Tng
epapuoyng mmou pubpiouv Tn Bacikni Asitoupyia Tng. O1 Asitoupyieg auTég, o€ CUVOUAOUO UE
T0 domain, opioBeToUV TOV TTUPAVA (Core) TNG EQAapHOYNG.

Mo ouykekpIpéva, N epapuoyr] TTEAGTN apopd GTOV OPICHO Kal TNV UAOTTOINCN TNG TTAPAKATW
OIETTAPAG:

type Application interface {
Initialize(password string) (sessionld []byte, err error)
IsInitialized(sessionId []byte) (bool, error)
Authenticate(password string) (sessionId []byte, err error)
HealthCheck(sessionId []byte) error

CreateKeystore(sessionId []byte, name string) (keystore.Keystore, error)
DeleteKeystore(sessionId [Jbyte, id string) error

Keystore(sessionId []byte, id string) (keystore.Keystore, error)
Keystores(sessionId []byte) (map[string]keystore.Keystore, error)

CreateEntry(sessionId []byte,

keystoreld string, website, username, password, notes string) (entry.Entry, error)
UpdateEntry(sessionId []byte,

keystoreld string, entryId string, opts UpdateEntryOptions) (entry.Entry, error)
DeleteEntry(sessionId []byte,

keystoreld, entryId string) error

Register(sessionld []byte, username, password string) (user.User, error)
CurrentUser(sessionId []byte) (*user.User, error)
SharedSecret(sessionId []byte, userId string) ([]byte, error)

CreateInvitation(sessionId []byte,

keystoreld string, inviteeUsername string) (invitation.Invitation, error)
AcceptInvitation(sessionIld [Jbyte, id string) (invitation.Invitation, error)
DeleteInvitation(sessionId []byte, id string) (invitation.Invitation, error)
FinalizeInvitation(sessionId []byte,

invitationId, remoteKeystoreld string, inviteePublicKey []byte) (invitation.Invitation, error)
Invitations(sessionId []byte) (map[stringlinvitation.Invitation, error)
Invitation(sessionId [Jbyte, id string) (invitation.Invitation, error)

Sync() error

Aidypaupa 3.6. Client Application interface
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H dopn application, 6Tw¢ Ba doupe TTOPAKATW, UAOTTOIEI TIG PEBOdOUG TNG BIETTAPNG
Application, kal TTepIEXEl ava@opES TTPOG dUO JIETTAYES, T OlETTagr Enclave kal tn dieragn
Remote. H dietragr) Enclave agopd oTo abstraction Twv AciIToupyiwyv TTOU yivovTal oTa TOTTIKA
oedopéva Tou XproTn, evw n dieTTagr Remote agopd oTnv eTIKOIVWVIA PE TOV server Tng
EQApPUOYNG HETW TOU BIadIKTUOU.

type application struct {
enclave Enclave
remote  Remote
sessions map[string]time.Time
key [Ibyte
mux sync.Mutex

Aidypappua 3.7. Client application struct

3.1.3. Aieragn Enclave

To Enclave civai éva repository Tou £xel wg poAo TNV atmobrKeuon Kal avakTnon Twv
0edopévwy Tou XpNoTn aTrd Kal TTPog Tov TOTTIKG OioKO.

type Enclave interface {
Initialize(password string) (key []byte, err error)
IsInitialized() (bool, error)
Authenticate(password string) (key [J]byte, err error)
CreateKeystore(key []byte, k keystore.Keystore) (keystore.Keystore, error)
Keystore(key []byte, id string) (keystore.Keystore, error)
UpdateKeystore(key []byte, k keystore.Keystore) (keystore.Keystore, error)
Keystores(key []byte) (map[stringlkeystore.Keystore, error)
DeleteKeystore(key [JIbyte, id string) error
UpdateCredentials(key []byte, creds credentials.Credentials) (credentials.Credentials, error)
Credentials(key []byte) (credentials.Credentials, error)

Aidypaupa 3.8. Enclave interface

Amaitei pia apyikorroinon (u€Bodog Initialize) Trpiv va utropei va xpnoigotroinBei. Autd
yivetal €101 WOTE 0 XPHOTNG va WTTopEi va puBpioel Tov “master password” Tou. MNa Tnv
avayvwon Twv Oedouévwy  evidg Tou enclave, o0€ OTIOIOOATIOTE OTAdIO META TNV
apyIkotroinon, xpeidderal n emaAnBsuon TnG TAUTOTNTAG Tou XPNoTn (UEBodOGg Authenticate),
n otroia yiveTal Je TNV €lcaywyr] Tou master password. Me Tnv oAokAApwaon TG diadikaciag
emaAnBeuong, divetal aueon poécoPBacn ota dedouéva Tou enclave. H mpéofaon auth duwg
EXEl éva XPOVIKO OpIo, PETA TO TTEPAG TOU OTTOIOU QVAIPEITAI, KAl OTTOIOOATTIOTE E£EWTEPIKA
oierapr) 6a Tpétrel va KaAei T péBodo HealthCheck avd Taktd xpovikd SiaoTAuaTa
TTPOKEINEVOU va PNV agaipedei n TTpdofaon.
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270 enclave ammoBnkevovTtal OAa Ta dedopéva Tou XProTn, Kal n dIETTagr) Tou TrepIAauBavel
OUVOPTACEIG Ol OTTOIEG ETTITPETTOUV TNV TPOTTOTTOINCH TWV OEOOUEVWYV AUTWY. ZUYKEKPIPEVQ,
opidovtal o1 ouvaptroeig CreateKeystore, Keystore, UpdateKeystore kai DeleteKeystore, ol
OTTOiEG agopouv aTn dnuioupyid, avakTnon, evnuépwaon Kal diaypagr evog keystore Tou
XPNoTn, kabwg kai n ouvaptnon Keystores, ol otroia emoTpépel 6Aa Ta keystores Tou
XpnaoTn.

EmmpoéoBeta, oto enclave amoBnkelovTal Ta oToiXeia TPOcBacng Tou XprnoTh, EQOcovV 0
XPNOTNG €XEI ETTIAECEI va XPNOIUOTTOINTEI TIG UTTNPECIEG TNG EPAPUOYAG TTOU AEITOUPYOUV OTO
utroAoyioTiké vé@og. Opilovtal o cuvaptioelg SetCredentials kai Credentials, o1 otroieg
ETTITPETTOUV TNV EVNUEPWOT Kal avAKTNON TV OEBOUEVWY AUTWV.

3.1.4. Aierapnl Remote

To Remote cival pia dlema@n Tou TTEPIYPAQEl TN AEITOUpyIKOTNTA TTOU TTPOCPEPEI O
€EUTINPETNTAG (server) TnNG €QaPUOYNG OTO UTTOAOYIOTIKO VEQOG. AlaBéTel Tn ouvdptnon
Address, n otroia emoTpépel To URL TOU QTTOUOKPUCPEVOU Server Je Tov OTToio Ba yivel n
emkoivwvia. Ommwg kair otn diera@ry Enclave, opifovral o1 ouvaptioelig CreateKeystore,
Keystore, UpdateKeystore, DeleteKeystore kai Keystores, emitpémovrag tn diaxeipion twv
keystores ToU XprioTn oTo cloud, kaBwg kal TNV TTPooRacn oe keystores GAAwv XpnoTwyv,
epooov éxouv 600¢ei Ta amapaitnta Sikaiwpata. Ta keystores autd Ouwg Oev eival
avayvwoiga Xwpig éva keystoreKey yia 10 KGBe keystore, To o110i0 01 XpHOTEG TTPETTEI VO
yvwpidouv TTpokelpévou va BpiokovTal o€ Béan va diaBdoouy Ta TTepiexOuEva evog keystore.

Méow Tou Remote vyivetal, emmiong, dlaxeipion Twv TTPOOKAACEWY atrd Kal TTpog AAAoug
XPNoTeg yia TTpocPBacn oe keystores, kai n avraAAayn Tou keystoreKey 1mou avagépBnke
TTAPATTAVW. ZUYKEKPIPEVA Eival EQIKTNA:

H dnuioupyia piag mpdéokAnong (Createlnvitation)
H amrodoxn uiag mpoéokAnong (Acceptinvitation)
H akUpwon (edv €ivar o amocToAéag)  amoppiyn (edv €ival o TTAPAAATITNG) MIAG
mpookAnong (DeclineOrCancellnvitation)

e H “opioTikotroinon” piag mpoéokAnong (Finalizelntivation). H opioTikotroinon
TTpayuaToTTolEiTal aTTd TOV dnuIoupyod Tou invitation TTpokeIuévou va yivel avTaAlayni
Twv credentials TTou Ba dwoouv TTpdoacn oTa dedouéva Tou keystore.
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type Remote interface {

Address() string

Authenticate(username, password string) error

Register(username, password string, publicKey []byte) (user.User, error)

Authenticated() bool

CurrentUser() *user.User

CreateKeystore(k keystore.Keystore) (keystore.Keystore, error)

UpdateKeystore(k keystore.Keystore) (keystore.Keystore, error)

Keystores(privateKey []byte) (map[stringlkeystore.Keystore, error)

DeleteKeystore(id string) error

CreateInvitation(keystoreRemoteld, inviteeUsername string) (invitation.Invitation, error)

Invitation(id string) (invitation.Invitation, error)

AcceptInvitation(id string) (invitation.Invitation, error)

DeleteInvitation(id string) (invitation.Invitation, error)

FinalizeInvitation(invitationId string, privateKey, inviteePublicKey []byte,
k keystore.Keystore) (invitation.Invitation, error)

Invitations() (map[string]invitation.Invitation, error)

SharedSecret(privateKey []byte, userId string) ([]byte, error)

Aidypappua 3.9. Remote interface

3.1.5. YTrnpeoigg

O1 utinpeacieg NG e@apuoyng TTEAATN aAANAeTTIOPOUV €€ oAokAnpou pe TIG dieTTaPég Enclave
kai Remote. AkohouBei ekTevAg avaAuon Tng ulotroinong OAwv Twv UTTNPECIWY TTOU
TTPOCYEPEI N EPAPHOYA.

H 1TpwTtn diadikagia TTou TTPAyHOTOTIOIEITAI ATTO TNV EQAPUOYH TTEAGTN €ival n apxIKOTToinon
Tou enclave. Npokelyévou oTToI0adNATIOTE XPROTNG TNG £QApPUOYAS va BpiokeTal oe Béon va
yvwpigel €av auti n apxikotroinon €xel Adn TpayuatotroinBei  Ox1, UAoTToIRBNnKe N
ouvdpTtnaon lIsinitialized, n omoia emoTpépel boolean true pdévo €dv €xel RON dnuioupynBei To
enclave.

func (app *application) IsInitialized(sessionId [Jhyte) (bool, error) {
app.mux.Lock()
defer app.mux.Unlock()
isInit, err := app.enclave.IsInitialized()
if err 1= nil {
return false, errors.WithMessage(err, "failed to query enclave initialization status")
¥

if isInit && !app.sessionActive(sessionIld) : false, ErrAuthenticationRequired s

return isInit, nil

Aidypappua 3.10. Zuvdptnon Islnitialized
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H apyikotroinon emtuyxavetal ye 1n ouvaptnon Initialize. H cuvaptnon Initialize déxetal oav
TTOPAPETPO TO master password TTou €TTIAEYEI O XPOTNG, Kal dNUIOUPYE TO enclave edv dev
£xel NON dnpioupynBei (AiIdypaupa 3.11).

func (app *application) Initialize(password string) ([]byte, error) {
app.mux.Lock()
defer app.mux.Unlock()

key, err := app.enclave.Initialize(password)

if err I= nil : nil, errors.WithMessage(err, "failed to initialize enclave")
id, err := app.newSession()

if err != nil : nil, errors.WithMessage(err, "failed to create new session")

app.key = key

return id, nil

Aidypappa 3.11. Zuvaptnon Initialize

‘Exovrag oAokAnpwaoel Tn diadikacia apxIKoTroinong Tou enclave, o XpAOTNG KOAeiTal va
xpnoigotroinoel Tn ouvdptnon Authenticate, Tpokelyévou va “ekAeidwoel” To enclave kai va
pTTOPEl va dlaBdoel kal TpoTroTroinoel Ta keystores tou. H ouvdptnon Authenticate etriong
eAéyxel €dv 0 XpAOoTNG €xel ouvdeBei oTto TTapeABOv pe TOov remote server, kai yiveral
TPooTIaBeIa  emavacuvdeonsg, e@oéoov BERaia n Oilbuvon pe TNV omoia  €yive N
TTponyouuevn oUvdeDN TTapapével idia.

func (app *application) Authenticate(password string) ([J]byte, error) {
app.mux.Lock()
defer app.mux.Unlock()

key, err := app.enclave.Authenticate(password)
if err != nil : nil, errors.WithMessage(err, "failed to authenticate against enclave")
rem, err := app.enclave.Credentials(key)
if err !'= nil : nil, errors.WithMessage(err, "failed to query credentials") s
if rem.Address != "" {
if rem.Address != app.remote.Address() : nil, ErrRemoteAddressMismatch

err = app.remote.Authenticate(rem.Username, rem.Password)

if err != nil : nil, errors.WithMessage(err, "failed to authenticate against remote") s
}
sessionld, err := app.newSession()
if err != nil : nil, errors.WithMessage(err, "failed to create new session")

app.key = key

return sessionld, nil

Aidypappa 3.12. Zuvdptnon Authenticate
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‘Exovtag ohokAnpwaoel Tn diadikacia Tou authentication, 1o TepIBAAAov xpriong Ba TTpETTEl va
“e1dotrolei” To application 611 n ouvdeon Ba TTPETTEl va TTapapeivel avoixTh. Auto yivetal €101
WOTE, O TIEPITITWON TTOU 0 XPROTNG TTaPAMEIVEl adpavig yia KATToIo XPovikd dIdoTnua, va
KAeIdwvel auTéuaTa To enclave, €101 WOTE va Pnv €ival €UKOAN n TTpocBacn ammd dAAoug
XPNOTEG TIOU Tuxaivel va xpnolgotroioouv apyodtepa Tn ouokeur). H HealthCheck

ouvdpTnaon TTPOCEEPETAI YIa auTOV aKpPIBWS To AdYO.

func (app *application) HealthCheck(sessionId [J]byte) error {
app.mux.Lock()
defer app.mux.Unlock()

key := string(sessionId)
app.sessions[key] = time.Now()
return nil

Aldypaupa 3.13. Zuvaptnon HealthCheck

TNV TTEPITITWON TTOU 0 XPNoTng dev €xel ndn dnuioupyAoel Aoyapiaoud oTov server, autd

MTTOpPEI Va Yivel e Tn cuvapTtnon Register.
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func (app *application) Register(sessionId []byte, username, password string) (user.User, error) {
app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) {
return user.User{}, ErrForbidden

b
var mustInit bool

creds, err := app.enclave.Credentials(app.key)
if errors.Is(err, ErrCredentialsNotFound) {
mustInit = true
} else if err != nil {
return user.User{}, errors.WithMessage(err, "failed to query credentials")

}

if ImustInit && creds.Address != "" && creds.Address != app.remote.Address() {
return user.User{}, ErrRemoteAddressMismatch

¥

u, err := app.remote.Register(username, password, creds.PublicKey)

if err !'= nil {
return user.User{}, errors.WithMessage(err, "failed to register user")

¥

creds.Address = app.remote.Address()
creds.Username = username
creds.Password = password

_, err = app.enclave.UpdateCredentials(app.key, creds)
if err !'= nil {
return user.User{}, errors.WithMessage(err, "failed to update credentials")

}

return u, nil

Ailaypappa 3.14. Zuvaptnon Register

H ouvdptnon Register dnuioupyei éva kaivoupylo Aoyaplaoud oTov server Kol QUTOPATWS
ouvdéel Tov Xpnotn. Kard To initialization exel dnuioupynBei éva (euyog (keypair)
ONUOCIOU-IBIWTIKOU KAEIBIOU, atrd TOo OToio0 TO ONPOCIO KAEIDI, pali Ye TO ETTIAEYPEVO
username kal password, ammooTéAAOVTal OTOV server TIPoKelgévou va dnuioupynBei o
Aoyaplaopdg. Eav n dnuioupyia Tou Aoyaplaopol ATav €TMITUXAG, TOTE EvVNUEPWVOVTAI TA
credentials Tou xprjoTn kail attoBnkevovTal OTO enclave.

H ouvdptnon CurrentUser emTpétrel Tov €AeyX0 TnNG oUVOEONG HE TOV QTTOPOKPUOUEVO

server. Edv n ouUvdeon cival edpaiwpévn, TOTE emOTPEQETAl nil (Kavévag XpnoTng),
OIAPOPETIKA ETTIOTPEPETAI O AOYaPIOCUOG Tou XproTn TTou £xel ouvdebei (User struct).
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func (app *application) CurrentUser(sessionIld [J]byte) (*user.User, error) {
app.mux.Lock()
defer app.mux.Unlock()
if lapp.sessionActive(sessionId) : nil, ErrForbidden s
rem, err := app.enclave.Credentials(app.key)

if err !=nil {
return nil, errors.WithMessage(err, "failed to query credentials")

if rem.Address == "" {
return nil, ErrCredentialsNotFound

u := app.remote.CurrentUser()
if u == nil : nil, nil >
u.PublicKey = rem.PublicKey

return u, nil

Aldypaupa 3.15. Zuvdaptnon CurrentUser

Oocov agopd oTta keystores, n ouvdaptnon CreateKeystore dnuioupyei 10 keystore kai 10
atroBnkevel oTo enclave, KAvovTag TTPWTA TOUG ATTAPAITNTOUG EAEYXOUG, YIA TTAPAdEIYUA VIO
TN €yKUPOTNTA KAl JOVADIKATNTA TOU OVOUATOG TOU.

func (app *application) CreateKeystore(sessionId []byte, name string) (keystore.Keystore, error) {
app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) : keystore.Keystore{}, ErrForbidden s

name = strings.TrimSpace(name)

if len(name) == 0 || len(name) > 24 : keystore.Keystore{}, ErrInvalidKeystoreName s
ks, err := app.enclave.Keystores(app.key)
if err !'= nil {

return keystore.Keystore{}, errors.withMessage(err, "failed to query keystores")

g

// do not allow keystores with the same name
for _, k2 := range ks {
if k2.Name == name : keystore.Keystore{}, ErrInvalidKeystoreName s

k := keystore.New(keystore.wWithName(name))

k, err = app.enclave.CreateKeystore(app.key, k)
if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to create keystore") s

return k, nil

Aidypappa 3.16. Zuvdptnon CreateKeystore
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H ouvdptnon DeleteKeystore agaipei 10 keystore atrd 1o enclave.

func (app *application) DeleteKeystore(sessionId []byte, id string) error {
app.mux.Lock()
defer app.mux.Unlock()

if tapp.sessionActive(sessionId) : ErrForbidden s

k, err := app.enclave.Keystore(app.key, 1id)
if err != nil : errors.WithMessage(err, "failed to get keystore")

if k.RemoteId != "" {
err = app.remote.DeleteKeystore(k.Remoteld)
if err != nil : errors.WithMessage(err, "failed to delete keystore from remote") s

err = app.enclave.DeleteKeystore(app.key, id)
if err != nil : errors.WithMessage(err, "failed to delete keystore from enclave") s

return nil

Aidypappa 3.17. Zuvdptnon DeleteKeystore

MNa Tnv avaktnon Twv keystores xpnoipotrolouvtal katé Bdon o1 ouvapTthoelg Keystore Kai
Keystores. H ouvdptnon Keystore amAwg emoTpé@el 10 Keystore, €101 OTTWG €ival OTO
enclave.

func (app *application) Keystore(sessionId []byte, id string) (keystore.Keystore, error) {
app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) : keystore.Keystore{}, ErrForbidden s
k, err := app.enclave.Keystore(app.key, id)
if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to get keystore")

return k, nil

Aidypaupa 3.18. Zuvaptnon Keystore
H ouvdptnon Keystores apyikd avaktd OAa Ta keystores 1Tou éxouv atroBOnkKeuTel TOTTIKA.
Edv o xprotng €xel ouvdebei aTov server, TOTA avakTd Kal OAa Ta keystores ota oTmoia o

XpPNoTng éxel mpoéoBaacn, kal akoAouBwg emmoTpépovTal OAa Ta keystores. ZTnv TTepiTITWON
TToU €va keystore UTTAPXEI KAI TOTTIKA KAl OTOV Sever, ETTIOTPEPETAI N TOTTIKA £KdoOon.
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func (app *application) Keystores(sessionId []byte) (map[stringlkeystore.Keystore, error) {
app.mux.Lock()
defer app.mux.Unlock()

isInit, err := app.enclave.IsInitialized()
if err !'= nil : nil, errors.WithMessage(err, "failed to query enclave initialization status")

if isInit && !app.sessionActive(sessionId) : nil, ErrAuthenticationRequired s

ks, err := app.enclave.Keystores(app.key)
if err != nil : nil, errors.WithMessage(err, "failed to get keystores") s

for id, k :
ks[id]

range ks {
k

}

if app.remote.Authenticated() {
// add remote keystores too

rem, err := app.enclave.Credentials(app.key)

if err != nil : nil, errors.WithMessage(err, "failed to get credentials") s

rks, err := app.remote.Keystores(rem.PrivateKey)

if err !'=nil : nil, errors.WithMessage(err, "failed to get remote keystores") s
for _, rk := range rks {

if _, ok := ks[rk.Id]; !ok {
ks[rk.Id] = rk
}

}

return ks, nil

Aldypappa 3.19. Zuvaptnon Keystores

Mpokeiyévou va TpotrotroinBouv Ta entries evidg evog keystore, xpnoiygotTolouvtal ol
ouvaptnoeic CreateEntry, UpdateEntry kai DeleteEntry. Kai ol Tpei¢ autég GuVapTAOEIS
TTPWTA AVaKTOUV TO keystore a1rd 10 enclave, evnuepwvouv 10 keystore avaAdywg, kal TEAOG
Kahouv Tn ouvdaptnon UpdateKeystore tou enclave yia va ammoBnkeutei 1o keystore. Na
onueiwdei Twg oTig ouvapTroelg CreateEntry kai UpdateEntry yivetal emimrpdoBeTog £Aeyxog
yla TO password, £€T01 WOTE va PNV atroBnkeuTei entry pe kevo Kwdikd TTpooBaong.
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func (app *application) CreateEntry(
sessionId []byte,
keystoreld string, website, username, password, notes string) (entry.Entry, error) {
app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) : entry.Entry{}, ErrForbidden »

// do not allow empty fields for website, username, password

if strings.TrimSpace(website) == "" : entry.Entry{}, ErrInvalidwWebsite s

if strings.TrimSpace(username) == "" : entry.Entry{}, ErrorInvalidUsername s
if strings.TrimSpace(password) == "" : entry.Entry{}, ErrInvalidPassword s

e := entry.New(

entry.WithWehsite(website),
entry.WithUsername(username),
entry.WithPassword(password),
entry.WithNotes(notes),

k, err := app.enclave.Keystore(app.key, keystoreld)
if err I= nil : entry.Entry{}, errors.wWithMessage(err, "failed to get keystore") s
k.Entries[e.Id] = e

_, err = app.enclave.UpdateKeystore(app.key, k)
if err != nil : entry.Entry{}, errors.wWithMessage(err, "failed to update keystore") s

return e, nil

Aidypappa 3.20. Zuvaptnon CreateEntry
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func (app *application) UpdateEntry(
sessionId []byte,
keystoreld, entryId string, opts UpdateEntryOptions) (entry.Entry, error) {
app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) : entry.Entry{}, ErrForbidden »
// do not allow empty password

if opts.Password != nil && strings.TrimSpace(*opts.Password) == "" {
return entry.Entry{}, ErrInvalidPassword

k, err := app.enclave.Keystore(app.key, keystoreld)
if err 1= nil : entry.Entry{}, errors.wWithMessage(err, "failed to get keystore") s

e, ok := k.Entries[entryId]
if lok : entry.Entry{}, ErrEntryNotFound s

if opts.Password != nil {

e.Password = *opts.Password

if opts.Notes != nil {
e.Notes = *opts.Notes
k.Entries[e.Id] = e

_, err = app.enclave.UpdateKeystore(app.key, k)
if err 1= nil : entry.Entry{}, errors.wWithMessage(err, "failed to update keystore") =z

return e, nil

Alaypappa 3.21. Zuvaptnon UpdateEntry

func (app *application) DeleteEntry(sessionId []hyte, keystoreld, entryId string) error {
app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) : ErrForbidden s
k, err := app.enclave.Keystore(app.key, keystoreld)
if err != nil : errors.WithMessage(err, "failed to get keystore")

if _, ok := k.Entries[entryId]; l!ok : ErrEntryNotFound s
delete(k.Entries, entryId)

_, err = app.enclave.UpdateKeystore(app.key, k)
if err I= nil : errors.WithMessage(err, "failed to update keystore") s

return nil

Alaypappa 3.22. Zuvaptnon DeleteEntry
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>uveyifovtag pe Ta invitations, apxikad xpnoiyotrolcital n cuvaptnon Createlnvitation, n otroia
onuioupyei éva invitation mpog évav GAAo xpriotn (invitee) yia mpdéofacn o€ €va keystore.
2av TmapapuéTpoug OéxeTal 1o id Tou keystore, KaBwg Kal ToO username ToU invitee, To OTTOIO
Ba TTpETTEl Vva yvwpilel o TOTTIKOG XPRoTng € apxXns. H ouykekpiyévn ouvapTnon mTpwra
avakTé 10 keystore ammd 10 enclave, kal oTn ouvéxela eAéyxel To Tedio Remoteld. Edv 10
medio eival kevo, TéTE “aveBadel” To keystore oTov atmopakpuopévo server. Kard 1o avéfaopua
ToU keystore diveral Tiury oto 1Tedio Remoteld, kai 1o keystore pe 1o 1TEdio Remoteld TTAéov
OpIoHéVO, aTToBnKeUETal TOTTIKA OTO enclave. Apéowg PeETd, To invitation dnuioupyeital oTov
remote server Kal ETTICTPEPETAI.

func (app *application) Createlnvitation(
sessionId [Jbyte,
keystoreld string, inviteeUsername string) (invitation.Invitation, error) {
app.mux.Lock()
defer app.mux.Unlock()

if !app.sessionActive(sessionId) : invitation.Invitation{}, ErrForbidden r
k, err := app.enclave.Keystore(app.key, keystoreld)

if err = nil {
return invitation.Invitation{}, errors.wWwithMessage(err, "failed to get keystore")

}
// Lf keystore's remoteld is empty, then upload the keystore and save remoteld
if k.Remoteld == "" {
k, err = app.remote.CreateKeystore(k)
if err != nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to create keystore")
¥
k, err = app.enclave.UpdateKeystore(app.key, k)
if err I=nil {
return invitation.Invitation{}, errors.withMessage(err, "failed to update keystore")
}
}
inv, err := app.remote.Createlnvitation(k.Remoteld, inviteeUsername)
if err 1= nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to create invitation")
}

return inv, nil

Aldypaupa 3.23. Zuvdaptnon Createlnvitation

AkolouBwvTag Tov KUKAO {wNAG €vog invitation, 10 emduevo PBripa eival n amodoyxr Tou
invitation ammd Tov TTapaAnTITn (invitee). Zuykekpipéva yia Tnv atmodoxr], XPNnoILOTIoIEiTal N
ouvdptnon Acceptlnvitation, n otoia xpnoipgotolwvTtag Tn SlETTaPr remote ammodéxeTal TO
invitation ek pépoug Tou TTAPAAATTTN.
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func (app *application) AcceptInvitation(sessionId []byte, id string) (invitation.Invitation, error) {
app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) : invitation.Invitation{}, ErrForbidden s

inv, err := app.remote.AcceptInvitation(id)
if err != nil : invitation.Invitation{}, errors.WithMessage(err, "failed to accept invitation")

return inv, nil

Ailgypappua 3.24. 2uvaptnon Acceptlnvitation

‘Eva invitation dev apkei va gival atrodekTd atmd TOV TTAPAAATTTN, AAAG XpEeIddeTal Kal va gival
“opioTikoTroinuévo” (finalized) amd TOov OTTOOTOAEQ, TIPOKEIMEVOU Vva Yivel N KATAAANAN
avtaAAayl Twv KAeIBIwWv KpuTrtoypdenong. MNa tnv emiteugn autol, yivetar Xprion Tng
ouvdptnong Finalizelnvitation. H Finalizelnvitation Asitoupyei pe Tov akdAouBo TpoTTO:
1. AvakTd T0 invitation atré Tov aTTOUAKPUOUEVO server
AvakTd Ta credentials Tou Xprjotn atré 1o enclave
AvakTd 10 keystore atmé 10 enclave Bdoel Tou Remoteld Tou invitation
Anuioupyei éva aoUPPETPO KAEIDI XPNOIYOTTOIWVTAG TO IDIWTIKG KAEIDI TOU TOTTIKOU
XPAOTN o€ ouvOuaouod Pe To dNUOaTIo KAEISI Tou invitee
5. Kputrtoypagei 10 KA€Idi KpuTtrtoypda@nong Ttou keystore yxpnoigotroiwvTag T1o
QOUUMETPO KAEIDI
6. KaAei Tn ouvaptnon Finalizelnvitation Tou remote, n omoia 6a dwaoel TTPdGRACN TOou
encryptedKeystoreKey oTov invitee.

hwbn

func (app *application) FinalizeInvitation(sessionId []byte, invitationId, remoteKeystoreld string,
inviteePublicKey []byte) (invitation.Invitation, error) {
app.mux.Lock( )
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) {
return invitation.Invitation{}, ErrForbidden
i

k, err := app.keystoreByRemoteId(remoteKeystoreld)
if err != nil {
return invitation.Invitation{}, errors.wWithMessage(err, "failed to get keystore by remoteId")

+
creds, err := app.enclave.Credentials(app.key)
if err != nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to get credentials")
}
inv, err := app.remote.FinalizelInvitation(invitationId, creds.PrivateKey, inviteePublicKey, k)
if err != nil {
return invitation.Invitation{}, errors.wWithMessage(err, "failed to finalize invitation")
}

return inv, nil

Aidypappa 3.25. Zuvdaptnon Finalizelnvitation
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2¢ auto To onueio To invitation £xel oploTikoTToINGE(, Kal o invitee utTopei TTAéOV va avakTAOE!
10 keystore atmd Tov remote server.

MapdAAnAa pe TIg TTapatravw peBodoug, opiletal kai n ouvaptnon Deletelnvitation, n omoia
EMTPETTEI €iTe OoTOV inviter | aTov invitee va akupwaoel/atroppiyel To invitation avrioTtoixa. H
ouvapTnon autr KaAei Tnv avrtioTtoixn uEBodo Tou remote.

func (app *application) DeleteInvitation(sessionId []byte, id string) (invitation.Invitation, error) {

app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) : invitation.Invitation{}, ErrForbidden s

inv, err := app.remote.Deletelnvitation(id)
if err !'= nil {

return invitation.Invitation{}, errors.wWithMessage(err, "failed to delete invitation")

return inv, nil

Aldypappa 3.26. Zuvaptnon Deletelnvitation

Akoun, éxouv ulotroinBei ol cuvaptroelg Invitation kai Invitations, o1 otoieg avrioToixa
ETMOTPEPOUV £va OUYKEKPIMEVO invitation (epdoov o0 XproTng €xel Ta SIKAIWPATA va To O€l)
OAa Ta invitations TToU a@opouv oTov ouvdedEPEVO XPAOTN.

func (app *application) Invitation(sessionId []byte, id string) (invitation.Invitation, error) {

}

app.mux.Lock()
defer app.mux.Unlock()

if l!app.sessionActive(sessionId) : invitation.Invitation{}, ErrForbidden

inv, err := app.remote.Invitation(id)
if err != nil : invitation.Invitation{}, errors.WithMessage(err, "failed to get invitation")

return inv, nil

func (app *application) Invitations(sessionId []byte) (map[string]invitation.Invitation, error) {

app.mux.Lock()
defer app.mux.Unlock()

if lapp.sessionActive(sessionId) : nil, ErrForbidden s

invs, err := app.remote.Invitations()
if err != nil : nil, errors.WithMessage(err, "failed to get invitations") s

return invs, ntil

Alaypappa 3.27. Zuvaptioeig Invitation kai Invitations

TéAog, n ouvdapTnon Sync ouyxpovilel Ta keystores amd kKal TTPOG TOV ATTOUAKPUOUEVO
server. H cuvdpTtnon Sync, epocov 0 XprioTng cival Adn ouvdedePEvog UE TOV server, avakTa
6Aa 1a keystores Tou xpriotn ammod 1o enclave, kal epOaoov o€ KATToI0 atrd auTd £xel 00B¢i Eva
remoteld, Té1e {ekivd Tn diadikaoia ocuyxpoviouou.
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Apxikd, avakTtaral 1o remote keystore, kai cuykpivovtal Ta TTedia Version kal yia ta dU0
keystores (tou local kal Tou remote). ZTnv TrepITITwon Tou n €kdoon Tou remote keystore
gival peyaAuTepn, TOTE TO local keystore avtikaBioTdral ammd Tnv remote ékdoon, evw OTNV
TTEPITITWON TTOU €ival HIKPATEPN, TO remote keystore evnuepwveTal Je TNV TpEXouaa £kdoan.
Av ol ekdboeIg gival idieg TOTE dev XpelddeTal KETToIa alAayr).

Eg@ooov n diadikacia cuyxpoviouou oAokAnpwoei yia 6Aa T1a keystores, 161€ N ouvdptnon
ETTIOTPEPEI.

3.1.6. YAotmroinon Tou Enclave

H ulotroinon tou Enclave agopd otnv uAoTroinon Twv peBodwv Tmou opidovtal oto Enclave
interface a1d 10 enclaverepo.Repository struct. To Repository struct mepiéxel 1o medio path,
TO OTTOI0 XPNOIYOTIOIEITAI VIO VO UTTOONAWGCEI TOV PAKEAO OTOV OTTOIO EPTTEPIEXETAI TO enclave.

Baoikry mTpoummdéBeon yia Tn Asimoupyia Tou Repository e€ivar n KAon Tng ouvdptnong
Initialize. H Initialize TpwTta eAéyxel €dv uttdpxel AdN 1o apyxeio Tou enclave. Edv dev
uTTapxel, Ba 1o dnuioupyroel oTn ouvéxela. Apxikd, avakTwvTal amd 1o crypto package Ta
default parameters Tng diadikaciag KpUuTTToypd@nong, Kal CUYKEKPIYEVA TOou aAyopiBuou
Argon2id. 2tn ouvéxeia, dnuioupyouvTtal duo Tuxaia salts TTpokeIyévou va yivouv append 0T0
master password yia va gival o dUoKOAN N avakTnon Tou KwoIKoU Pe TeXVIKES brute force,
KOl OUYKEKPIPEVA YIa VA aTToPeUXBoUV £TTIBECEIG TTOU XPNOIWOTIOIOUV rainbow tables. Ta salts
kal To password divovtal wg input oTn cuvdpTtnon Argon2ld, n otmoia 6a dnuioupynoel duo
avTioTolxa one-way cryptographic hashes, éva encryption key kai éva signing key. Ta salts
Ba atmobnkeutolv péca OTO enclave, PIAG Kal gival ammapaitnTa yia Tov  PEAAOVTIKO
uttoAoyioud Twv encryption/signing keys, kai 1o enclave Ba “kAeidwBei” (kputrToypagnOei)
XPNOIUOTTOIVTAG Ta Keys auTd XpnoluoTrolwvTag Tn ouvdptnon sealAndWrite.

2¢ auto 1o onueio a&iel va avahuBei n cuvapTtnon sealAndWrite, n otroia kputrToypagei 10
enclave kal 1o ammoBnkevel oTov OIOKO. Z€ AUTH TN OUVAPTNON XPNOCIUOTIOIEITAI N TEXVIKN
Encrypt-then-MAC, otnv otroia 10 plaintext keipevo TpwTa Ba kKputrToypapnBei kai petd Ba
dnuioupynBei n uttoypa@ry Tou KpuTrtokeigyevou 2. H TeXVIKA auTr] XpnoIPOTIoIEiTal ETTEIBN
MTTOpEl va atrodeixBei TTwg To ciphertext €ival éyKupo, akOUn Kal g€ TTEPITITWOEIS XProng
malleable aAyopiBuwv kputrtoypdenong, omwg eivar o AES oe¢ CBC mode Tou
XPNOIUOTTOIEITAI OTN CUYKEKPIPEVN TTEPITITWON.

ApXIKd, TO enclave kwdikoTrolgital oTn pop®ry JSON, Kal auécwg HETA KPUTTTOYPAPEITAI PE TO
encryption key 1ou 066nke cav OpPICUA. 2T OUVEXEIA, UTTOAOYICeTal O KWOIKOG €AEyXOU
TAUTOTNTOG PNVUuaTog (Message Authentication code 1 MAC) Tou KpuTTTOKEiuevou pe Bdaon
1O signing key, kai ypagovTtal 0Aa Ta 1media (encryptionSalt, signingSalt, mac, ciphertext) oto
apxeio o€ binary Yop®n.
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func (r *Repository) Initialize(password string) ([]byte, error) {
exists, err := r.enclaveExists()
if err 1= nil {
return nil, errors.WithMessage(err, "failed to check if enclave exists")
if exists : nil, application.ErrEnclaveExists s

p := crypto.DefaultArgon2IdParams

encSalt, err := crypto.GenerateRandomBytes(uint(p.SaltLength))
if err != nil : nil, errors.WithMessage(err, "failed to generate salt") s

signSalt, err := crypto.GenerateRandomBytes(uint(p.SaltLength))
if err != nil : nil, errors.WithMessage(err, "failed to generate salt") i

var encKey, signKey []byte

var wg sync.WaitGroup
wg.Add(2)

go func() {
defer wg.Done()

enckKey = crypto.Argon2Id([]byte(password), encSalt)
)

go func() {
defer wg.Done()

signKey = crypto.Argon2Id([]byte(password), signSalt)
)

wg.Wailt()
publicKey, privateKey, err := crypto.NewCurve25519Keypair()
if err != nil {
return nil, errors.WithMessage(err, "failed to generate keypair")
e := newEnclave(encSalt, signSalt, publicKey, privateKey)
keypair := append(encKey, signKey...)
err = r.sealAndwrite(keypair, e)

if err 1= nil {
return nil, errors.WithMessage(err, "failed to seal enclave")

return keypair, nil

Aidypappua 3.28. Zuvdptnon Initialize
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func (r *Repository) sealAndwWrite(keypair []byte, e *enclave) error {

b, err := enclaveToJSON(e)
if err 1= nil {
return errors.WithMessage(err, "failed to marshal enclave")

p := crypto.DefaultArgon2IdParams

encKey := keypair[:p.KeyLength]
signKey := keypair[p.KeyLength:]

b, err = crypto.AES256CBC_Encrypt(encKey, b)

if err != nil : errors.WithMessage(err, "failed to encrypt enclave") s

// authenticate
mac := crypto.HMAC_SHA256(signKey, b)

// prepend salts and mac to the ciphertext

b = append(e.encSalt, append(e.signSalt, append(mac, b...)...)...

err = os.WriteFile(r.enclavePath(), b, 0600)
if err != nil : errors.Wrap(err, "failed to write enclave") s

return nil

Aidypappa 3.29. Zuvdptnon sealAndWrite

Mpokeipévou va eheyxOei (atmd kAol dIETTAQN XPHOTN) N KATAGOTAON TOU enclave, TTapéxeTal

n ouvdptnon Islnitialized, n otroia emmoTpéPel boolean true puévo edv uttdpyxel To enclave.

func (r *Repository) IsInitialized() (bool, error) {

}

exists, err := r.enclaveExists()
if err = nil {

return false, errors.WithMessage(err, "failed to check if enclave exists")

if lexists : false, nil s

return true, nil

func (r *Repository) enclaveExists() (bool, error) {

_, err := os.Stat(r.enclavePath())
if errors.Is(err, os.ErrNotExist) {
return false, nil
} else if err = nil {
return false, errors.Wrap(err, "failed to stat enclave")

}

return true, nil

Aidypappua 3.30. Zuvdptnon Islnitialized
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H ouvdptnon Authenticate emitpérrel Tnv emBeBaiwon Tou password Tou XprRoTn O€ aXEon
ME TO atmoBnkeuuévo enclave. Apxikd, diaBdaleTal aTn PvAun TO KpuTIToypagnuévo enclave,
Kal akoAoUBwg eEdyovTal Ta encryption kai signing salts kai uttoAoyifovtal Ta encryption kai
signing kA€idid avrioToixa. TEAog, emoTpé@ovTal Ta KAEIdId yia va xpnoigotroinbouv o€
evépyeleg TTou Ba  TTpaypaTtoTroinBolv  apydtepa amd Tov XPRoTn, €101 WOTE va PNV
utToAOYifoVTal €K VEOU HIOG KAl O UTTOAOYIOHOG TOUG €ival KOOTOROPOG.

func (r *Repository) Authenticate(password string) (keypair []byte, err error) {
// we don't defer unlock because hash computation is slow
h, err := os.ReadFile(r.enclavePath())

2
if errors.Is(err, fs.ErrNotExist) {
return nil, application.ErrInitializationRequired
} else if err != nil : nil, errors.Wrap(err, "failed to read enclave") »
encSalt, signSalt := getSaltsFromData(b)

var encKey, signKey []byte

var wg sync.WaitGroup
wg.Add(2)

go func() {
defer wg.Done()

encKey = crypto.Argon2Id([]byte(password), encSalt)

HO)
go func() {
defer wg.Done()
signKey = crypto.Argon2Id([]byte(password), signSalt)
HO)
wg.Wailt()

p := crypto.DefaultArgon2IdParams

mac := b[p.SaltLength*2 : sha256.Size+p.SaltLength*2]
b = b[p.SaltLength*2+sha256.5ize:]

valid := crypto.VerifyHMAC_SHA256(signKey, mac, b)
if !valid : nil, application.ErrAuthenticationFailed s

return append(encKey, signKey...), nil

Aidypappa 3.31. Zuvdptnon Authenticate

MapdAAnAa pe TIGC CUVOPTACEIS QUTEG, TO enclave repository TTpoo@EPEl ETTIONG CUVAPTACEIG
yla Tn Olaxeipion Twv keystores kalr Twv credentials Tou xpAoTn. AuTéG ol CuvapThOEIG,
eQpOCOV Toug dwbei To ocwoTd pair encryption kal signing KA€IBIWY, AVAKTOUV TTPWTA TO
enclave, otn ouvéxela diapadouv A TPOTTOTTOIOUV TA AVTIOTOIXA TTEQIA, KAl O€ TTEPITITWON
TpoTroTToinong Tou enclave, kahouv Tn ouvdpTtnon sealAndWrite, amobnkevovTtag €101 TV
étroia aAAayn.
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func (r *Repository) CreateKeystore(keypair []byte, k keystore.Keystore) (keystore.Keystore, error) {

e, err := r.enclave(keypair)
if err != nil : keystore.Keystore{}, errors.withMessage(err, "failed to get enclave") s

err = e.addKeystore(k)
if err != nil {
return keystore.Keystore{}, errors.WithMessage(err, "failed to add keystore")

err = r.sealAndWrite(keypair, e)
if err = nil {
return keystore.Keystore{}, errors.WithMessage(err, "failed to seal enclave")

return k, nil

Aidypappa 3.32. Zuvdptnon CreateKeystore

func (r *Repository) Keystore(keypair []byte, id string) (keystore.Keystore, error) {

e, err := r.enclave(keypair)

if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to get enclave") s
k, err := e.keystore(id)

if err !'= nil : keystore.Keystore{}, errors.WithMessage(err, "failed to get keystore") =z

return k, nil

Alaypappa 3.33. Zuvaptnon Keystore

func (r *Repository) UpdateKeystore(keypair []byte, k keystore.Keystore) (keystore.Keystore, error)
e, err := r.enclave(keypair)
if err !'= nil : keystore.Keystore{}, errors.wWithMessage(err, "failed to get enclave")

k, err = e.updateKeystore(k)
if err = nil {
return keystore.Keystore{}, errors.WithMessage(err, "failed to update keystore")

err = r.sealAndWrite(keypair, e)
if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to seal enclave") s

return k, nil

Aigypappa 3.34. Zuvaptnon UpdateKeystore

{
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func (r *Repository) Keystores(keypair []byte) (map[string]keystore.Keystore, error) {
_, err := os.ReadFile(r.enclavePath())
if errors.Is(err, os.ErrNotExist) {
return nil, application.ErrInitializationRequired
} else if err != nil {
return nil, errors.Wrap(err, "failed to read enclave")

¥
e, err := r.enclave(keypair)
if err 1= nil {
return nil, errors.WithMessage(err, "failed to get enclave")
¥

ks, err := e.keystoresWithKeys()
if err != nil {
return nil, errors.WithMessage(err, "failed to get keystores")

return ks, nil

Aidypappa 3.35. Zuvdptnon Keystores

func (r *Repository) DeleteKeystore(keypair []byte, id string) error {
e, err := r.enclave(keypair)
if err != nil : errors.WithMessage(err, "failed to get enclave")

err = e.deleteKeystore(id)
if err != nil : errors.WithMessage(err, "failed to delete keystore") r

err = r.sealAndwWrite(keypair, e)
if err != nil : errors.WithMessage(err, "failed to seal enclave") i

return nil

Nidypappa 3.36. Zuvdptnon DeleteKeystore

func (r *Repository) Credentials(keypair []byte) (credentials.Credentials, error) {
e, err := r.enclave(keypair)
if err != nil : credentials.Credentials{}, errors.WithMessage(err, "failed to get enclave") s

return e.creds, nil

Aidypappa 3.37. Zuvaptnon Credentials



func (r *Repository) UpdateCredentials(keypair []byte, creds credentials.Credentials,
) (credentials.Credentials, error) {
e, err := r.enclave(keypair)
if err != nil : credentials.Credentials{}, errors.wWithMessage(err, "failed to get enclave") s

e.creds = creds

err = r.sealAndWrite(keypair, e)
if err != nil : credentials.Credentials{}, errors.WithMessage(err, "failed to seal enclave") s

return creds, nil

Aidypappua 3.38. Zuvaptnon UpdateCredentials

3.1.7. YAotroinon Tou Remote

H ooy Remote agopd oTtnv uAomoinon Tou Remote interface, kal OuyKekpipéva
TepINAPPBAveEl cuvapThoelg TTou diaxelpifovTial Tov Aoyaplioopd Tou XpAOoTn Kal Ta dedouéva
Tou, OTTWG keystores kai invitations 1mpog kai amd dAAoug xprotes. O1 ouvapTnOEIS TOU
Remote katd kupio Adyo petatpémrouv TIG Sopég amd 1o domain TG €Qapuoyng oTa
avtiotoixa avTikeipeva JSON, kalouv 1O €kdoToTE endpoint Tou remote server, Kai
ETTIOTPEPOUV TO QATTOTEAECOUA a@OTOU Yivel PETATPOTIH TTiow o€ domain objects &tTou
XPEIAgeTal.

210 Remote, trpokeipévou va ival o eUKOAN Kal ao@aAig n aAANAETTIdOpaON e TOV server,
xpnoiyotroigital évag dynamically generated HTTP client. O client autdg dnuioupyeital atréd
10 OpenAPI specification Tou server pe Tnv €vioAl go generate, XpNOIMOTIOIWVTAG TN
BiBAI0BAKN oapi-codegen Tng eTaipeiag DeepMap.

Ev1ég Tou Remote struct opiovtal Ta akéAouBa redia:

address (string): n aropakpucpévn dietBuvon URL Tou server
client (*generated.ClientWithResponses): o generated HTTP client
bearerToken (string): T0 bearer token TTou TQUTOTTOIEI TOV XPNOTN
user (*user.User): T0 TTPO@iA Tou ouUVOEDEUEVOU XPAOTN

username (string): To username TOU XpProTn

password (string): To password Tou XpAoTn

KaTtapxdg, OXETIKA pe Tov Aoyapiacpd xpriotn opiCstalr n ouvdaptnon Register, n otoia
OEXETAl WG TTAPANETPOUG TO username, To password kal 1o publicKey Tou xprioTtn, kai oTn
ouvéxela KaAei Tnv avtiotoixn péBodo Tou HTTP client, kalr amoBnkevel evidg Tou Remote
struct Tov dnuioupynuévo xprRoTn Kai To bearer token TTou Ba xpnoipoTtroinBei akoAoUBwg yia
TNV TauToTToinon Tou XPAoTn. ETtiong atmobnkeuovTtal eviog Tou struct Ta media username Kai
password, TTPOKEINEVOU VA YiVEl €K VEOU N AUBEVTIKOTTOINON TOU XPHOTN ME TOV server gTo
TTOPACKAVIO avd TOKTA XPOVIKA dlaoTAuATA.
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func (r *Remote) Register(username, password string, publicKey []byte) (user.User, error) {
ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
defer cancel()

res, err := r.client.RegisterWithResponse(
ctx, generated.RegisterJSONRequestBody{
Username: username,
Password: password,
PublicKey: publicKey,

},
)
if err != nil : user.User{}, errors.wWrap(err, "failed to register") s
if res.StatusCode() != http.StatusCreated || res.JSON201 == nil {
return user.User{}, errors.New("invalid response")
}
if res.JSON201.Token == "" : user.User{}, errors.New("invalid token")
u := user.User{
Id: res.JSON201.User.Id,
Username: res.JSON201.User.Username,
PublicKey: publicKey,
¥

r.user = &u
r.bearerToken = res.JSON201.Token

return u, nil

Aigypappa 3.39. Zuvaptnon Register

Emiong, n ouvdptnon Authenticate xpnoipgotoicital yia va auBevrikotroinBei évag Adn
EYYEYPOAUMEVOG XPAOTNG UE ToV remote server. H ouvdptnon autr kaAei 1o login endpoint Tou
server kal amodnkeUel, opoiwg Ye Tn ouvdpTtnon Register, Tov xpriotn 1o bearer token, kai Ta
media username kai password evrog Tou struct. Xpnolyotroligital n private poutiva
authenticate, é1o1 wote va ptmopei va yivel avd Tdoa OTIiyd PEOW TNG ouvdapTnong
Reauthenticate n ek véou auBevTikoTTOoinON TOU XPrOTN, MIAG KAl TO access token Trou
Tapéxetal atrd Tov server é€xel kAtmolo opiopévo Time To Live (TTL) petd 1o TT€PAG TOU
oTroiou To bearer token oTapartd va gival £yKupo.
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func (r *Remote) Authenticate(username, password string) error {
// store for future re-authentication
r.username = username
r.password = password

err := r.authenticate()
if err != nil : errors.WithMessage(err, "failed to authenticate") s
return nil

func (r *Remote) authenticate() error {
ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
defer cancel()

res, err := r.client.LoginWithResponse(
ctx, generated.LoginJSONRequestBody{
Username: r.username,
Password: r.password,

}s
)
if err !'= nil : errors.Wrap(err, "login failed") s
if res.StatusCode() != http.StatusOK || res.JSON200 == nil {
return errors.New("invalid response")
}
if res.JSON200@.Token == "" : errors.New("invalid token") r
u := user.User{
Id: res.JSON200.User.Id,
Username: res.JSON200.User.Username,
PublicKey: res.JSON200.User.PublicKey,
}

r.user = &u
r.bearerToken = res.JSON200.Token

return nil

Aidypappa 3.40. Zuvdptnon Authenticate

Apéowg peET@ Tnv emiTux oUvOeon HE TOov server, UTTOpoUvV va XpPnoIPoTroinBoulv ol
ouvaptioelg Authenticated kai CurrentUser yia va yivel €AeyXog TNG TwPIVAG KATAOTAONG
ouvdEDNG UE TOV Server Kal, avTIoToiXwG, Tou ouvdedeUEévou XpnRoTn.

func (r *Remote) Authenticated() bool {
return r.bearerToken != ""

Aidypappa 3.41. ZuvdapTtnon Authenticated
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func (r *Remote) CurrentUser() *user.User {
return r.user

Aidypappa 3.42. Zuvdptnon CurrentUser

SYeTIKA e TR Olaxeipion Twv keystores, opiovral ol cuvaptroelg CreateKeystore,
UpdateKeystore, DeleteKeystore kal Keystores.

MpwrtioTwg, otn ouvdptnon CreateKeystore, epdéoov yivel €Aeyxog yia TNV oUVOECN UE TOV
server, yivetal kputrtoypd@non Tou keystore xpnoigoTrolVTOG TO avTioTolXO (CeUyog
encryption kai signing key tou keystore. 2tn ouvéxela, yivetalr éva HTTP request 1Tou Ba
onuioupynoel To keystore otov remote server, TTAPEXOVTAG OTOV server Jovo To OVOPQ TOU
keystore kal To KputTTOYpaPNUEVO QopTio (payload) Tou Trepiexopévou Tou keystore. Me Tnv
emTUXia TNG dnuioupyiag autig, opiletal ato keystore 1o TTedio Remoteld, Tmou Ba eival 10
UUID TTou 6ploe o server katd Tn dnuioupyia, kai 8a BonBrioel apydtepa oTnv avayvwpion
ToU keystore oTov remote server.

func (r *Remote) CreateKeystore(k keystore.Keystore) (keystore.Keystore, error) {
if Ir.Authenticated() : keystore.Keystore{}, application.ErrAuthenticationRequired s

jk := keystoreToJSON(k)

b, err := json.Marshal(jk)
if err != nil : keystore.Keystore{}, errors.Wrap(err, "failed to marshal keystore") s

b, err = crypto.AES256CBC_Encrypt(k.Key, b)
if err != nil : keystore.Keystore{}, errors.wWithMessage(err, "aes256chc encrypt failed") s

res, err := r.client.CreateKeystoreWithResponse(
context.Background(), generated.CreateKeystorelJSONRequestBodyq{
Name: k.Name,
Payload: b,

b
)
if err != nil : keystore.Keystore{}, errors.Wrap(err, "failed to create keystore") s

if res.StatusCode() != http.StatusCreated || res.JSON201 == nil {
return keystore.Keystore{}, errors.New("invalid response")

}
k.RemoteId = (*res.JSON201).Id

return k, nil

Aldypappa 3.43. Zuvdaptnon CreateKeystore

Me Trapouoio TpdOTTO Acitoupyei kai n ouvaptnon UpdateKeystore, evnuepwvovtag 1o
UTTAPXOV KPUTTTOYPa@nuévo @opTio Kal To évopa Tou keystore (OTnv TTEPITITWON TTOU O
XPNoTng aAAGgel To dvopa Tou keystore vy UTTAPYEI KATTOIO EKKPEUEG invitation).
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func (r *Remote) UpdateKeystore(k keystore.Keystore) (keystore.Keystore, error) {
if !r.Authenticated() : keystore.Keystore{}, application.ErrAuthenticationRequired s

jk := keystoreToJSON(k)

b, err := json.Marshal(jk)
if err != nil : keystore.Keystore{}, errors.Wrap(err, "failed to marshal keystore") s

b, err = crypto.AES256CBC_Encrypt(k.Key, b)

if err != nil : keystore.Keystore{}, errors.WithMessage(err, "aes256cbc encrypt failed") s
res, err := r.client.UpdateKeystoreWithResponse(context.Background(),
k.RemotelId, generated.UpdateKeystoreRequest{
Name: &k .Name,
Payload: &b,
})
if err != nil : keystore.Keystore{}, errors.Wrap(err, "failed to update keystore") r
if res.StatusCode() != http.StatusOK || res.JSON200 == nil {
return keystore.Keystore{}, errors.New("invalid response")
}
_, err = KeystoreFromJSON(*res.JSON200, k.Key)
if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to parse keystore") s

return k, nil
Ailgypapua 3.44. 2uvaptnon UpdateKeystore
Ouoiwg n ouvdptnon DeleteKeystore diaypdgel éva keystore amd Tov remote server.

Xpnoiyotroigital yia va “kabapioer’” 1o keystore ammdé 1ov remote server, €101 WOTE va PNV
KOATAVOAWVEI ATTOBNKEUTIKO XWpPO.

func (r *Remote) DeleteKeystore(id string) error {
if !r.Authenticated() : application.ErrAuthenticationRequired s

res, err := r.client.DeleteKeystoreWithResponse(context.Background(), id)
if err != nil : errors.Wrap(err, "failed to delete keystore") s
if res.StatusCode() != http.StatusOK : errors.New("invalid response") s

return nil

Nidypappa 3.45. Zuvdptnon DeleteKeystore

IBlaiTepo  evdlagépov TTapouciadel n ouvdptnon Keystores, n otroia €mMOTPEPEl OAa TA
keystores ota otroia éxel TpéoBacn o xproTng. Mpokeiyévou va atmmokpuTtiToypa@nbei 1o
TTEPIEXOUEVO TOUG, GUAAEyovTal Ta invitations TTou oxeTifovTtal ye autdv Tov XproTn. Eedoov
T0 Ceuyog Twv KAeIdIWv encryption/signing Tou keystore ptropei va artrokputrtoypagnOei
xpnoiyotroiwvtag 10  shared secret Tou Xpriotn, TOTE TO ekdoToTE  keystore
oupuTTEPIANQUBAvVETAI GTN AiOTa TTOU B ETTIOTPOYEI.
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func (r *Remote) Keystores(privateKey []byte) (map[stringlkeystore.Keystore, error) {
if !r.Authenticated() : nil, application.ErrAuthenticationRequired s

res, err := r.client.KeystoresWithResponse(context.Background())
if err I=nil : nil, errors.Wrap(err, "failed to get keystores") s

if res.StatusCode() I= http.StatusOK || res.JSON200 == nil {
return nil, errors.New("invalid response")

restKeystores := *res.JSON200

invs, err := r.Invitations()

if err I= nil : nil, errors.WithMessage(err, "failed to get invitations")
keystores := make(map[stringlkeystore.Keystore)

for _, restKeystore := range restkKeystores {

var keystoreKey []byte

// find the finalized invitation for this keystore and decrypt its payload
for _, inv := range invs {
if inv.RemoteKeystoreld == restKeystore.Id && inv.Finalized() {
var pub []byte

if inv.Inviter.Id == r.CurrentUser().Id {
pub = inv.Invitee.PublicKey
} else {

pub = inv.Inviter.PublicKey
sharedSecret, err := curve25519.X25519(privateKey, pub)
if err = nil : nil, errors.Wrap(err, "failed to derive shared secret") s

keystoreKey, err = crypto.AES256CBC_Decrypt(sharedSecret, inv.EncryptedKeystoreKey)
if err I=nil : nil, errors.WithMessage(err, "failed to decrypt keystore key") i

break

if keystoreKey == nil {
continue

}

k, err := KeystoreFromJSON(restKeystore, keystoreKey)
if err = nil : nil, errors.WithMessage(err, "failed to parse keystore") s

keystores[k.Id] = k

return keystores, nil
Aldypappa 3.46. Zuvaptnon Keystores
To remote struct Tpoo@épel €1TionNg CouvaptAcEIG yia Tn dnuioupyia Kai diaxeipion Twv
invitations amé kai TTpo¢ AGAAoug xpnoTeg. Mo ouykekpigéva, opilovtal Ol CUVAPTHOEIG

Createlnvitation, Acceptinvitation, Deletelnvitation, Finalizelnvitation, kaBwg¢ kai Ta queries
Invitation kai Invitations.
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H ouvdptnon Createlnvitation dnpioupyei €va invitation yia éva ouykekpipgévo keystore (1o
oTroio avayvwpiletal amd 10 Remoteld Tou) TTpog £vav CUYKEKPIPEVO XPAOTN.

func (r *Remote) Createlnvitation(keystoreRemoteld, inviteeUsername string,
) (invitation.Invitation, error) {
if !r.Authenticated() : invitation.Invitation{}, application.ErrAuthenticationRequired s

res, err := r.client.CreateInvitationWithResponse(
context.Background(), keystoreRemoteld, generated.CreateInvitationJSONRequestBody{
Invitee: inviteelUsername,
},
)
if err I= nil : invitation.Invitation{}, errors.Wrap(err, "failed to create invitation") s

if res.StatusCode() != http.StatusCreated || res.JSON201 == nil {
return invitation.Invitation{}, errors.New("invalid response")

¥

inv, err := InvitationFromJSON(*res.JSON201)
if err I= nil : invitation.Invitation{}, errors.wWithMessage(err, "failed to parse invitation") s

return inv, nil

Aildypappua 3.47. Zuvaptnon Createlnvitation

2Tn ouvExela, €xouue Tn ouvaptnon Acceptinvitation, n otroia kKaAgital atrdé Tov XPAOTN TTOU
AapBavel v TpdokAnon (invitee), kai kaAei To endpoint Tou aAAdlel To status Tou invitation
o¢ “accepted” atov server.

func (r *Remote) AcceptInvitation(invitationId string) (invitation.Invitation, error) {
res, err := r.client.AcceptInvitationWithResponse(
context.Background(), invitationId,
)

if err 1= nil : invitation.Invitation{}, errors.Wrap(err, "failed to accept invitation")

if res.StatusCode() == http.StatusNotFound {
return invitation.Invitation{}, application.ErrInvitationNotFound

} else if res.StatusCode() == http.StatusForbidden {
return invitation.Invitation{}, application.ErrForbidden
} else if res.StatusCode() != htitp.StatusOK || res.JSON200 == nil {

return invitation.Invitation{}, errors.New("invalid response")

I

inv, err := InvitationFrom]SON(*res.JSON200)
if err != nil : invitation.Invitation{}, errors.withMessage(err, "failed to parse invitation") s

return inv, nil

Aidypappua 3.48. Zuvdaptnon Acceptlnvitation

H Deletelnvitation opoiwg oTéAvel aitnua diaypagng Tou invitation TTpog oTov server.
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func (r *Remote) DeleteInvitation(id string) (invitation.Invitation, error) {
if !r.Authenticated() : invitation.Invitation{}, application.ErrAuthenticationRequired s

res, err := r.client.DeleteInvitationWithResponse(
context.Background(), id,
)
if err != nil : invitation.Invitation{}, errors.Wrap(err, "failed to delete invitation") s

if res.StatusCode() != http.StatusOK || res.JSON200 == nil {
return invitation.Invitation{}, errors.New("invalid response")

}

inv, err := InvitationFromJSON(*res.JSON200)
if err I= nil : invitation.Invitation{}, errors.WithMessage(err, "failed to parse invitation")

return inv, nil

Aiaypappa 3.49. Zuvaptnon Deletetinvitation

H Finalizelnvitation amé tnv GAAn kaAcitar ammd Tov inviter TTPoOKeEIPEVOU va OPICTIKOTTOINCEI
éva invitation. Kard 1n O&ladikacia opioTikoTroinong, uttoAoyifetal 1o shared secret
XPNoIyoTToIVTaG To private key Tou inviter kal To public key Tou invitee, kal To KA&Idi auTtd
OTn CUVEXEIA XPNOIYOTIOIEITAI yIa VA KpUTIToypagrioel To keystore key kal va ammobnkeuoel To
KpuTrtoypa@nuévo keystore key evtog Tou invitation.

func (r *Remote) FinalizelInvitation(
invitationId string, privateKey []byte, inviteePublicKey []byte, k keystore.Keystore,
) (invitation.Invitation, error) {
// derive shared secret using the user's private key and the invitee's public key
sharedSecret, err := curve25519.X25519(privateKey, inviteePublicKey)
if err !'= nil : invitation.Invitation{}, errors.wrap(err, "failed to derive shared secret")

// encrypt the keystore key with the asymmetric key
encryptedKeystoreKey, err := crypto.AES256CBC_Encrypt(sharedSecret, k.Key)
if err != nil {
return invitation.Invitation{}, errors.withMessage(err, "failed to encrypt keystore key")

res, err := r.client.FinalizeInvitationWithResponse(context.Background(),
invitationId, generated.FinalizeInvitationJSONRequestBody{
KeystoreKey: encryptedKeystoreKey,
b,
)
if err != nil : invitation.Invitation{}, errors.Wrap(err, "failed to finalize invitation")

if res.StatusCode() != http.StatusOK || res.JSON200 == nil {
return invitation.Invitation{}, errors.New("invalid response")

S

inv, err := InvitationFromJSON(*res.JSON200)
if err != nil : invitation.Invitation{}, errors.WithMessage(err, "failed to parse invitation") s

return inv, nil

Aidypappua 3.50. Zuvdptnon Finalizelnvitation
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2YETIKA pe Ta query-related functions Tou remote, ol cuvaptroeig Invitation kai Invitations
ammAWG ETTICTPEPOUV, QAVTIOTOIXA, €va OUYKEKPIMEVO invitation epdoov 0 XprnoTng Exel
mpdéoBacn o€ autd, A 6Aa Ta invitations cuoxeTIopéva e TOV CUVOEDEUEVO XPAOTN.

func (r *Remote) Invitation(id string) (invitation.Invitation, error) {
if !r.Authenticated() : invitation.Invitation{}, application.ErrAuthenticationRequired s

res, err := r.client.GetInvitationWithResponse(context.Background(), id)
if err != nil : invitation.Invitation{}, errors.Wrap(err, "failed to get invitation")

if res.StatusCode() == http.StatusNotFound {
return invitation.Invitation{}, application.ErrInvitationNotFound

}

if res.StatusCode() != http.StatusOK || res.JSON200@ == nil {
return invitation.Invitation{}, errors.New("invalid response")

¥
inv, err := InvitationFromJSON(*res.JSON200)
if err 1= nil {
return invitation.Invitation{}, errors.withMessage(err, "failed to parse invitation")
¥

return inv, nil

Aidypappa 3.51. Zuvdptnon Invitation

func (r *Remote) Invitations() (map[string]invitation.Invitation, error) {
if I!r.Authenticated() : nil, application.ErrAuthenticationRequired s

res, err := r.client.InvitationsWithResponse(context.Background())
if err != nil : nil, errors.Wrap(err, "failed to get invitations")

if res.StatusCode() I= http.StatusOK || res.JSON200 == nil {
return nil, errors.New("invalid response")

}

invs := map[string]invitation.Invitation{}
for _, inv := range *res.JSON200 {
inv, err := InvitationFromJSON(inv)
if err !'= nil : nil, errors.WithMessage(err, "failed to parse invitation") s

invs[inv.Id] = inv

return invs, nil

Ailgypappua 3.52. 2uvaptnon Invitations

Téhog, TTapéxetal n ouvdptnon SharedSecret n oToia €mMOTPEPEI TO KOIVO  KAEID
KPUTTTOYPA®NONG avAaueaa OTov ouvOEDEPEVO XPAOTN Kal £vav OTTOIOOATTIOTE XPAOTN WE BAcon
TO username.

46



func (r *Remote) SharedSecret(privateKey []byte, userId string) ([]byte, error) {
invs, err := r.Invitations()
if err != nil : nil, errors.WithMessage(err, "failed to query invitations") s

for _, inv := range invs {
if inv.Inviter.Id != userld && inv.Invitee.Id != userlId {
continue

var pub [Jbyte

if inv.Inviter.Id == r.CurrentUser().Id {
pub = inv.Invitee.PublicKey

} else {
pub = inv.Inviter.PublicKey

sharedSecret, err := curve25519.X25519(privateKey, pub)
if err != nil : nil, errors.Wrap(err, "failed to derive shared secret") »

return sharedSecret, nil

return nil, application.ErrSharedSecretNotFound

Aidypappua 3.53. Zuvdptnon SharedSecret

3.1.8. HTTP REST server

Mia dieTragny XproTn PTTopei va aAAnAemdpdoel Ye Tov TTupfiva ¢ e@appoyng Tou Client
pMéow Tou HTTP REST server. O HTTP server xpnoiyotroiei 1o Gin web framework kai
mpooc@épel REST endpoints ta otroia kaAoUv TIG avTioToixeg ouvapTroelg Tou application,
@povTifovtag va petafifdoouv oTo application 10 avdAoyo context. Zxeddv OAeg ol
ouvaptnoeig Tou Client ymropouv va kAnBouv amoé tov HTTP server. EmmpéoBera, o HTTP
server xpnolyotrolei éva OpenAPI specification, pe tn forBeia Tou otToiou dnuioupyouvTal TA
MovTéAa aAAnAetTidpaong ue Tov server kal évag HTTP Client, o omoiog utropei va
Xpnoiyotroindei, yia Trapddeiyua, o¢ integration tests.

EidIkoTepa, o Server amotelei eméktaon Tng dopng gin.Engine, kal eviog Tng dOUNAG Tou
atmrobnkeveTal pia avagopd oto instance Tou Client, kaBwg kai o Go HTTP server o o1oiog
Ba kdvel serve 6Aoug Toug handlers Tou Gin.

type Server struct {
*gin.Engine
app application.Application
server *server.Server

Aigypapua 3.54. Server struct
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Katd 1n dnuioupyia tou HTTP REST server dnuioupyeital 1o avTiotoixo Gin router instance,
puBuitovral Ta didgopa pecoloyiouikd Tou HTTP server é1Twg 10 panic recovery, 1o logger
ka1 To CORS (Cross-Origin-Resource-Sharing) middleware, kai opiovtal 6Aa Ta routes Kai
Ta peooAoyIouIKG Toug. MapdAAnAa, puBuiCetal To noRouteMiddleware 10 oT1T0i0, OTNV
TTEPITITWON TToU TO requested route dev eival éva atrd Ta TTPoKABOPIoUEVA Kal EQOOOV N
o1adpopry 0ev agopd oto REST API, 161e emioTpépel oTov ekdoTtote HTTP client 10
index.html apyeio Tng diemaeng xpriotn (Ul) TG epapuoyng TTEAGTN.

.Use(recoveryMiddleware)
.Use(loggerMiddleware)
.NoRoute(noRouteMiddleware("/", embedFolder(ui, "static")))
.Use(
cors.New(
cors.Options{...},

b P B B |

),

Aidypappa 3.55. Router Middleware

Tehikd, opifoviar Ta didgopa HTTP routes, Ta empépoug middleware Toug, OTTWG TO
authenticationMiddleware 10 0TT0i0 XPNOIYOTTOIEITAI VIO VO KAVEI TOUG OTTAPAITATOUG EAEYXOUG
yia 10 authentication session Tou XprijoTn, kai ol handlers Tou k&6¢ route.

api := r.Group("api")

api.POST("/authenticate", s.Authenticate)
api.POST("/enclave", s.CreateEnclave)

sec := api.Group("/")
sec.Use(s.authenticationMiddleware())

sec.GET("/enclave", s.Enclave)

sec.GET("/health", s.HealthCheck)

sec.POST("/auth/register", s.Register)

sec.POST("/keystores", s.CreateKeystore)

sec.GET("/keystores", s.Keystores)
sec.GET("/keystore/:keystoreId", s.Keystore)
sec.DELETE("/keystore/:keystoreId", s.DeleteKeystore)
sec.POST("/keystore/:keystoreld/entries", s.CreateEntry)
sec.PATCH("/keystore/:keystoreld/entry/:entryId", s.UpdateEntry)
sec.DELETE("/keystore/:keystoreld/entry/:entryId", s.DeleteEntry)
sec.GET("/invitations", s.GetInvitations)
sec.GET("/invitation/:invitationId", s.GetInvitation)
sec.POST("/keystore/:keystoreld/invitations", s.Createlnvitation)
sec.PATCH("/invitation/:invitationId", s.AcceptInvitation)
sec.DELETE("/invitation/:invitationId", s.DeclineOrCancellnvitation)
sec.POST("/invitation/:invitationId", s.FinalizeInvitation)
sec.GET("/user", s.CurrentUser)

Aidypappua 3.56. HTTP routes
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func (s *Server) authenticationMiddleware() gin.HandlerFunc {
return func(c *gin.Context) {
err := s.authenticateWithToken(c)
if err 1= nil {
log.Error(err)
Error(c, http.StatusForbidden)

¢.Abort()
}
3
}
func (s *Server) authenticatewWithToken(c *gin.Context) error {
auth := c.GetHeader("Authorization")
if auth == "" : nil s
parts := strings.Split(auth, "Bearer")
if len(parts) != 2 : errors.New("authentication failed") s

auth = strings.TrimSpace(parts[1])
if auth == "" : errors.New("authentication required") s

sid, err := base64.StdEncoding.DecodeString(auth)
if err != nil : errors.Wrap(err, "invalid token")

c.Set("sessionId", sid)

return nil

Aidypappa 3.57. Authentication middleware

OAa 1a route handlers Tou HTTP server £€xouv TTapouola Jop@n, Kal 0 BAcikKOg Toug poAog
givar va dwoouv oT10 application 10 authentication context TTou xpeidletal yia va
QUBEVTIKOTTOINCEI TOV XPAOTN, KABWG Kal va petatpéWouv 1o aitnua HTTP o pia popon
oupBarr pe 1o application model, kair va emoTpéwel TNV avrioToixa cupPBath pe tov HTTP
server amavrnon otn dieTa@n xpAotn. MNapatiBetal TTapakdTw TTapddelyua Tng PeBodou
UpdateEntry, n otroia evnuepwvel Eva ouykekpipévo keystore entry.
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func (s *Server) UpdateEntry(c *gin.Context) {
sid := sessionlId(c)
keystoreld := c.Param("keystoreId")
entryId := c.Param("entryId")

var req generated.UpdateEntryRequest
err := c.ShouldBindJSON(&req)

if err 1= nil {
Error(c, http.StatusBadRequest)
return

}

e, err := s.app.UpdateEntry(sid, keystoreld, entryld,
application.UpdateEntryOptions{
Password: req.Password, Notes: req.Notes,
}s
)
if err 1= nil {
log.Error(err)
Error(c, http.StatusInternalServerError)

return
¥
c.JSON(http.StatusOK, generated.Entry{
Id: e.Id,
Wehsite: e.Website,
Username: e.Username,
Password: e.Password,
Notes: e.Notes,

Aidypappa 3.58. UpdateEntry route handler

3.1.9. Scheduler

‘Eva akéun component Tou backend Tng epappoyng TeAGTn cival o Scheduler, o 0TT0i0G £XEl
poAo va TpoypauuariCel emavalaupavoueva events. Autd eival 0 OUYXPOVIOUOG TwvV
keystores TOU XPAOTN MHE TOV ATTOUOKPUOMEVO server, Kal r TeEPIOdIKA avavéworn Tou
authentication token. H BIBAI0OBAKN gocron xpnoIYOTIOIEITAI YIO va OIEUKOAUVEI TOV OpIoHUO
TwV eTTavoAapBavouevwy events auTwy.
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type Scheduler struct {
app application.Application
remote *remote.Remote
sched *gocron.Scheduler
log *logger.Logger
}

func New(app application.Application, remote *remote.Remote) (*Scheduler, error) {
s := &Scheduler{
app: app,
remote: remote,
sched: gocron.NewScheduler(time.UTC),

log: logger.New( "scheduler", logger.DefaultColor),
}
_, err := s.sched.Every(10).Second().
StartAt(time.Now()).
Do(s.sync)
if err !=nil {
return nil, errors.Wrap(err, "failed to schedule sync")
¥

_, err = s.sched.Every(10).Minute().
StartAt(time.Now()).
Do(s.reauthenticate)
if err I= nil {
return nil, errors.Wrap(err, "failed to schedule silentAuth")

return s, nil

}

func (s *Scheduler) Start() error {
s.sched.StartAsync()

return nil

Aidypappa 3.59. Scheduler package

3.1.10. Main module

Ev TéAel, 6Aa Ta empépoug components NG eQappoyng TTEAGTN ocuvdEéovTal JETAEU TOUG HE
TNV TEXVIKN Tou dependency injection, péow Tou avtioTolxou main module Tou client. H
Baoik Tou AgitoupylkOTNTa €ival va KAvel parse 1a didgopa command-line interface (CLI)
flags kai va kavel instantiate To kd8e module pe Ta avdAoya options. Etriong, euBuvetal yia 10
graceful shutdown Twv components €dv n {NTNB<i o TEPUATIOPOG AEITOUPYIAg TNG EQAPHOYNAS
aTTd TOV XPNOoTN.
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func run() (cleanup func() error, err error) {
cfg := parseFlags()

err = createDataDir(cfg.DataDir)
if err !I= nil : nil, errors.WithMessage(err, "unable to create data directory”) s

logger.EnableDebug = true
enc := enclaverepo.New(cfg.DataDir)

rem, err := remote.New(
remote.WithAddress(cfg.RemoteAddress),
)

if err != nil : nil, errors.WithMessage(err, "unable to create remote repository") s

app := application.New(
application.wWithEnclave(enc),
application.WithRemote(rem),

sched, err := scheduler.New(app, rem)
if err != nil : nil, errors.WithMessage(err, "unable to create scheduler")
server := rest.NewServer(app, static)

err = sched.Start()
if err I= nil : nil, errors.WithMessage(err, "unable to start scheduler") s

err = server.Start(fmt.Sprintf(":#{cfg.Port}"))
if err !I= nil : nil, errors.WithMessage(err, "unable to start server") s

return func() error {
err = server.Stop()

if err != nil : errors.WithMessage(err, "unable to stop server") s

err = sched.Stop()
if err != nil : errors.WithMessage(err, "unable to stop scheduler") s

return nil
}, nil

Aidypappua 3.60. Y1ropouTiva run
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func main() {

cleanup, err := run()

if err 1= nil {
log.Error(err)
0s.Exit(1)
return

}

¢ := make(chan os.Signal, 1)

signal.Notify(c, os.Interrupt)
<-C

err = cleanup()

if err !=nil {
log.Error(err)
0s.Exit(1)
return

}

Ailgypappua 3.61. H cuvaptnon main

3.1.11. AigTra@n XpRoTn

H dieragr Xpriotn TG €apupoyng TTeAdTn dnuioupyrbnke XpnoIgoTTolvVTag To Svelte
framework, kai amorteAeital améd didgopa TypeScript modules Ta omoia opyavwvovTal o€
pages, components, stores kai helper libraries. BpiokeTal € 0AOKAAPOU OTO PAKEAO Ui EVTOG
TOU project.

v T ul
> node_modules library root
> = public
v | src
> api
b components
> B lib
> pages
> BB stores
@ App.svelte
@ AppRoute.svelte
iEmain.ts
[1d vite-env.d.ts
® .gitignore
index.html
[1 package. json
@ package-lock. json
README . md
@ svelte.config.js
i tsconfig.json
i tsconfig.node. json
vite.config.ts

Ailgypappua 3.62. Ul directory
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H epapuoyn xpnoigotroiei 1o built-in Svelte router yia navigation, kai 1o entrypoint Tng
atroteAeitTal amd Ta apxeia App.svelte kai AppRoute.svelte. Autd Ta components eAéyxouv
TNV KATAOTOON TOU enclave Kal Tng ouvdeong Tou XProTn, Kal Kavouv render TO avTioTOIXO
component avadAloya pe 10 authentication state. Ztnv TrepiTTTwon TTOU TO enclave dev €xel
apxikotroinBei, yivetalr render Tou OnboardingForm component, To oTT0i0 €MITPETTEI OTOV
XpAoTN va dnuioupynoel To enclave ue éva master password.

{#1f $authState !== undefined}
{#1f $authState === AuthState.Onboarding}
<OnboardingForm on:initialized={async () => {
await checkState()
Fr/=
{:else if $authState === AuthState.Signedout}
<LoginForm on:login={async () => {
awailt checkState()
Y =
{:else if $authState === AuthState.SignedIn}
<Main/>
{/1if}
{/if}

Aidypappa 3.63. Auth state conditional rendering

Myst

First time setup

Your data will be encrypted with a master password. The
security of your secrets will depend on its complexity.
Choose one wisely and make sure you remember it.

Create

Aidypappua 3.64. Onboarding form

Edv 0 xproTtng éxel TTponyouuévwg apyxIikotroifoel To enclave, 161e u@avifetal To LoginForm
component, 0To OTT0i0 0 XPAOTNG MTTOPEI va cuvdeBEei XpnolyoTrolwvTag To master password
TTou €ixe eMAEEEl kaTd T diadikagia Tou onboarding.
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Myst

Use your master password to access your secrets.

Unlock

Aidypappa 3.65. Login form

E@doov o xpriotng siodyel To master password emiTuxwg, T0TE Yivetal “Unlock” Tou enclave,
Kal eg@avifeTal N KEVTPIKI 004vn TNG epapUoyng, Kal CUYKEKpIUEVa yiveTal rendere Tou Main
component. & auté 10 component gu@avifetal éva sidebar pe TN Aiota Twv keystores Tou
XPNOTN KOl KATTOIEG AETTTOUEPEIEG OXETIKEG PE TOV OUYXPOVIONO, 6TTWG To user status kai Ta
invitations TOoUu XpPrOTN, KOBWCS Kai n Aiota ammd Ta entries Tou TTpwToU keystore TToOU
ePavicetal oto sidebar. ATTo ekei kKal TTépa 0 XpNOTNG PTTOPEI va dnuIoupynRcEl Kaivoupyia
keystores, va mpocBéoel, emegepyaoTei | dlaypawel entries evog keystore, kai €dv €xel
onuioupynaoel évav online Aoyaplaopod, va polpaoTei keystores ammd 1n cuAloyr Tou e
GANOUG XpNOTEG.

Akéun, atnv TEPITITWON TToU Yivel avavéwon Tou browser tab kard tnv TTepiiynon, TOTE
yiveTal autopatn atmoouvdeon ato To backend Tou client, kal o XpoTng TTPETTEI va EI0AYEI €K
véou 10 master password yia va cuvoeBei. TEAOG, 0 XproTng KTTopEi va gival ouvdedeuévog
a1rd TTOANATTAG SI0QOPETIKA tabs, xwpi¢ katTolo TTPORANUa diapBopdg Twy dEBOUEVWY TOU,
MIag kal OAa Ta operations oTo application TpooTaTtevovTal Ye Eva mutex.
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Myst Create Entry  Share Keystore  Delete Keystore google.com Edit  Delete

mygoogleaccount@gmail.com

KEYSTORES google.com

Personal google.com

github.com
Family

Work mygoogleaccount@gmail.com
FX*v&KI+Mx%wUeJX

some very helpful custom notes.

SYNC

Invitations

Signed in as rdn

Aldypappa 3.66. Main component

Katd 1n diadikacia diapoipacuou evég keystore, ol 800 xproTeg HTTopoUV va eTTIRERAILOOUV
TNV EYKUPOTNTA TWV KAEIDIWV KPUTITOYPAPNONG ouykpivovTag Ta “hashicons”, Ta otroia gival
€Ikovidla TTou gu@avifovtal OTav 0 EKACTOTE XPOoTNG ETTIAEEEI va aTTodEXOET 1) OPIOTIKOTTOINTEI
éva invitation. Ta hashicons Paoifovral otov aAyépilBuo The Drunken Bishop [39],
atroteAouvTal atrd pia SVG eikéva, Kal avTiTpoowTTeUouv éva OTITIKA avayvwpioiuo hash
€VOG KAEIBIOU KPUTTTOYPA®NONG. XPNOIUOTTIOIWVTAG T, Ol XPAOTEG PTTOPOUV WE Hia PaTid va
BeRaiwBoUlV TTWG TO HUCTIKG KAEIDI €ival EyKUPO TTPIV TTPOXWPICOUV.

OUTGOING INVITATIONS

‘ ot Verify Delete
abcd

INCOMING INVITATIONS

Work
‘ 1

Aidypappa 3.67. Incoming/outgoing invitations
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Aidypappua 3.68. Hashicon of shared secret

R o Are you sure you want to verify this invitation?
Make sure the identity icons on both yours and the inviter's
side are the same. Make sure the invitee's identity icon below matches the one

on their side, and then proceed to verify.

dnt's identity:
abced's identity:

Cancel Verify

Cancel Verify

Aidypappua 3.69. Hashicon verification

3.2. Epappoyn E§utrnpeTnTtA

H e@apuoyn €gutrnpetntr], opoiwg pe TOo backend Tng e@apuoyng TTeAdTn, agopd oTn
dlaxeipion Twv ovtothTwy keystores, invitations kai users. O1 Baoikég AsiToupyieg TG €ival n
QUBEVTIKOTTOINGN TWV XPNOTWYV € éva KEVTPIKO UTTOAOYIOTIKO OUCTNUA, KAl N ETTITEUEN €VOG
KOIvoU KaVOAIOU ETTIKOIVWVIOG avApeoa O XPAOTEG, TTPOKEINEVOU va gival duvatodg OTn
ouvéxela o diapoipacudg Twy keystores avaueod Toug.

3.2.1. Domain

To domain Tng e@apupoyng €EutrnpeTnT amoteAeital amd TI¢ douéc User, Keystore, kai
Invitation. H dounl User avTimtpoowtrelel évav XPAOTN TOU CUCTANATOG, Kal TTEPIEXEI TTEDIA
OTTwg 10 username, 10 hash Tou KWdIKOU TTPdGRACNG, KABWG Kal TO dNUOCIO KAEIdi YE TO
0TT0i0 0 XPHOTNG dNIoUPYNOE TOV AOYAPIACHO TOU.
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type User struct {
Id string
Username string
PasswordHash string
PublicKey [Ibyte
CreatedAt time.Time
UpdatedAt time.Time

Aidypappua 3.70. User struct

AkoAoUBwg, n doun Keystore TrepikAeicl Ta dedopéva Tou KABe keystore TTou emMITPETTOUV TOV
OUYXPOVIONO TOUug, OTTWG TO OVOUd, TNV QVTIOTOIXION ME TOV KATOXO Tou keystore, kal 1O
KpuTrtoypagnuévo payload Tou keystore.

type Keystore struct {
Id string
Name string
Payload [Ibyte
OwnerId string
CreatedAt time.Time
UpdatedAt time.Time

2

Aiaypaupa 3.71. Keystore struct

TéNog, n dopn Invitation TTepPIEXEl TNV KATAOTAON MIOG TTPOOKANONG aAtmo €vav XpnoTn o€
KATTOIOV GAAO TTPOKEIMEVOU VA OTTOKTAOEl O TIPOOKEKANMEVOS XPHOTNG TTIPOCRacn OTo
keystore.

type Invitation struct {

Id string
Keystoreld string
InviterId string
Inviteeld string
EncryptedKeystoreKey []byte
Status Status
CreatedAt time.Time
UpdatedAt time.Time
DeletedAt time.Time
DeclinedAt time.Time
AcceptedAt time.Time
CancelledAt time.Time
FinalizedAt time.Time

Aidypappa 3.72. Aoun Invitation
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3.2.2. Application

H e@apuoyy Tou server oOXeTiCeTal Kupiwg pe Tn Snuioupyia Kal auBevTIKOTIoOINON Twv
XpnoTwyv, Tn diaxeipion Twv keystores (dnuioupyia, evnuépwan), KABWG Kal TNV aTTOKTNON
read-only TTpdoacng OToug XPROTEG TTOU €XxOoUv OAoKANpwOoel To invitation process. To API
surface TNG eQapuoyng atreikovideTal oTo TTapakdTw interface.

type Application interface {
CreateUser(username, password string, publicKey []byte) (user.User, error)
AuthenticateUser(username, password string) (user.User, error)
User(id string) (user.User, error)
UserByUsername(username string) (user.User, error)

CreateKeystore(name, ownerId string, payload []byte) (keystore.Keystore, error)

Keystore(id string) (keystore.Keystore, error)

UserKeystore(userId, keystoreIld string) (keystore.Keystore, error)

Keystores() ([]keystore.Keystore, error)

UpdateKeystore(userId, keystoreld string, opts UpdateKeystoreOptions) (keystore.Keystore, error)
DeleteKeystore(userId, keystoreld string) error

UserKeystores(userId string) ([Jkeystore.Keystore, error)

CreateInvitation(keystoreId, inviterId, inviteeUsername string) (invitation.Invitation, error)
AcceptInvitation(userId, invitationId string) (invitation.Invitation, error)
DeleteInvitation(userId, invitationId string) (invitation.Invitation, error)
FinalizeInvitation(usrId, invId string, encKeystoreKey []byte) (invitation.Invitation, error)
UserInvitation(userId, invitationId string) (invitation.Invitation, error)
UserInvitations(userId string, opts UserInvitationsOptions) ([Jinvitation.Invitation, error)

Alaypappa 3.73. Interface e@apuoyAg eEUTTNPETNTNA

O1 amaitioelic TnG epapuoyng armotedolvTal amd Tpia data repositories, €va yia kd&Be
ovToTNnTa.
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type InvitationRepository interface {
Createlnvitation(invitation.Invitation) (invitation.Invitation, error)
Invitation(id string) (invitation.Invitation, error)
UpdateInvitation(invitation.Invitation) (invitation.Invitation, error)
DeleteInvitation(id string) error
Invitations() ([J]invitation.Invitation, error)

type KeystoreRepository interface {
CreateKeystore(keystore.Keystore) (keystore.Keystore, error)
Keystore(id string) (keystore.Keystore, error)
UpdateKeystore(k keystore.Keystore) (keystore.Keystore, error)
DeleteKeystore(id string) error
Keystores() ([]keystore.Keystore, error)

type UserRepository interface {
CreateUser(user.User) (user.User, error)
User(id string) (user.User, error)
UserByUsername(username string) (user.User, error)
UpdateUser(user.User) (user.User, error)
Users() ([Juser.User, error)

Aidypappa 3.74. Application Repositories

ZeKIVWVTOG pE TNV uAotroinon Tou Application interface, n ouvaptnon mou Ba kAnBei yia
TpwTn Qopd tival n CreateUser, n otmoia epdoov eival diaBéoiyo 1o username, Ba TTpofei
oTn dnuioupyia Tou Aoyapiacpuou Tou XpHoTh. ATTO Tov KwOIKG Tou XpAOoTN uttoloyileTal £va
hash xpnoigommoiwvTtag pia one-way hashing ouvdaptnon, €101 WoTe va eivalr duvaTth n
QAUBEVTIKOTTOINON TOU XPAOTN OE ETTOUEVEG ETTIOKEWEIG TOU.

func (app *application) CreatelUser(username, password string, publicKey []byte) (user.User, error) {

if username == "" : user.User{}, ErrInvalidUsername s

if password == "" : user.User{}, ErrInvalidPassword s

hash, err := crypto.HashPassword(password)

if err != nil : user.User{}, errors.WithMessage(err, "failed to hash password") s

// make sure username is not taken

users, err := app.users.Users()
if err !'= nil : user.User{}, errors.WithMessage(err, "failed to get users") s
for _, u := range users {
if u.Username == username : user.User{}, ErrUsernameTaken s
I3
u, err := app.users.CreatelUser(user.New(

user.WithUsername(username),
user.WithPasswordHash(hash),
user.WithPublicKey(publicKey),
))
if err != nil : user.User{}, errors.WithMessage(err, "failed to create user") s

return u, nil

Alaypappa 3.75. Zuvdaptnon CreateUser
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H ouvdaptnon AuthenticateUser utmopei va xpnoipoTtroinBei otn cuvéxXela yia va eTTIReRaItoEl
TNV auBevTIKOTNTA TWV SIATTIOTEUTNPIWY OUVOECNG TOU XPHOTN.

func (app *application) AuthenticateUser(username, password string) (user.User, error) {
u, err := app.users.UserByUsername(username)
if errors.Is(err, ErrUserNotFound) {
return user.User{}, ErrAuthenticationFailed
} else if err != nil {
return user.User{}, errors.WithMessage(err, "failed to get user by username")

]
ok, err := crypto.VerifyPassword(password, u.PasswordHash)
if err != nil : user.User{}, errors.WithMessage(err, "failed to verify password") s

if lok : user.User{}, ErrAuthenticationFailed

return u, nil

Aidypappa 3.76. Zuvdaptnon AuthenticateUser

‘Exoviag ouvdebei, o client 1Tou avTiTpoowTreUel Tov XPAOTN MTTOPEI aKOAOUBwWS va
diaxeipioTei Ta keystores Tou xprioTtn, dnAadn va aveBdaoel/dnuioupynoel (CreateKeystore),
evnuepwoel (UpdateKeystore), diaypdayer (DeleteKeystore) 1 avaktioel (UserKeystore) 1o
ekaoTote keystore. Etmiong mpoo@épeTtal n ouvdptnon UserKeystores, n otroia €moTpEQEl
OAa Ta keystores Tou XproTn.

func (app *application) CreateKeystore(
name, ownerId string, payload []byte) (keystore.Keystore, error) {

u, err := app.users.User(ownerld)
if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to get user") i
k := keystore.New(

keystore.withName(name),

keystore.WithOwnerId(u.Id),

keystore.wWithPayload(payload),
)

k, err = app.keystores.CreateKeystore(k)
if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to create keystore") s

return k, nil

Aldypaupa 3.77. Zuvéptnon CreateKeystore
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func (app *application) UpdateKeystore(
userId, keystoreld string, opts UpdateKeystoreOptions) (keystore.

Keystore,

error) {

k, err := app.keystores.Keystore(keystoreld)

if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to get keystore") s

// check to see if the user should be able to see this keystore
if k.OwnerId != userld {
invs, err := app.UserInvitations(
userld,
UserInvitationsOptions{Status: optional.Ref(invitation.Finalized)},
)
if err = nil {

return keystore.Keystore{}, errors.WithMessage(err, "failed to get user invitations")

var found bool
for _, inv := range invs {
if inv.Keystoreld == keystoreld {
found = true
break

if found : keystore.Keystore{}, ErrForbidden s else {
return keystore.Keystore{}, ErrKeystoreNotFound

// update the keystore's properties
if opts.Name != nil {
k.Name = *opts.Name

if opts.Payload != nil {
k.Payload = *opts.Payload

k, err = app.keystores.UpdateKeystore(k)
if err I= nil : keystore.Keystore{}, errors.WithMessage(err, "failed to update keystore")

return k, nil

Aigypaupa 3.78. Zuvaptnon UpdateKeystore
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func (app *applic
_, err := app
if err I= nil

k, err := app
if err != nil

// check to s
if k.OwnerlId
invs, err
userl
UserlI
)

if err !=
var found
for _, in
if in
f
h
H
b
if found
H
invs, err :=
if err = nil

// delete any
for _, inv :=

ation) DeleteKeystore(userId string, keystoreld string) error {
.users.User(userId)
: errors.WithMessage(err, "failed to get user") s

.keystores.Keystore(keystoreld)
: errors.WithMessage(err, "failed to get keystore")

ee if the user should be able to delete this keystore
I= userld {
:= app.UserInvitations(
dr
nvitationsOptions{Status: optional.Ref(invitation.Finalized)},

nil : errors.WithMessage(err, "failed to get user invitations") s

bool
v := range invs {
v.Keystoreld == keystoreld {
ound = true

reak

: ErrForbidden s else : ErrKeystoreNotFound s
app.invitations.Invitations()
: errors.WithMessage(err, "failed to get invitations") s

associated invitations
range invs {

if inv.Keystoreld == keystoreld {

err =
if er

err = app.key
if err != nil

return nil

app.invitations.DeleteInvitation(inv.Id)
r !'=nil : errors.WithMessage(err, "failed to delete invitation") s

stores.DeleteKeystore(keystoreld)
: errors.WithMessage(err, "failed to delete keystore") s

Nidypappa 3.79. Zuvdptnon DeleteKeystore
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func (app *application) UserKeystore(userld, keystoreld string) (keystore.Keystore, error) {
k, err := app.keystores.Keystore(keystoreld)
if err != nil : keystore.Keystore{}, errors.WithMessage(err, "failed to get keystore") s

// check to see if the user should be able to see this keystore
if k.OwnerId != userId {
invs, err := app.UserInvitations(

userld,
UserInvitationsOptions{Status: optional.Ref(invitation.Finalized)},

)
if err 1= nil {
return keystore.Keystore{}, errors.WithMessage(err, "failed to get user invitations")

var found bool
for _, inv := range invs {
if inv.Keystoreld == keystoreld {
found = true
break

if found : k, nil s else : keystore.Keystore{}, ErrkKeystoreNotFound

return k, nil

Ailgypaupa 3.80. Zuvaptnon UserKeystore

func (app *application) UserKeystores(userId string) ([]keystore.Keystore, error) {
u, err := app.users.User(userld)
if err != nil : nil, errors.WithMessage(err, "failed to get user")

invs, err := app.UserInvitations(
u.Id,
UserInvitationsOptions{Status: optional.Ref(invitation.Finalized)},

)
if err != nil : nil, errors.WithMessage(err, "failed to get user invitations")

keystores := [Jkeystore.Keystore{}

for _, inv := range invs {
k, err := app.keystores.Keystore(inv.Keystoreld)
if err != nil : nil, errors.WithMessage(err, "failed to get keystore")

keystores = append(keystores, k)

return keystores, nil

Alaypappa 3.81. Zuvaptnon UserKeystores

EmmpdoBeta, mTapéxovral ol cuvaptioelg Keystore kair Keystores, tmpokeiyévou va eivai
duvati n avaktnon €vog 1 6Awv Twv keystores avrtioToixa, Xwpig TNV €¢ouclodoTnon
KATTOIOU OUYKEKPIPEVOU XPAOTN.
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func (app *application) Keystore(keystoreld string) (keystore.Keystore, error) {
k, err := app.keystores.Keystore(keystoreld)
if err 1= nil : keystore.Keystore{}, errors.WithMessage(err, "failed to get keystore") s

return k, nil

Aidypappa 3.82. Zuvaptnon Keystore

func (app *application) Keystores() ([]keystore.Keystore, error) {
ks, err := app.keystores.Keystores()
if err !'= nil : nil, errors.WithMessage(err, "failed to get keystores") s

return ks, nil

Aldypappa 3.83. Zuvaptnon Keystores

AKOuN, N €@apuoyn €guttnpetnt) Ol0B£TEl CUVOPTACEIS TTOU EMITPETTOUV T dnuioupyia
invitations yia éva keystore amd €évav xpAotn Tpog kdatoilov AdAAo (Createlnvitation),
ouvapTtnoeic YETAROANG TNG KaTdoTaong Tou invitation 4 diaypagnc Tou (Acceptlinvitation,
Finalizelnvitation, Deletelnvitation) aAA& ka1 cuvapTtoelg yia TNV avaktnon OAwv 1 evog
OuyKeKkpIuévou invitation atrd Tnv OTITIKA ywvia Tou EKAOTOTE OUVOEDENEVOU XPNOTN.

H ouvdptnon Createlnvitation, epdoov yivel éAeyxog eykupdTnTAG TOU AITAUATOG dnIoupyiag,
OTTWG €AgyXOC VIa Ta JIKAIWMPATA TOU XPrOTn KAl TNG aTToUCiag UTTApXoucag TTPOCKANONG
TTOU aQPOpd OTOUG OUYKEKPINEVOUG XPHOTES yia auTd TO keystore, Trpofaivel otn dnuioupyia
Tou invitation.
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func (app *application) CreatelInvitation(
keystorelId, inviterId, inviteeUsername string) (invitation.Invitation, error) {
inviter, err := app.users.User(inviterId)
if errors.Is(err, ErrUserNotFound) {
return invitation.Invitation{}, ErrInviterNotFound
¥} else if err != nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to get inviter by id")

k, err := app.keystores.Keystore(keystoreld)
if err 1= nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to get keystore by id")

if k.OwnerId != inviter.Id : invitation.Invitation{}, ErrForbidden s

invitee, err := app.users.UserByUsername(inviteeUsername)
if errors.Is(err, ErrUserNotFound) {
return invitation.Invitation{}, ErrInviteeNotFound
} else if err != nil {
return invitation.Invitation{}, errors.withMessage(err, "failed to get invitee by username")

¥
if inviter.Id == invitee.Id {
return invitation.Invitation{}, ErrInvalidInvitee
¥
invs, err := app.invitations.Invitations()
if err 1= nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to get invitations")
¥
for _, inv := range invs {
if inv.InviterId == inviter.Id && inv.Inviteeld == invitee.Id && inv.Keystoreld == k.Id {
return invitation.Invitation{}, ErrForbidden
I
¥
inv := invitation.New(

invitation.WithKeystoreId(k.Id),
invitation.WithInviterId(inviter.Id),
invitation.WithInviteelId(invitee.Id),

inv, err = app.invitations.CreateInvitation(inv)
if err 1= nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to create invitation")

return inv, nil

Aidypappa 3.84. Zuvdptnon Createlnvitation

E@bdoov To invitation €xel dnuioupynBei, o invitee ptropei va 1o atr0dEXOEI XPNOIUOTTOILVTOG
™ ouvdptnon Acceptinvitation. Me Tnv KAAon Tng ammd Tov owWOoTd XPAOoTN, To state Tou
invitation aAAGCel otnv TIPA “accepted”.
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func (app *application) AcceptInvitation(
userId string, invitationId string) (invitation.Invitation, error) {

inv, err := app.UserInvitation(userId, invitationId)
if err != nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to get user invitation")
}
if userId != inv.Inviteeld : invitation.Invitation{}, ErrForbidden
if inv.Status != invitation.Pending : invitation.Invitation{}, ErrForbidden i

inv.Status = invitation.Accepted
inv.AcceptedAt = time.Now()

inv, err = app.invitations.UpdateInvitation(inv)
if err I= nil {
return invitation.Invitation{}, errors.WithMessage(err, "failed to update invitation")

return inv, nil

Aidypappa 3.85. Zuvdptnon Acceptinvitation

O dnuioupydg Tou invitation ptropei akoAouBwg va oAokAnpwaoel Tn d1adiKacia KAAWVTAG TN
ouvdptnon  Finalizelnvitation. H  ouvdpmon auti O&éxetal  wg  6piIcPa TO
encryptedKeystoreKey, tmou eival éva KAeIdi TTou TTpoo@épel TTpooPaon oTo keystore, 10
OTT0iI0 OUWG €ival TO D10 KPUTTTOYpaPNUEVO aATTO ToV dnuIoupyd Tou invitation, pe éva KA1
CUPQWVNPEVO JE TOV TTAPAANTITN.

func (app *application) FinalizeInvitation(
userld, invitationId string, encryptedKeystoreKey []byte) (invitation.Invitation, error) {

inv, err := app.invitations.Invitation(invitationId)
if err I= nil {
return invitation.Invitation{}, errors.withMessage(err, "failed to get invitation")
¥
if userId != inv.InviterId && userId != inv.Inviteeld {
return invitation.Invitation{}, ErrInvitationNotFound
¥
if userId != inv.InviterId : invitation.Invitation{}, ErrForbidden s

if linv.Accepted() : invitation.Invitation{}, ErrForbidden s
inv.EncryptedKeystoreKey = encryptedKeystoreKey

inv.Status = invitation.Finalized

inv.FinalizedAt = time.Now()

inv, err = app.invitations.Updatelnvitation(inv)

if err != nil {
return invitation.Invitation{}, errors.withMessage(err, "failed to update invitation")

return inv, nil

Aidypappa 3.86. Zuvdaptnon Finalizelnvitation
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Omroloodnmote XpAoTng ava Trdoa oTIyh PTTopeil va akupwoel T diadikacia auTh
xpnoigotroiwvtag TN ouvaptnon Deletelnvitation, €dv dev embBupei va amodexBei Tnv
TPOoKANoN N av Tapatnernoel Kam Tapdéevo, yia TTOPAdelyua OTnv TTEQITITWON MIOG
emiBeong Man-In-The-Middle. H ouvaptnon Deletelnvitation, avGAoya pe Tnv Kat@oTaon NG
TTPAOKANONG Kal TOV XPAOTN TTOU TNV KAAEOE, €iTE AKUPWVEL, i OTTOPPITITEL, 1 dlaypA@el TNV
TTPOCKANON.

func (app *application) DeleteInvitation(
userId, invitationId string) (invitation.Invitation, error) {

inv, err := app.invitations.Invitation(invitationId)
if err 1= nil {

return invitation.Invitation{}, errors.withMessage(err, "failed to get invitation")
}
if userId != inv.InviterId && userId != inv.Inviteeld {

return invitation.Invitation{}, ErrInvitationNotFound
}
if userId == inv.InviterId {

inv, err = app.deleteOrCancellnvitation(inv)

if err !=nil {

return invitation.Invitation{}, errors.withMessage(err,
"failed to delete or cancel invitation")

}
} else if userId == inv.InviteeId {

inv, err = app.declinelnvitation(inv)

if err 1= nil {

return invitation.Invitation{}, errors.withMessage(err,
"failed to decline invitation")

}

}

return inv, nil

Aidypappa 3.87. Zuvdptnon Deletelnvitation
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func (app *application) deleteOrCancelInvitation(inv invitation.Invitation,
) (invitation.Invitation, error) {
if inv.Pending() {
inv.Status = invitation.Deleted
inv.DeletedAt = time.Now()
} else if inv.Accepted() {
inv.Status = invitation.Cancelled
inv.CancelledAt = time.Now()
} else : invitation.Invitation{}, ErrForbidden s

var err error
inv, err = app.invitations.UpdateInvitation(inv)
if err 1= nil {

return invitation.Invitation{}, errors.withMessage(err, "failed to update invitation")

¥

return inv, nil

i

func (app *application) declinelInvitation(inv invitation.Invitation) (invitation.Invitation, error) {
if !inv.Pending() : invitation.Invitation{}, ErrForbidden s

inv.Status = invitation.Declined
inv.DeclinedAt = time.Now()

var err error
inv, err = app.invitations.UpdateInvitation(inv)
if err 1= nil {

return invitation.Invitation{}, errors.WithMessage(err, "failed to update invitation")

¥

return inv, nil

Aidypappa 3.88. Ymopouriveg deleteOrCancellnvitation kai declinelnvitation

Me T1o finalization Tou invitation, o invitee TAéov pmopei va avakThoel To keystore
XPNOoIJoTTOIVTAG TN ouvdptnon Keystores TTou ava@EpBnke vwpitepa.

3.2.3. HTTP REST Server

OAeg o1 Aeitoupyieg Tou server gival Tpoofdoiueg Xpnoiyotroiwvtag o HTTP REST API Tou
server module. To API auté, opoiwg pe To HTTP API tou client, xpnoipotroiei 1o Gin web
framework yia Tov opiopd Twv emuépoug routes aAAd kai middleware yia logging, panic
recovery kal auBevtikotroinon. lMNa Tnv TAuTOTIOIiNCN TWV XPNOTWYV XpenoiuotroiotvTal JSON
Web Tokens (JWT), Ta omoia KwdIKOTToloUV TNV TautdTnTa TOU XPHoTn Kal “‘uttoypd@ovTal’
XPNOIYOTTOIVTAG €va KAEIdi TTou yvwpilel JOvo O server, PE OKOTTO ThV MEANOVTIKA
€MAANBeUCN TNG TAUTOTNTAG TOU XPAOTN.
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func NewServer(app application.Application, jwtSigningKey []byte) *Server {

s := &Serverq{

app: app,
jwtSigningKey: jwtSigningKey,

// Set gin mode
gin.SetMode(gin.DebugMode)

gin.DefaultWriter = io.Discard
gin.DefaultErrorWriter = io.Discard

r := gin.New()
s.Engine = r

// Do not redirect folders to trailing slash
r.RedirectTrailingSlash = true
r.RedirectFixedPath = true

// Custom PrintRouteFunc
gin.DebugPrintRouteFunc = printRoutes

=

.Use(recoveryMiddleware)
.Use(loggerMiddleware)
r.NoRoute(noRouteMiddleware)

=

r.GET("/", func(c *gin.Context) {
c.String(http.StatusoK, ":)")
1)

s.initRoutes()

return s

Ailaypappa 3.89. HTTP Server constructor
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func (s
apti

api

})

apti.
apti.

sec
sec

sec

sec
sec
sec
sec
sec

sec
sec
sec
sec
sec
sec

*Server) initRoutes() {
i= s.Group("/api")

.GET("/health", func(c *gin.Context) {

¢c.JSON(http.StatusOK, map[stringlany{
"status": "healthy",
1)

POST("/auth/login", s.Login)
POST( "/auth/register", s.Register)

:= apil.Group("/")

.Use(s.authenticationMiddleware( ))
.GET("/user", s.UserByUsername)

.POST("/keystores", s.CreateKeystore)
.GET("/keystore/:keystoreId", s.Keystore)
.PATCH("/keystore/:keystoreId", s.UpdateKeystore)
.DELETE( "/keystore/:keystoreId", s.DeleteKeystore)
.GET("/keystores", s.Keystores)

.POST("/keystore/:keystoreId/invitations", s.CreateInvitation)
.GET("/invitation/:invitationId”, s.Invitation)
.PATCH("/invitation/:invitationId", s.AcceptInvitation)
.POST("/invitation/:invitationId", s.FinalizeInvitation)
.DELETE("/invitation/:invitationId", s.Deletelnvitation)
.GET("/invitations", s.Invitations)

Aidypappa 3.90. Ytropourtiva initRoutes

3.2.4. Main module

21N ouvapTtnon main yiveral parse Twv CLI flags Tou server, 6mmwg 10 JWT signing key,
database credentials, kaBwg kai To HTTP port. ETiong yivetal inject Twv domain entity
repositories, kal n apxikotroinon Tou idiou Tou application kai Tou HTTP server.
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func run() (cleanup func() error, err error) {
cfg := parseFlags()

jwtSigningKey, err := base64.StdEncoding.DecodeString(cfg.JWTSigningKey)
if err != nil : nil, errors.Wrap(err, "could not decode jwt signing key") s

logger.EnableDebug = true

repo, err := mongorepo.New(cfg.MongoAddress, cfg.MongoDatahase)

if err != nil : nil, errors.WithMessage(err,

app := application.New(
application.WithKeystoreRepository(repo),
application.wWithUserRepository(repo),

"could not create mongo repository")

application.WithInvitationRepository(repo),

server := rest.NewServer(app, jwtSigningKey)

err = server.Start(":8080")
if err != nil : nil, errors.WithMessage(err,

return func() error {

"could not start server")

err := server.Stop()
if err != nil : errors.WithMessage(err, "could not stop server") s
return nil

}, nil

Aldypauua 3.91. Main module
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4. Testing Infrastructure

Mpokelyévou va yivel o ypryopn n uAotroinon véwv Asitoupylwv Kal n empeRaiwon Twg
Oev €£XEl ETINPEQCTEI N AEITOUPYIKOTNTA UTTAPXOVTWY, OnuioupyRBbnke pia couita pe tests
evotroinong (integration test suite). H ocuykekpipévn oouita atroteAsital amd cuvapTAoEIG TTOU
onuioupyouv TTOAAATTAG runtime instances Tou client kal €va Tou server, €101 WOTE va gival
duvartn n ouyypaer tests Ta OTTOI0 TTPOCOMOIWVOUV EVEPYEIEG TTOAAATTAWY XPNOTWY EVAVTIOG
Tou server. [Na TNV Cuyypa®r TNG oouitag kal Twy tests xpnoigotroindnke 1o built-in testing
TTakéTo TNG PIBAI0BRAKNG TNG Go o€ cuvduacud e 1o helper library gotest.tools/assert.
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func New(t *testing.T) *Suite {
t.Parallel()

ctx, cancel := context.WithTimeout(context.Background(), 30*time.Second)
logger.EnableDebug = true

ports, err := freeport.GetFreePorts(4)
assert.NilError(t, err)

addrs := lo.Map(ports, func(port int, _ int) string {
return fmt.Sprintf("127.0.0.1:#{port}")
})

var server *Server
var clientl, client2, client3 *Client

server = newServer(t, addrs[0])

clientl = newClient(t, addrs[0], addrs[1])
client2 = newClient(t, addrs[0], addrs[2])
client3 = newClient(t, addrs[0], addrs[3])

server.start(t)

clientl.start(t)
client2.start(t)
client3.start(t)

t.Cleanup(func() {
cancel()

clientl.stop(t)
client2.stop(t)
client3.stop(t)

server.stop(t)

}

return &Suite{
Ctx: ctx,
Server: server,
Clientl: clienti1,
Client2: client2,
Client3: client3,

Aldypappa 4.1. Integration tests suite

XpNOoIPOTIOIWVTAG TN CUYKEKPIYEVN oouita, dnuioupyndnkav didgopa tests, yia TTapadelypa
tests yia Tnv auBevTikoTTOINON TWV XPNOTWY, Yia Ta invitations avaueoa o€ XpHoTeg, KABWG
Kal yia Tn dnuioupyia keystores kal Tov guyXpoviouo Toug.
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TestKeystoreSync(t *testing.T)
TestAuthentication(t #*testing.T)
TestKeystores(t *testing.T)
TestInvitationCreate(t *testing.T)
TestInvitationDelete(t *testing.T)
TestInvitationDecline(t *testing.T)
TestInvitationAccept(t *testing.T)
TestInvitationFinalize(t *testing.T)

Aldypappa 4.2. Integration tests

OAa 10 tests dnuioupyrnbnkav xpnoigotroiwvtag 1o AAA pattern (Arrange-Act-Assert), kai
TepIAaPBAvouv TNV apxikotroinon Tou TePIBAAAOVTOG (arrange), Tnv €KTEAEOn udiag n
TEPIOTOTEPWYV EVEPYEIWV (act) kal Tov €AeyX0 TNG KATACTAONG TWV EQapUoywY (assert).

H BaoikA AciroupyikdTnTa TNG £@appoyng civar n diaxeipion Twv keystores Tou xpriotn. H
ouvdpTtnon TestKeystores eAyxel TNV ASITOUPYIKOTNTA TWV dIAQOPWY CUVAPTIOEWV Ol OTTOIEG
oxetiovtar pe Tn dnuioupyia, evnuépwon (TTpooBAkn kai emeepyacia amd entries) Kai
olaypa@n Twv keystores.
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func TestKeystores(t *testing.T) {
s := suite.New(t)

slid, err := s.Clientl.App.Initialize(s.Clientl.MasterPassword)
assert.NilError(t, err)
s.Client1.SessionId = siid

t.Run("keystoreswithKeys are empty", func(t *testing.T) {...})

keystoreName := strings.TrimSpace(s.Random(t))
var keystoreld string

t.Run("keystore created", func(t *testing.T) {
res, err := s.Clientl.Client.CreateKeystoreWithResponse(s.Ctx,
generated.CreateKeystorelJSONRequestBody{Name: keystoreName},
)
assert.NilError(t, err)
assert.Assert(t, res.JSON201 != nil)
assert.Equal(t, res.JSON2@1.Name, keystoreName)

keystoreld = (*res.JSON201).Id
})

t.Run("keystore can be queried", func(t *testing.T) {...})

t.Run("keystoreswWithKeys contain created keystore", func(t *testing.T) {...})

website := s.Random(t)
username := s.Random(t)
password := s.Random(t)
notes := s.Random(t)

var entryId string

t.Run("Entry created", func(t *testing.T) {
res, err := s.Clientl.Client.CreateEntryWithResponse(s.Ctx, keystoreld,
generated.CreateEntry]lSONRequestBodyq{
Website: website, Username: username, Password: password, Notes: notes,

H
)
assert.NilError(t, err)
assert.Assert(t, res.JSON201 != nil)
assert.Equal(t, res.JSON201.Website, website)
assert.Equal(t, res.JSON2@1.Username, username)
assert.Equal(t, res.JSON2@1.Password, password)
assert.Equal(t, res.JSON201.Notes, notes)

entryld = (*res.JSON201).Id
1)

t.Run("Entry can be queried", func(t *testing.T) {...})
t.Run("Entry can be updated", func(t *testing.T) {...})
t.Run({"Entry can be deleted", func(t *testing.T) {...})

t.Run("keystore can be deleted", func(t *testing.T) {...})

Aldypappa 4.3. Zuvaptnon TestKeystores

2XETIKA pe TO authentication kai yevikd Tnv AeiroupylkOTnTa Pe 70 cloud, uhoTroiBnke n test
ouvaptnon TestAuthentication, otnv otoia yiverail initialization Tou keystore, kai akoAoUBwg
registration Tou xpriomn.
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func TestAuthentication(t *testing.T) {
s := suite.New(t)

sessionld, err := s.Clientl.App.Initialize(s.Clientl.MasterPassword)
assert.NilError(t, err)

_, err = s.Clientl.App.Register(sessionld, s.Clientl.Username, s.Clientl.Password)
assert.NilError(t, err)

u, err := s.Clientl.App.CurrentUser(sessionId)
assert.NilError(t, err)
assert.Equal(t, u.Username, s.Clientl.Username)

Aidypappua 4.4. Authentication test
MNa T1a invitations uAotmoiBnkav tests mou eAéyxouv OAo To lifecycle evdg invitation. Mo
ouykekpiuéva, uAlomroibnkav Ta  tests  TestlnvitationCreate, TestlnvitationDelete,
TestInvitationDecline, TestInvitationAccept kai TestlnvitationFinalize.
>1n ouvdptnon TestlnvitationCreate dnuioupyouvtal duo clients, kal o €évag amd Toug dUo

onuioupyei éva keystore kal auéowg PETA dnuioupyei Eva invitation Tpog Tov dAAO XpAOTN.
2Tn ouvéxela yiveTal EAeyXog yia Ta SIKAIWPATA TTPOCRacNG Tou KABE xprioTn.
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func TestInvitationCreate(t *testing.T) {
s := suite.New(t)

sessionld, err := s.Clientl.App.Initialize(s.Clientl.MasterPassword)
assert.NilError(t, err)
s.Clientl.SessionId = sessionld

_, err = s.Clientl.App.Register(sessionld, s.Clientl.Username, s.Clientl.Password)
assert.NilError(t, err)

session2Id, err := s.Client2.App.Initialize(s.Client2.MasterPassword)
assert.NilError(t, err)
s.Client2.SessionId = session2Id

_, err = s.Client2.App.Register(session2Id, s.Client2.Username, s.Client2.Password)
assert.NilError(t, err)

session3Id, err := s.Client3.App.Initialize(s.Client3.MasterPassword)
assert.NilError(t, err)
s.Client3.SessionId = session3Id

_, err = s.Client3.App.Register(session3Id, s.Client3.Username, s.Client3.Password)
assert.NilError(t, err)

keystore := s.CreateKeystore(t)

var invitationId string
t.Run("Invitation is created", func(t *testing.T) {
res, err := s.Clientl.Client.CreateInvitationwithResponse(s.Ctx,
keystore.Id,
generated.CreateInvitationJSONRequestBodyq
Invitee: s.Client2.Username,
},
)
assert.NilError(t, err)
assert.Assert(t, res.JSON201 != nil)

invitationId = res.JSON201.Id
})

t.Run("The inviter has access to the invitation", func(t *testing.T) {...})
t.Run("The invitee has access to the invitation", func(t *testing.T) {...})

t.Run("Another user doesn't have access to the invitation", func(t *testing.T) {...})

Aildypappua 4.5. Zuvaptnon TestinvitationCreate

210 test TestIinvitationDelete dnuioupyeital pe TTapdpoio 1pdéTTO £va invitation, To 01100 dPWG
dlaypdaeTal TIPIV UTTOPECEI va Yivel accept atrd Tov invited xpAoTn.
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func TestInvitationDelete(t *testing.T) {
s := suite.New(t)

slid, err := s.Clientl.App.Initialize(s.Clientl.MasterPassword)
assert.NilError(t, err)
s.Clientl.SessionId = siid

_, err = s.Clientl.App.Register(slid, s.Clientl.Username, s.Clientl.Password)
assert.NilError(t, err)

s2id, err := s.Client2.App.Initialize(s.Client2.MasterPassword)
assert.NilError(t, err)
s.Client2.SessionId = s2id

_, err = s.Client2.App.Register(s2id, s.Client2.Username, s.Client2.Password)
assert.NilError(t, err)

keystore := s.CreateKeystore(t)
invitationld := s.CreateInvitation(t, keystore.Id)

t.Run("The inviter deletes the invitation", func(t *testing.T) {

res, err := s.Clientl.Client.DeclineOrCancelInvitationWithResponse(
s.Ctx, invitationId,

)

assert.NilError(t, err)

assert.Assert(t, res.JSON200 != nil)

assert.Equal(t, res.J]SON200.Status, generated.Deleted)

assert.Assert(t, res.]SON200.DeletedAt != time.Time{})

)

t.Run("0Only the inviter has access to the deleted invitation", func(t *testing.T) {...})

Alaypappa 4.6. Zuvaptnon TestlnvitationDelete

AvT autou, oto TestlnvitationDecline o invitee apveital 1o invitation, papképoviag 10 WG
“declined”, kai 1o invitation TTapapével avayvwoiuo kai amrd Toug dUOo XProTEG.
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func TestInvitationDecline(t *testing.T) {
s := suite.New(t)

slid, err := s.Clientl.App.Initialize(s.Clientl.MasterPassword)
assert.NilError(t, err)
s.Clientl.SessionId = siid

_, err = s.Clientl.App.Register(sliid, s.Clientl.Username, s.Clientl.Password)
assert.NilError(t, err)

s2id, err := s.Client2.App.Initialize(s.Client2.MasterPassword)
assert.NilError(t, err)
s.Client2.SessionId = s21id

_, err = s.Client2.App.Register(s2id, s.Client2.Username, s.Client2.Password)
assert.NilError(t, err)

keystore := s.CreateKeystore(t)
invitationId := s.Createlnvitation(t, keystore.Id)

t.Run("The invitee declines the invitation", func(t *testing.T) {

res, err := s.Client2.Client.DeclineOrCancelInvitationWithResponse(
s.Ctx, invitationId,

)

assert.NilError(t, err)

assert.Assert(t, res.JSON200 != nil)

assert.Equal(t, res.JSON200.Status, generated.Declined)

assert.Assert(t, res.JSON200.DeclinedAt != time.Time{})

})

t.Run("Both users see invitation as declined", func(t *testing.T) {...})

Aidypappa 4.7. Zuvaptnon TestlnvitationDecline

210 test TestinvitationAccept, o invitee xprioTng amodéxetal TO invitation kai yiveTal
empBepaiwon TTwg Kavévag xpnotng dev ptropei va oAAGEel 1o status Tou invitation o€
accepted.
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func TestInvitationAccept(t *testing.T) {
s := suite.New(t)

slid, err := s.Clientl.App.Initialize(s.Clientl.MasterPassword)
assert.NilError(t, err)
s.Clientl.SessionId = siid

_, err = s.Clientl.App.Register(slid, s.Clientl.Username, s.Clientl.Password)
assert.NilError(t, err)

s2id, err := s.Client2.App.Initialize(s.Client2.MasterPassword)
assert.NilError(t, err)
s.Client2.SessionId = s2id

_, err = s.Client2.App.Register(s2id, s.Client2.Username, s.Client2.Password)
assert.NilError(t, err)

keystore := s.CreateKeystore(t)
invitationId := s.CreateInvitation(t, keystore.Id)

t.Run("The inviter cannot accept the invitation", func(t *testing.T) {...})

t.Run("The invitee accepts the invitation", func(t *testing.T) {
res, err := s.Client2.Client.AcceptInvitationWithResponse(s.Ctx, invitationId)
assert.NilError(t, err)
assert.Assert(t, res.JSON20@ != nil)

res2, err := s.Clientl.Client.GetInvitationWithResponse(s.Ctx, invitationlId)
assert.NilError(t, err)

assert.Assert(t, res2.JSON200 != nil)

assert.Equal(t, res2.JSON200.Status, generated.Accepted)

res2, err = s.Client2.Client.GetInvitationWithResponse(s.Ctx, invitationId)
assert.NilError(t, err)
assert.Assert(t, res2.JSON200 != nil)
assert.Equal(t, res2.JSON200.Status, generated.Accepted)
b

t.Run("Invitation cannot now be accepted by either user", func(t *testing.T) {...})

Aildypaupua 4.8. Zuvaptnon TestinvitationAccept

TéAog, oxeTIkd e Ta invitations uAotroin®nke n ouvdptnon TestlnvitationFinalize, otnv otroia
0 XpAoTng Tou dnuioupynoe To invitation 1o kdvel finalize, divovrag oTov invitee TO
EncryptedKeystoreKey.
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func TestInvitationFinalize(t *testing.T) {
s := suite.New(t)

slid, err := s.Clientl.App.Initialize(s.Clientl.MasterPassword)
assert.NilError(t, err)
s.Clientl.Sessionld = siid

_, err = s.Clientl.App.Register(siid, s.Clientl.Username, s.Clientl.Password)
assert.NilError(t, err)

s2id, err := s.Client2.App.Initialize(s.Client2.MasterPassword)
assert.NilError(t, err)
s.Client2.Sessionld = s2id

_, err = s.Client2.App.Register(s2id, s.Client2.Username, s.Client2.Password)
assert.NilError(t, err)

keystore := s.CreateKeystore(t)

invitationId := s.Createlnvitation(t, keystore.Id)
var inviteePublicKey []byte

var keystoreRemoteld string

t.Run("The invitee accepts the invitation", func(t *testing.T) {...})

t.Run("The inviter finalizes the invitation", func(t *testing.T) {
res, err := s.Clientl.Client.FinalizeInvitationwithResponse(s.Ctx, invitationId,
generated.FinalizeInvitationRequest{
InviteePublicKey: inviteePublicKey,
RemoteKeystoreld: keystoreRemoteld,
})

assert.NilError(t, err)
assert.Assert(t, res.JSON200 != nil)

)

t.Run("Both users see invitation as finalized", func(t *testing.T) {...})

Aidypappua 4.9. Zuvdptnon TestinvitationFinalize

E@ooov éxel yivel 10 creation evdg invitation, utropei va ekiviioel n diadikacia Tou
OUYXPOVIOPOU avAapeoa oToug duo xprnoTes. H ouvdapTnon TestKeystoreSync dnuioupyribnke
yIO QUTOV OKPIBWG TOV OKOTTO, KOl OUYKEKPIMEVA KATA TNV €KTEAECT] TNG, dnuIoUPYEITal €va
invitation, ka1 apéowg petd yivetan empBepaiwon Twg 10 encrypted keystore payload €xel
avéPel aTov server.
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func TestKeystoreSync(t *testing.T) {
s := suite.New(t)

slid, err := s.Clientl.App.Initialize(s.Clientl.MasterPassword)
assert.NilError(t, err)
s.Clientl.SessionId = slid

_, err = s.Clientl.App.Register(siid, s.Clientl.Username, s.Clientl.Password)
assert.NilError(t, err)

s2id, err := s.Client2.App.Initialize(s.Client2.MasterPassword)
assert.NilError(t, err)
s.Client2.SessionId = s21id

_, err = s.Client2.App.Register(s2id, s.Client2.Username, s.Client2.Password)
assert.NilError(t, err)

var keystore generated.Keystore
t.Run("keystore is created", func(t *testing.T) {...})

t.Run("keystore is not uploaded yet", func(t *testing.T) {...})
t.Run("invitation is created for this keystore", func(t *testing.T) {...})

t.Run("keystore is uploaded”, func(t *testing.T) {
rks, err := s.Server.App.Keystores()
assert.NilError(t, err)
assert.Equal(t, len(rks), 1)
assert.Assert(t, rks[0].Id != "")

i3]

t.Run("keystore is synced", func(t *testing.T) {
err := s.Clientl.App.Sync()
assert.NilError(t, err)

rks, err := s.Server.App.Keystores()
assert.NilError(t, err)
assert.Equal(t, len(rks), 1)
assert.Assert(t, rks[0].Id != "")

res, err := s.Clientl.Client.KeystoresWithResponse(s.Ctx)
assert.NilError(t, err)

assert.Assert(t, res.JSON200 != nil)

assert.Assert(t, len(*res.JSON200) == 1)

assert.Equal(t, (*res.JSON200)[0].RemoteId, rks[0].Id)

ks, err := s.Clientl.App.Keystores(slid)
assert.NilError(t, err)

assert.Assert(t, len(ks) == 1)
assert.Equal(t, ks[keystore.Id].version, 3)

)

t.Run("Additional sync noop", func(t *testing.T) {...})

Algypaupa 4.10. Zuvdaptnon TestKeystoreSync
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5. Building & Deployment

Ma tn dieukdAuvon TnG diadikaaciag building, dnuioupyrnBnke To Myst Build CLI, 1o otoio €ivai
ouciaoTika éva portable build script ypappévo oe Go, £101 WOTE va PTTOPEI EUKOAQ va TPEEEI
o€ OAa T ONUOGIAR AEITOUPYIKA XWPEIG TNV avaykn cuvtipnong diagopeTikwy build scripts yia
10 KaBéva. To build kar Twv dUo components, TNG eQaApPOYNG TTEAATN KAl TNG EPAPUOYAG
eCuTTNPETNTNA, YiveTal XpnoiyotrolwvTag auto 1o build CLI. EvTdg autou opiovTal Ta akéAouba
CLI commands:

e Bootstrap: empepaiwon Twv build dependencies Twv epapupoywy, dnAadn Tng Go Kai
Twv Node.js/npm, kal eykaTaoToon TTepaItépw dependencies OTTWG TwV EPYAAEiwyY
oapi-codegen kal openapi-typescript-codegen

e Lint: 'Eva linting task 10 oTmoio emBefaiwver Tnv ToidTnTa ToU GO codebase
XpnoigoTrolwvTag To epyaAeio golangci-lint [40] kal opiopévwy eTTINéPOUG linters.

e Build: To build command &iaypdager Ta build directories kal aTn ouvéxela Tpofaivel
oTo building kai Tnv e¢aywyn Twv build artifacts ota mpokaBopiouéva directories.

MNa Tov opiopd Twv commands kal Tng doung Tou CLI éyive xprion Tng BiBAI0BAKNg cobra
[41].

5.1. Client

To Myst Client Tpéxel natively ota Windows xwpig kdtrolo runtime dependency ek1ég amméd tnv
UTTapgn TTpo-sykaTeaTnuévou web browser. ‘Eyive n emmAoyn va unv yivel bundle ké&toiou web
browser ka1 embedding Tou evidg Tou binary woTe, KATAPXAG, va TTEPIOPIOTEN TO PéyeBOG TOU
idlou TOU binary, Kal dEUTEPEUGVTWG VO UTTOPEI O XPNOTNG va XpnolyoTToinoel To web browser
NG €mAoyng Tou. EmTTpocBeTa, 1o Myst pe Tov TpOTTO TTOU €X€1 doUNBEi, KABIOTG duvaTr) TN
Xprion evog native ypa@ikou TrePIBAANOVTOG, €QOCOV TTPAYHATOTIOINBOUV TTPWTA KATTOIEG
avaykaieg peTaTpotég oTo build process, 6mwg yia mapddeiypya 10 bundling kdTmmoiwv
TepaITéEpw dependencies.

Katd tn diadikacia Tou building, a@dtou diaypagouv Ta output directories, yivetal TpwTta
build Tou Svelte Ul pe output 1o “static” directory ka1, xpnoipgotroiwvTag 1o go:embed directive

[42], yiveTai injection Tou Ul payload pyéoa oTo client binary katd tnv KAfon Tou go build.

AmrotéAeopa givar éva povadikd binary Tng pop@ng “client-os-arch(.exe)”, To otroio pTTopei va
ekTeAeoTel yia va Eekivrioel o Myst Client.
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5.2. Server

Katd 1o building Tou Myst Server e¢ayetal pe Tapdpolo 1po01o éva Go binary Tng HOP®AS
“server-os-arch”, 10 omoio oTn cuvéxela yivetar bundle oe éva OSI container image pe N
BonBeia TOoU docker, xpnoiyotroiwvTtag 1o avtiotoixo Dockerfile. To image autd ptopei
akoAoUBwg va yivel deploy oe kd&toio cloud provider rj on-premise, éxovtag cav runtime
dependency mpdéofacn o€ éva MongoDB instance yia persistency.

5.3. Deployment

Ma Toug oOKOTTOUG TNG TITUXIOKAG Kal To 1o peaAioTikd manual end-to-end testing pe
TIPAYHMATIKOUG XproTeg, dnuioupyndnke éva deployment tepiBdAlov Tou Myst Server otnv
mAaTeSépua DigitalOcean Apps [43]. Katd 1o merging €vog pull request pe 1o main branch
evTOG TOU repository Tou KWAIKA TNG EQAPHOYNG, ekTeAsiTal éva workflow TO oTToio dnpioupyei
Ta binaries Tou client kar Tou server, agevog yia Tnv empefaiwon TNG eykupdTNTAG TOU
KWwOoIKa, kol agetépou yia To deployment Tou server oto cloud. Ze autd 10 workflow
onuioupyeital To OSI container image Tou server kal TpowBeital oto DigitalOcean Container
Registry, kal auéowg peTd divetal n evioAj otn dnuioupyia evog aithuaTtog re-deployment
mpog 10 DigitalOcean Apps Platform. Autd 10 re-deployment yivetal pe autépaTto TPOTTO,
dixwg downtime (zero-downtime deployment) kai pe autéuarto failover otnv TepPITITWON TTOU
uttapgel kKatolo TTpOPAnuUa pe 1o container. MNa Tov evioTTioud TTPORANPATWY £XEI OPIOTEN £va
HTTP health check endpoint, To otroio edv dev emoTpépel HTTP Status Code 200 (OK)
onuartodotei TTwG To container eival unhealthy, odnywvrtag otnv ekkivnon Ttou failover
MNXaviopou TnG TTAATPOPHAG.
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in ¥ rdnt.dev/ myst-abgx5.ondigitalocean.app A (7]

U Deploying... rdnt pushed a deployment at 11:09:23

Go to Deploy Logs Cancel Build

Overview Insights Activity Runtime Logs Console ‘ Settings ‘

Components:

e

Component Settings: myst

Info myst (7]
Web Service
Scaling $5.00/mo — Basic Edit

512 MB RAM | 1vCPU 1

Source ® Edit

View your Container Registry #

registry.digitalocean.com/rdnt 3]

Tag: latest
Digest: 6e874d8

Autodeploy: Off

Alert Policies Q Alert Policies enabled Edit
Environment Variables  1environment variable Edit
HTTP Request Routes 1route Edit
Health Checks TCP Edit
Commands Run Command Edit

Userver —mongo-db myst —mongo-addr mongodb+srvi//...

Log Forwarding 0 Destinations Edit

HTTP Port 8080 Edit

Aidypaupa 5.1. Deployment péow Tou DigitalOcean Apps Platform



EmmpooBeTa, €xel dnuioupynBei éva managed MongoDB database instance evrog Tou idlou
Aoyaplacpou DigitalOcean, 10 otoio xpnoiyotroigital yia persistence Twv dedouévwy. To
instance auTto cival TpooBdciyo puévo atmd ouykekpiyéva containers evidg Tou Aoyaplacuou
DigitalOcean.
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6. ZupTtrepdopaTa

2Tn OUYKEKPIMEVN TITUXIOKA €pyaoia €yive n avdamTuén evog dIAxXEIPIOT KwWAIKWY O OTT0iog
TTPOOYEPEl Aveon oTn XPAON, aAAd Kal duvaToTNTEG CUYXPOVIOUOU Kal dlaouvdeong UE TO
UTTOAOYIOTIKG VEQOG XPNOIMOTIOIVTAG TEXVOAOYIEG TTOU BV a@alpoUlv aTrd ToUug XPNOTES Ta
dIkaiwpaTa 1I810KTNOIag Twv dedOPEVWY TOoUuG. AKOMN, €yIveE N TTPOOTIABEIO TG ouvlTTapEng
QUTWV TWV IBI0TATWY PE 600 TO dUVATOV PIKPOTEPO AVTIKTUTTIO OTN XPAOT, EMTPETTOVTAG TNV
aoQAAECTEPN ATTOBRKEUCN Kal SIGUOIPACUO TwV OToIXEIWV TTPOoBaong Ye AAAOUG XPNOTEG,
KaBwg kal Tn duvartotnTa TTPOCOAKNG AEITOUPYIWY OTO HEAAOV UE KATTOIO OXETIK EUKOAIQ.

ZXETIKA ME TIG TEXVOAOYIEG KPUTTTOYPA®NONG, UAOTTOINONKE PIa AOQAANG Kal ETTEKTACIUN
Mop®r aTToBAKEUONG TWYV TTPOCWTTIKWY OEOOUEVWY TWV XPNOTWYV, £T01 WOTE T dedoPEVa TOU
eKAOTOTE XPrOTN Va TTAPAPEVOUV aoPAAr evw BpiokovTal atroBnkeupéva aTov okAnpo dioko,
KATA TNV EKTEAECN TNG EQAPPOYNG, AAAG Kal KATA TOV OUYXPOVIOUO e AANOUG XPNOTEG.

EmmpooBeta, n epappoyn atroTeAei pia oAokAnpwpévn uAotroinon piag desktop epapuoynig
N oTroia XPNOIUOTIOIEI TEXVOAOYIEG OTTWG N YAWoOoa TTpoypaupaTioyou Go kal 1o Svelte
framework, pe ¢ekdBapn Sour Kal EUKOAI 0TNV PETAYAWTTION KAl EKTEAECN TNG TTPAYUATIKAG
eQappoyns aAAd kal Twv tests TTou ETTIKUPWVOUV T CWOTH AgIToupyia TNG.

6.1. MeAAovTIKEG BEATIWOEIG

Mia onuavTiky TTapdAeipn oTnv uAotroinon TNG €@appoyng dlaxeipiong KwIKWY gival n
ENEIYN AsITOupyIWY TTOU KAVOUV TN BIaXEIpIoN TwV KWAIKWY Hid IO euxapioTn dladikaaoia.
Kdatmoia ammé autd B6a umopoucav va eivalr éva medio avalATnong KwIKWwY HE QIATPa,
Aeimoupyia Tagivéunong kal opadotroinong Twv KwoIKWY eviog Tou idlou keystore, éva
password generator kai €miong amoBrkeuon KwdIKWV diag xprions (One-Time passwords -
OTP).

Akoun, o TpoéTTo¢ TTou UAoTTOINBNKE TO backend Tng e@apuoyAg €EuUTTNPETNTH iICwg dev eival
BéATIOTOG. MNa TNV avdKTNON Kal TTeEEpyacia SAwWV Twv oUWV XPNOIKOTTOIEITAI TO repository
pattern, evw iowg Ba Atav emBuPNTO va XpnoiyoTrolouvTal aggregates pe strong consistency
boundaries, é101 woTe va PeATiwBel N amédoon TNG €QAPPOYAS KAl VA WNV UTTAPXOUV
TEPIBWPIO VO UTTAPXEl TTEPITITWON Va XaBei N ouvox Twv dedouévwy. ETtiong, o1 éAeyxol
efouai006Tnong aTto backend Tou server yivovtal evtog Tou application, kal icwg Ba €rpeTe
va uttdpxel AAo éva layer eEwTepika Tou application TTou va TTPAYHATOTTOIEI TOUG EAEYXOUG
QuTOUG.
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EmmmAéov, apkeTég ammd TIG AsiToupyie¢ Tou client og oxéon PE TOV OUYXPOVIOUO Twv
keystores mrpayuatotToliouvtal Aapavovtag utr oyiv 1o state Tou backend server, To otroio
kKaBioTtd Tov client avoixté oe emBéoeig. Oa ATav iIcwW¢ BeUITé va aTroBnKeUETAI OTTOIABNTTOTE
aAAayr oTo state oe oxéon pe Tov server kal oTov client, woTe n TNy TNG aAnBeiag (source
of truth) va Bpioketal otov client. Mia TéTo10 UAOTTOINON B0 PTTOPOUCE va UTTOCTNPIEEI
peer-to-peer avroAAayn Twv KWOIKWY, yia TTAPAdEIyUa eviog Tou idlou TOTTIKOU OIKTUOU,
Xwpic va xpeldletal aapaithtwg n diauecoAdBnon pe Tov remote server.

TéNOG, N TWPIVI] UAOTTOINGN TOU CUYXPOVICHOU JEV ETTITPETTEI TOV OUYXPOVIOHO TWV KWIAIKWY
evOG XproTn ME GAAEG ouokeuég Tou idlou. O1 TPOTTOTTOINCEIS YIA VA UTTOOTNPIEOUV Wia TETOIO
Aeimoupyia nBeAnuéva Trapaleipdnkav yia Tnv 1o €ukoAn uAotroinon Tou Minimum Viable
Product (MVP), aAAG Ba ptmopouaav va TTpooTeBolv oav Asitoupyia oTo HEAAOV.

Této1EG BEATILLOEIG, AV Kal €TMIOUPNTEG, eV ATTOTEAOUV KOUMPATI TNG TWPIVHG UAOTTOINONG, MIOG
Kal N avamTuén TNG €QAPUOYNG £YIVE KUPIWG yia TNV HEAETN Kal UAOTTOINGON TWV BACIKWV
TTPWTOKOAAWY CUYXPOVIOUOU, KABwG Kal TN dnuioupyia piag TTAApNG BAong KWAIKA N oTToia
Ba uTropei eUkoAa va etrekTabei. ‘ETal, éxovrag éva apyxikd MVP, Ba utropei va yivel guAAoyr)
ETTIKODOUNTIKWY OXOAiwv aTrd Toug XPAoTeG TTou Ba cuppeTéxouv o€ Katmoia Sladikaaia
BETA testing, pe oKotrd TNV KOAUTEPN TTPOTEPAIOTTOINCN TWV AEITOUPYIWY QUTWV.
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